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Abstract

The rapid advancement of generative models, such as GANs and Diffusion mod-
els, has enabled the creation of highly realistic synthetic images, raising serious
concerns about misinformation, deepfakes, and copyright infringement. Although
numerous Artificial Intelligence Generated Image (AIGI) detectors have been pro-
posed, often reporting high accuracy, their effectiveness in real-world scenarios
remains questionable. To bridge this gap, we introduce AIGIBench, a comprehen-
sive benchmark designed to rigorously evaluate the robustness and generalization
capabilities of state-of-the-art AIGI detectors. AIGIBench simulates real-world
challenges through four core tasks: multi-source generalization, robustness to
image degradation, sensitivity to data augmentation, and impact of test-time pre-
processing. It includes 23 diverse fake image subsets that span both advanced
and widely adopted image generation techniques, along with real-world samples
collected from social media and Al art platforms. Extensive experiments on 11
advanced detectors demonstrate that, despite their high reported accuracy in con-
trolled settings, these detectors suffer significant performance drops on real-world
data, limited benefits from common augmentations, and nuanced effects of pre-
processing, highlighting the need for more robust detection strategies. By providing
a unified and realistic evaluation framework, AIGIBench offers valuable insights
to guide future research toward dependable and generalizable AIGI detectiorﬁ

1 Introduction

Recent advancements in generative models, such as GANSs [116]] and diffusion models [7H10], have
demonstrated remarkable capabilities in synthesizing high-quality images that closely resemble real-
world scenes. While these technologies have enabled various applications, including personalized
portraits [[11], virtual try-on, and content creation [12, [13]], they also raise significant concerns
regarding the authenticity of visual content and its potential misuse in misinformation dissemination
[14}[15], deepfake generation [16]], and copyright infringement [[17, 18]].

To address these concerns, Artificial Intelligence Generated Image (AIGI) detection technologies have
been developed to differentiate synthetic images from real ones. Most existing approaches [[18H28]]
rely on training binary classifiers to distinguish between real and generated content, with some studies
reporting near-perfect performance. In light of reported detection accuracies exceeding 95%, a critical
question emerges: Is Artificial Intelligence Generated Image detection a solved problem?
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Figure 1: The AIGI Detection Pipeline. In the training phase, both real and Al-generated images are
augmented to improve the model's robustness against diverse and previously unseen test distributions.
The model is trained to distinguish real images from synthetic ones generated by a variety of unknown
sources. During inference, test images potentially affected by unknown degradations or generation
pipelines are pre-processed using cropping or resizing to align with the training conditions. The
pre-processed images are then evaluated by the trained detector to assess their authenticity.

To answer this question, we propose a novel and comprehensive benchmark, termed AIGIBench, for
AIGI detection. As illustrated in Figufg 1, we present an end-to-end pipeline designed to assess AIGI
detection in real-world scenarios. During the training phase, a diverse collection of real and synthetic
images is assembled, and various data augmentation techniques are applied to improve detector
robustness. In the testing phase, the detector is evaluated on its ability to identify the authenticity
of images originating from unknown sources and subjected to unknown degradations. Prior to
detection, each image undergoes pre-processing, such as cropping or resizing to ensure compatibility
with the trained detector. The detector then outputs a binary classi cation indicating whether the
image is real or Al-generated. Accordingly, to systematically evaluate the real-world performance of
state-of-the-art AIGI detectors, AIGIBench de nes four core tasks that mirror practical challenges
often overlooked in idealized test environmern}sseneralization Assessment: Multi-sourceii)
Robustness Assessment: Multi-degradatiqnii) Data Augmentation Variation Assessment:
Identifying the Most Effective Augmentation, andiv) Test Data Pre-processing Assessment:
Identifying the Most Effective Pre-processing These task variations re ect common challenges in
practical applications but are often overlooked in idealized test environments where most existing
detectors are developed and evaluated.

The construction of AIGIBench effectively achieves our goal of providing a rigorous and realistic
evaluation framework for AIGI detection. Experimental results demonstrate that existing detection
methods encounter signi cant challenges when evaluated on AIGIBench. Key insights are summa-
rized as followsi) Despite recent progress, all detectors suffer notable performance degradation on
real-world manipulations such as DeepFakes and in-the-wild content. Furthermore, no single method
consistently outperforms others across all generative scenarios, underscoring the dif culty of develop-
ing generalizable detecton$) While most detectors maintain high R.Acc. under perturbations, their
F.Acc. drops sharply, indicating reduced detection reliability in practical setiilg§.ommon data
augmentation strategies provide limited bene ts in improving detector performance and may even
introduce performance trade-ofig) Although prior study suggests that applying a crop operation
during test phase enhances the ability to capture ne-grained artifacts, thereby improving overall
detection accuracy, our analysis indicates that these improvements are primarily driven by gains in
R.Acc., while F.Acc. often remains unaffected or even degrades.

The Differences Between Our Benchmark and OthersSeveral deepfake and AIGI detection
benchmarks have been introduced in recent years, including Genlmage (NeurlP22D2d3CDe-
tection (arXiv 2023)[B0], DeepfakeBench (NeurlPS 202381], MPBench (NeurlPS 20238P],
Diff-Forensics (ICCV 2023)33], WildRF (arXiv 2024) [Lg], DF40 (NeurlPS 2024)34], WildFake
(AAAI 2025) [35], and Chameleon (ICLR 202520]. As illustrated in Tabl¢]l and Tak¢ 2, all of
these benchmarks exhibit key differences compared to our proposed AIGIBeAtBiBench com-



Table 1: Comparison with existing benchmarks on dataset.

Generative_ |General GAN & Image-based & Social Al-painting

Benchmark? Dataset Methods 2022 2023 2024 ContentDiffusion Noise-based Networks Communities
Genlmage [29] 8 8 0 0 3 3 7 7 7
AIGCDetction [30] 17 13 4 0 3 3 7 7 7
DeepfakeBench [31] 9 9 0 0 7 7 7 7 7
MPBench [32] 11 5 6 0 3 3 7 7 7
Diff-Forensics [33] 7 7 0 0 3 7 7 7 7
WildRF [18] - - - - 3 3 7 3 7
DF40 [34] 40 27 10 3 7 3 7 7 7
WildFake [35] 22 17 5 0 3 3 3 7 7
Chameleon [20] - - - - 3 3 7 7 3
AIGIBench (Ours) 25 9 5 11 3 3 3 3 3

Table 2: Comparison with existing benchmarks on evaluation.
Benchmark¢# Evaluation! ?Aeéfhcég: ~2022 2023 2024rseneralization RObusAugn?gaatationgr%sctezgitr?g
Genlmage (NeurlPS 2023) [29] 7 7 0 0 3 3 7 7
AIGCDetction (arXiv 2023) [30] 10 5 5 0 3 3 7 7
DeepfakeBench (NeurlPS 2023) [31] 34 30 3 1 3 3 7 7
MPBench (NeurlPS 2023) [32] 3 3 0 0 3 7 7 7
Diff-Forensics (ICCV 2023) [33] 6 5 1 0 3 7 7 7
WildRF (arXiv 2024) [18] 5 3 1 1 3 3 7 7
DF40 (NeurlPS 2024) [34] 7 7 0 0 3 7 7 7
WildFake (AAAI 2025) [35] 6 2 4 0 3 3 7 7
Chameleon (ICLR 2025) [20] 10 4 4 2 3 3 7 7
AIGIBench (Ours) 11 3 2 6 3 3 3 3

prehensively simulates state-of-the-art image generation methbesAlGIBench test set consists

of 23 subsets covering both advanced and widely adopted image generation techniques, including:
(a) GAN-based noise-to-image generation (ProGRH,[StyleGAN3 [37], StyleGAN-XL [38],
StyleSwim B9}, R3GAN [40], and WFIR #1]), (b) Diffusion for text-to-image generation (SD-XL

[42], SD-3 [43], DALLE-3 [44], Midjourney-v6 [45], FLUX.1-dev [46], Imagen-3 §7], and GLIDE

[48)]), (c) GANSs for deepfake (BlendFacdq], E4S 0], FaceSwapg1], InSwap b2, and SimSwap

[53]), and (d) Diffusion for personalized generation (Instantf2][ In nite-ID [ 8], PhotoMaker

[16], BLIP-Diffusion [55], and IP-Adapter$6]). It also includes 2 general subsets featuring fake
images collected from social media platforms such as X (Twitter), Facebook, and Reddit, as well
as Al-painting communities like ArtStation, Civitai, and Libliij) AIGIBench evaluates nearly all
state-of-the-art AIGI detection methods currently availalhecontrast to previous benchmarks that
mainly focused on detection methods developed before 2022, AlGIBench incorporates 11 recent
detection techniques, over half of which were published after 2024, re ecting the latest advancements
in the eld. Additionally, all methods are evaluated under a consistent and equitable experimental
framework.iii) AIGIBench is the rst benchmark to conduct a comprehensive evaluation of four criti-

cal components in the AIGI detection pipelif@llowing the typical work ow of AIGI detection, we
systematically assess state-of-the-art detection methods across four fundamental tasks: generalization
to unseen sources, robustness to image degradations, sensitivity to data augmentation strategies, and
impact of test-time pre- processing. This holistic evaluation framework provides new insights into
the practical reliability and limitations of existing AlGI detectors.

2 AlGIBench

We enhance the existing dataset construction methodology to more closely re ect real-world detection
scenarios. In this section, we present AlIGIBench, a newly proposed benchmark designed to support
comprehensive evaluation under such practical conditions.

2.1 Training Setting

Training Dataset. Existing studies on detecting Al-generated imad 23, 18, 58] primarily focus

on a single-model training setting, where detectors are trained on images generated by a speci c
model—such as ProGANbP] or Stable Diffusion 0], and evaluated on samples from various
generative models. In contrast, our benchmark introduces two training dataset sétsgsng-I:



Figure 2: Visualizations of real and fake images from the evaluation datasets used in our AIGIBench.

Training on 72K images generated by ProGAN across four object categories—car, cat, chair, and
horse.ii) Setting-1l: Training on 144K images generated by both SD-v1.4 and ProGAN, covering
the same four object categories.

Implementation Details. To ensure a fair comparison, we adopt the original hyperparameter settings
provided by each method without any modi cations. All methods are re-trained under the two training
settings described above and evaluated on our proposed custom dataset.

2.2 Evaluation Datasets

To support various image generation methods, AlGIBench is structured into multiple subsets, as
illustrated in Figure 2, with each subset containing an identical collection of real and fake images. The
details of generation methods used in evaluation datasets can be found in Sec. A.6 of the Appendix.

Fake Image Collection.To ensure the quality and fairness of our dataset, we collect substantially
more images than necessary through both generator and web API, and applied the following pro-
cessing pipeline: i) To mitigate the presence of visually similar images, we use G1]IfPrage
embeddings with a cosine similarity threshold of 0.98 to identify and remove near-duplicate in-
stances, promoting diversity and fairness in detection. More details are shown in Sec. A.5 of the
Apendix; ii) To enhance image quality and better re ect real-world social environments, we employ
the CLIP-based aesthetic score predic&H] fo evaluate image aesthetics and discarded images with
low scores; iii) Finally, manual screening is conducted to remove obviously fake images, further
increasing the dataset's realism and challenge. We collect diverse fake images from various sources
and organize them into ve levels based on the generation pipelines of different models.

i) GAN-based Noise-to-Image Generatiomo emphasize high-quality synthesis, we select six
advanced GANs: ProGAN3E], StyleGAN3 [37], StyleGAN-XL [38], StyleSwim B9], RSGAN
[40], and WFIR [41]. We randomly sample latent codes and generate diverse, high-quality images.

i) Diffusion for Text-to-Image GenerationGiven the rapid advancements in diffusion models,

our benchmark includes seven representative models: SD4X|. $D-3 [43], DALLE-3 [44],
Midjourney-v6 |5], FLUX.1-dev [46], Imagen-3 §7], and GLIDE H48]. These text-to-image
diffusion models generate images by iteratively denoising random noise under the guidance of textual
prompts, making the quality and diversity of input text crucial for dataset construction. To this
end, we leverage the Gemir@3] API with carefully designed prompts to synthesize diverse and
high-quality image descriptions. For instance, a prompt for generating realistic human descriptions
might read: "To create varied descriptions of people in photo or realistic style, | need 1000 distinct
sentences, each 20-25 words, please help me. Example: 'woman wearing a red dress in the park,
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