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Abstract

Anomaly detection is a crucial task in data mining, focusing on identifying data
points that deviate significantly from the main patterns in the data. This paper
introduces Anomaly Detection by an Ensemble of Random Pairs of Hyperspheres
(ADERH), a new isolation-based technique leveraging two key observations: (i)
anomalies are comparatively rare, and (ii) they typically deviate stronger from
general patterns than normal data points. Drawing on a J-separation argument,
ADERH constructs an ensemble of multi-scale hyperspheres built upon randomly
paired data points to identify anomalies. To address inevitable overlaps between
anomalous and normal regions in the feature space, ADERH integrates two com-
plementary concepts: Pitch, which highlights points near hypersphere boundaries,
and NDensity, which down-weights hyperspheres centered on sparse (and often
anomalous) regions. By averaging these local, density-adjusted “isolation” indi-
cators across many random subsets, ADERH yields robust anomaly scores that
clearly separate normal from abnormal samples. Extensive experiments on diverse
real-world datasets show that ADERH consistently outperforms state-of-the-art
methods while maintaining linear runtime scalability and stable performance across
varying hyperparameter settings.

1 Introduction

Anomaly detection is an essential tool in data mining, as it can uncover critical information [Agrawal
and Agrawall |2015]. For instance, anomalies may indicate credit card fraud, analyze critical behavior
in network applications, or assist in diagnosing rare medical conditions [John and Naaz, 2019, Tao
et al., 2018, |Abuzaid, 2020]. In the era of big data, where data volumes are rapidly increasing,
it is essential for anomaly detection methods to effectively and efficiently identify anomalies in
large datasets [Ahmed et al.,|2017, Mansour et al., (2023, |Thudumu et al., 2020]. However, not all
anomaly detection methods are suitable for larger datasets. Due to high runtime complexity, density-
based methods like the Local Outlier Factor (LOF) [Breunig et al.,|2000] and deep learning-based
approaches [Pang et al.l 2021] have limited applicability. Isolation-based methods on the other
hand typically operate on data subsets, making them more effective for handling larger datasets [Xu
et al.; 2017, |Xiong et al.,|2022[]. Examples of such algorithms include Isolation Forest (IForest) [Liu
et al., 2008, Efficient Anomaly Detection by Isolation Using Nearest Neighbour Ensemble (INNE)
[Bandaragoda et al., [2014]], Extended Isolation Forest (EIF) [Hariri et al., 2019]], or Deep Isolation
Forest (DIF) [Xu et al.| 2023a]. These approaches utilize two essential properties that distinguish
anomalies from regular data points.
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* RARITY: Anomalies comprise only a small proportion of the dataset, i.e., most of the
samples represent regular data points [Barnett et al.,|1994] |Aggarwall 2016].

* DEVIATION: Anomalies differ significantly from the general patterns in a dataset, sug-
gesting that they originate from different processes than regular samples [Hawkins| [1980].

We formalize these properties with the J-separation assumption: normal samples form compact
regions, while anomalies lie mainly beyond their boundaries (Section[3.T). However, current isolation-
based methods have certain limitations. [Forest [Liu et al.,[2008] efficiently detects anomalies via
random partitioning, but its reliance on global, axis-aligned splits can miss complex or locally defined
outliers. INNE [Bandaragoda et al., 2014] attempts to address this by utilizing hyperspheres to
capture local patterns, but it is sensitive to the sample size and assigns equal weights to hyperspheres,
which can limit its robustness [Bandaragoda et al., [2018]].

We propose ADERH, a method that isolates anomalies using compact hyperspheres designed to
minimize overlap with anomalies. Guided by the §-separation principle—which assumes that
anomalies lie beyond normal regions —ADERH constructs small local subsets and pairs of points.
By halving each pairwise distance, it forms compact hyperspheres that adapt to multiple scales and
collectively cover diverse normal regions, thereby reducing overlap with anomalies and enhancing
isolation precision. Since perfect d-separation may fail in practice, we refine each hypersphere’s
isolation signal with (i) Pitch, a ratio-based distance measure accentuating boundary anomalies, and
(i1) NDensity, which down-weights hyperspheres in sparse (anomalous) regions. Finally, ADERH
ensemble-averages these local isolation signals, further reducing variance and enhancing robustness
on real-world, heterogeneous data.

In summary, we make the following contributions:

* We present ADERH, a novel technique for assigning anomaly scores to data points by
analyzing their position within multiple hyperspheres and the characteristics of these hyper-
spheres.

* Hyperspheres may still include anomalies near the boundary or span around anomalies,
blurring distinctions between normal and abnormal data. To overcome this, ADERH intro-
duces two components: NDensity, which down-weights hyperspheres in sparse (anomalous)
regions, and Pitch, which emphasizes points near hypersphere boundaries.

* Thus, ADERH more effectively distinguishes anomalies from normal samples, overcoming
limitations that arise from relying solely on hypersphere- or distance-based methods.

* ADERH delivers robust and stable anomaly scores across a wide range of hyperparameters,
maintains high efficiency on large-scale datasets, and—through extensive experiments
involving both default parameter settings and exhaustive grid searches— outperforms state-
of-the-art anomaly detection methods.

2 Related work

Over the past few decades, anomaly detection has been extensively studied using various techniques
such as density, isolation, or deep learning.

Isolation-based approaches assume that a small fraction of the data consists of anomalies (RARITY)
and that those have different attribute values than normal data points (DEVIATION). A prominent
example is the Isolation Forest (IForest) [Liu et al.| 2008, which recursively partitions the feature
space by selecting random features and random split values; anomalies tend to have shorter paths
from the root node. The Extended Isolation Forest (EIF) [Hariri et al.,[2019|] improves on [Forest by
using hyperplanes with randomly determined slopes for splitting, enhancing accuracy across diverse
datasets. PIDForest [|Gopalan et al.,|2019] accelerates isolation while incorporating a density-based
criterion (PIDScore) that quantifies the minimum density among all subcubes covering a data point.
Deep Isolation Forest (DIF) [Xu et al., 2023a]] leverages a learned ensemble of random representations
that produce non-linear partitions in the feature space.

Distance/Density-based approaches flag anomalies in sparse regions. The Local Outlier Factor
(LOF) [Breunig et al.l |2000] measures how much a point’s local density deviates from that of its
neighbors, while the Connectivity-based Outlier Factor (COF) [Tang et al.| 2002] refines LOF by
incorporating chaining distances to better handle linear data structures.



Boundary-based approaches de ne a boundary around normal data and classify points outside this
region as anomalies. For instance, the One-Class Support Vector Machine (OCSVM) [Sc¢holkopf
et all, 2001] Bounsiar and Maddén, 2014], nds a hyperplane that maximally separates normal
samples from the origin, treating any observation lying outside this boundary as anomalous.

Ensemble-based approaches combine multiple anomaly detection methods to mitigate individual
drawbacks and leverage their strengths, to enhance performance and robustness [Ziiek et al., 2014,
Cheng et all, 2019, Zhao etlal., 20[19a]. For instance, LODA [R2016] aggregates outputs from
diverse weak detectors, using their collective decisions to identify anomalies. Similarly, LSCP [Zhao

et al| [ 2019a] selects base detectors and determines a point's anomaly score by analyzing its local
data distribution and combining the detectors' outputs.

Deep learning-based approaches have advanced rapidly, leveraging representation learning to
compute anomaly scores on complex data [Wang et al., 2019a, Pang et al., 2021]. For example,
DeepSVDD|[Ruff et all, 2018] tries to embed data into a hypersphere, classifying points on the
outside as anomalies. To prevent representation collapse, Deep Robust One-Class Classi cation
(DROCC) [Goyal et al!, 2020] re nes boundaries around normal samples by clustering them closer
and using adversarial perturbations as hard negatives. Other methods emphasize collaboration or
distance-based representations: A Deep Collaborative Autoencoder Approach for Anomaly Detection
(RCA) [Liu et all,[2021] iteratively trains multiple autoencoders on low-error samples, exchanging
these to enhance detection; Unsupervised Representation Learning by Predicting Random Distances
(RDP) [Wang et al!, 2019b] uses a two-branch, weight-shared model to map data into a distance-
preserving space for isolating anomalies. SLAD [Xu éf al., 2023b] introduces a self-supervised
“scale” concept for tabular data, learning global normal patterns and identifying anomalies via higher
errors. Diffusion Modeling for Anomaly Detection (DTE) [Livernoche éf al., 2024] estimates how
"diffused" an input is relative to the normal data manifold, enabling fast and accurate anomaly
detection. UniCAD|[Fang et al., 2025] introduces a uni ed probabilistic mixture model linking
representation learning, clustering, and anomaly detection through an anomaly-aware likelihood
function, yielding a theoretically grounded anomaly score.

Hypersphere-based anomaly detection was rst introduced through global hypersphere models
designed to enclose normal data points [Kumar ét al., 2003, Tax and |Duin, 2004]. MV-ERM
and MV-SRM [Scott and Nowak, 2005] reframe minimum-volume estimation as empirical risk
minimization. MV-ERM minimizes the region capturing anfraction of data under a penalized

risk, while MV-SRM integrates the penalty into the objective for automatic complexity control.
GEM [Herd,[2006] formulated anomaly detection via geometric-entropy minimization, identifying
subsets with minimal k-NN or MST wiring length as minimum-entropy approximations. DTM [Gu

et al| [ 2019] estimated local radii enclosing magswith bagging reducing variance but retaining
global-distance dependence. INNE [Bandaragodalét al., 2014] used hypersphere ratios—between
a point's enclosing radius and its nearest neighbor's—to score anomalies. Despite progress, most
methods rely on a few large hyperspheres with limited local adaptivity, often failing near or on
boundaries. In contrastADERH forms an ensemble of compact hyperspheres from random pairs

of points, each de ning two half-radius spheres with varying radii. It integrBtesh (boundary
sensitivity) and\Density (sparse-region down-weighting) to handle boundary and center anomalies.
These choices ensure robust scalability—small subsets and simple distance checks suf ce—and
strong empirical performance, surpassing traditional and deep hypersphere methods with linear-
time ef ciency.

3 Anomaly Detection by an Ensemble of Random Pairs of Hyperspheres

Considering a dataset D R containing m points drawn i.i.d. from a mixture distribution
P= Py +@ )P a; (0 <1 1)

where R, captures the normal data ang Pepresents the anomalous data. Our goal is to de ne an
anomaly scoring functioh: R 9 ! R that assigns higher scordg) to anomalous points than to
normal points. Building upon the fact that anomalies form a small fraction of the data and exhibit
distinctly different characteristics, we formalize these observations usirggparation assumption.



3.1 -Separation

Concretely, we assume that normal points cluster within small-radius neighborhoods, whereas
anomalous points are located at least a distance from any local cluster:

Assumption 3.1 (-Separation). Led be a nite, nonempty index set and Iet;g; R d pe

a set of cluster centers. LBy andPa be probability measures drf. Assume there exist radii
0< < andsmall parameters 0 <";"° 1 such that:

1. Normal-Point Proximity. Forx P y,

Pr minkx jk "™
j2J

2. Anomaly Exclusion. Forz Pj,,

Pr minkz k + 1" 0
j2J

Since > >0 , up to probabilities and"® normal samples lie within distanceof some center,
while anomalies lie at least + from every center.

Remark: This assumption re ects a common anomaly-detection pattern in which normal data cluster
around modes; , and anomalies occupy sparser regions beyond distarféer example, credit-card

fraud often lies outside the compact clusters formed by legitimate transactions. Althaeglaration

need not hold exactly, requiring most normal points to lie withiof some center and most anomalies

to lie beyond +  suf ces for our analysis (up to smalj" 9. Similar local-separability assumptions
appear in [Breunig et al., 2000, Ester et al., 1996, Bandaragoda et al., 2018]. Sections 3.3—-3.4 describe
how boundary- and density-based terms address partial violations of -separation.

3.2 The ADERH algorithm

Building onRARITY andDEVIATION formalized by -separationADERH is designed to iso-

late anomalies using multiple hyperspheres rather than a single xed-radius sphere. Under ideal
-separation, normal points lie within radiusand anomalies remain at leasaway, making hy-

perspheres around normal samples a natural isolation mechanism. In practice, perfect separability

rarely holds, sADERH augments each hypersphere's isolation signal Withh (a ratio-based

distance) antNDensity (a density-based term) to handle anomalies that partially overlap with normal

clusters. A single hypersphere is insuf cient for multi-scale datsAB&RH creates an ensemble

of hyperspheres at varying radii (see Appendix B), then averages their local anomaly scores. As

Theorem 3.15 shows, this ensemble averaging reduces variance and robustly isolates anomalies even

when strict -separation is violated. For this purpose, the procedure rst creates arssubkets,

where each subset contains ! samples:

De nition 3.2 (Set of subsets). We sample n random subsets of size ! from the dataset D:
SUBSETS(D;n;)=fS 1;:::;ShQ; (2)

where8;in :S;i D ,jS;j=! and! isaneven number. The subs8tsare generated by uniform
sampling from the dataset D with replacement.

The goal ofADERH is to create multiple hyperspheres of different radii in each sufsesb that

dense areas are captured by smaller hyperspheres, and sparser areas by larger ones. This is achieved
by random pairings through the partner funct®nwhich naturally re ects local density in the
hypersphere radii and, therefore, yields multi-scale coverage (see Appendix B and C).

De nition 3.3 (Partner functiorP). The functionP (x; S;) assigns a random poigt2 S; to a sample

x 2 Si, wherex 6=y Each partney is selected exactly once through uniform sampling. Formally,
this can be expressed#5(x;S i) jx2 Sig=S;. Notethaty =P (x;S;) ) x=P(y;S i) isnot
necessarily valid.

While allowing hyperspheres to vary in radius helps capture local structures, this radius variability
also risks producing oversized hyperspheres that can absorb anomalies, especially in heterogeneous



data [Bandaragoda et al., 2014, Ruff et al., 2018]. To mitigate A& RH transforms each pair
(x;y) into two hyperspheres—one centeredkaand one ory—each using half the pairwise distance,
i.e., 3 dist(x;y), as the radius. This halving avoids excessively large radii, reduces overall radius
variance, and makes hypersphere sizes more uniform. We u%e‘enh&)r as a principled trade-off
between coverage and exclusion, as discussed in Appendix A.

Motivating Hypersphere Construction. ADERH aims to isolate anomalies by combining multiple
hyperspheres with diverse radii. By combining these compact hyperspheres into an ensemble, we
reduce their overlap with anomalies, thereby boosting anomaly-detection performance. Below, we
formalize the construction of these hyperspheres, which collectively underpin our method's ability to
separate anomalies from normal data.

De nition 3.4 (HypersphereH). Given a sampl& 2 S; and its partney = P (x; S ), we create two
distinct hyperspherdd(x; Si) andH(y; Si), wherex andy are the respective centers. The radus
of both hyperspheres is de ned as:

dist(x;y)

R(H) = 5 3)
Further, we de ne the set of potential data points that a hypersphere H covers as:
Xu =fxjx 2 R 9Adist(x; C(H)) R(H)g; (4)

where the functiorC(H) returns the center of the hypersphéte In this paper, we employ the
Euclidean distance as the distance functieti( ; ) . The ADERH algorithm, however, remains valid
for any metric space, as it relies solely on the fundamental properties of a metric.

For each subset; Swe create an ensemble of hyperspheres:

De nition 3.5 (Ensemble of hyperspherds. LetS; 2 SUBSETS, then the ensemble of hyper-
spheres E is:

E@S) = [ fH(X; S i), HP (X; S i); Si)g: )

x2S i

The de nitions set so far could be suf cient in an ideal world, where all hyperspheres were created
around normal data points and the hyperspheres are suf ciently small to exclude anomalies. However,
real-world datasets often violate strict -separation. Two key complications arise:

1. Anomaly Contamination: Some anomalies may fall inside hyperspheres centered on
normal samples (Fig. 1). Although these anomalies are technically covered, they typically
appear near the hypersphere boundary rather than close to its center.

2. Anomaly Hyperspheres Anomalies can also act as hypersphere centers, forming low-
density (or “sparse') hyperspheres that cover few neighbors (Fig. 2).

To handle these cases, we extend our hypersphere framework with two complementary measures
Pitch (Section 3.3) and NDensity (Section 3.4).

3.3 Anomaly Contamination

Although -separation outlines a margin between normal and anomalous points, real data often
violates this idealized boundary [Ruff et al., 2018, Breunig et al., 2000], allowing anomalies to appear
near or within local clusters (Fig. 1). Yet, on average, anomalies remain farther from hypersphere
centers than normal points [Ruff et al., 2018]. To leverage this property, we use a ratio—distance
from the hypersphere center over its radius—to distinguish anomalies from inliers. Concretely, for a
hypersphere H created from subsgetSSUBSETS, we de ne Pitch as:

De nition 3.6 (Pitch). ThePitch represents the adjusted distance between a saoi@ and the
center ¢ = C(H) of a hypersphere H.
(.
dist(x;c) . i . .
Pitch(x: H) = rey o dISt()f,C) R(H);
1; otherwise:

(6)



Figure 1: The issue dknomaly Contamination: Anomalies (black dots) can lie within hyperspheres
centered on regular samples (green dots). However, as local anomalies are typically farther from
regular samples than regular samples are from each d&rIATION ), we applyPitch to replace

strict -separation with a ratio-based isolation measure. This ags borderline anomalies near regular
samples without requiring rigid margins.

Figure 2: The issue dAnomaly Hyperspheres Hyperspheres typically form around regular samples
(green dots), as anomalies are raRARITY ). However, in some cases, anomalies (red dots) may
generate hyperspheres. Note that hyperspheres around regular samples generally enclose more points,
aligning with DEVIATION . The colors of the hypersphere indicate which points were paired to
create the hypersphere.

As anomalies are characterized by larger distances to the center of a hypersphere than normal data
points, thePitch strengthens the differences between corresponding samples. Abnormal data points

within the hypersphere should have a large r&@%j)i and therefore ®itch close tol. In contrast,
normal data points usually have a signi cantly smaller Pitch.

3.4 Anomaly Hyperspheres

The strategies proposed thus do not fully resolve the problem of hyperspheres centered around
anomalous samples (Fig. 2). Since anomalies may exist within any random Su2sstUBSETS,
hyperspheres de ned by these anomalies may lead to inaccurate anomaly scores, often misclassifying
anomalies as normal. While the ensemble averaging across subsets mitigates their overall impact,
individual subsets remain susceptible to these anomaly-centered effects. This issue is exacerbated
in larger subsets, where the probability of including at least one anomaly increases with subset size

I =S ij, as shown in;

iNj
—_ 7

D] 7
wherejNj andjDj denote the number of normal samples and the dataset size, respectively. The
Pitch determined by hyperspheres de ned by these anomalies would give inaccurate anomaly scores.
ConsiderindEVIATION , we know that most data points are regular samples close to each other.
Anomalies are characterized by an environment of lesser density and are further away from the
remaining data. Thus, the data distribution within a hypersphere indicates hyperspheres centered
around anomalies. For this purpose, ADERH introduces the concept of hypersphere density:

De nition 3.7 (Density of a hypersphere). The density of a hyperspliengith associated region
Xy (see Eqg. 4) isde ned as:

l:)anomaly (X) 1

Xu\Dj

Density(H) = R(H)

(8)



As explained above, the greater the density of a hypersphere, the more likely it is to be a hypersphere
centered around a normal sample. In contrast, a hypersphere built around an abnormal sample has
a lower density. We normalize the densities by considering the density of the hypersphere with the
highest density in E (3. Consequently, the maximum normalized density of a hypersphere is 1.

De nition 3.8 (NDensity of a hypersphere). The normalized density of a hypersphere is de ned as:

Density(H) 9)
maxy, 2e(s ) Density(H )

NDensity(H; S;) =

3.5 Anomaly score

In the subsequent section, we detail the computation of the anomaly score. This score
is based on the ideas d¥ensity and Pitch, addressing botlAnomaly Contamination and
Anomaly Hyperspheres First, we de ne the weighteRitch (WPitch ), which combines th@itch

of a sample with the NDensity of a corresponding hypersphere.

De nition 3.9 (Weighted PitchWPitch ). The weightedPitch, denoted a¥VPitch, of a sample
x 2 D concerning a hypersphere H 2 E(¥is de ned as:

3(1 NDensity(H; S )); if x = C(H);
WPitch(x;H;S i) = = (1 NDensity(H;S ;)) Pitch(x;H); ifx2X 4; (20)
"1 otherwise.

whereXy are the data points withiH (De nition 3.4). Note that, sinc&Density andPitch are
within the range [0; 1], WPitch is also constrained to the interval [O; 1].

Weighted Pitch. Our anomaly scoring combines a ratio-based boundary meaBitoh J with a
normalized densityNDensity) to highlight points that are both near a hypersphere boundary and in

a sparse region. By adopting a multiplicative approach, high anomaly scores only occur when both
boundary proximity Pitch 1 ) and hypersphere sparsity NDensity 1) coincide, reducing

the risk of overestimating anomalies in dense areas. In contrast, an additive scheme may in ate
scores whenever either signal is large. As shown in Appendix R, the multiplicative form consistently
achieves stronger precision and recall.

Lemma 3.10 (Sparse anomaly—centered hyperspheresg LBt be an anomaly witimin; kz
jk + .ForarandomsubsetS; D the following holds

NDensity H(z);S; ! O:

Proof in Appendix D. Therefore, data points inside hyperspheres centered around anomalies are
assigned a highetVPitch compared to data points inside hyperspheres centered around regular
samples. If a point is near the center of a hypersphere with high density, the weighted/\Fritbh()

for that point will be low, strongly suggesting it is a regular sample. Since a dataxpoam be
covered by multiple hyperspheres, it is necessary to identify the most relevant hyperspheiestor

the one whera has the minimunWPitch . This leads to the de nition of the set of hyperspheres
containing x:

TXS)=fHjH2E(S i)"x2X yxg: (12)
From this, we compute the smallest cover (SC) as follows:

De nition 3.11 (Smallest CovelSC). We de ne the most relevant hypersphere for a sameD
in E(S) as the smallest cover (SC), determined by:

argminHZT(x;S i) WPitch(x; H; S i); ifT(x;S;)6=;;

SC(x;Si) = , otherwise:

12)

Based or5C(x; Sj), we de ne the base anomaly scd¥éx; S ), which quanti es the likelihood of a
data point being an anomaly. This score incorporates the positionvihin the hypersphere and the
hypersphere's density.



De nition 3.12 (Base anomaly scorB(x;Si)). The base anomaly score of a data poinith
respect to Sis denoted by F(x; $) and is de ned as:

F(x:S;) = WPitch(x; SC(X; S i);Si); if SC(x;S;) 6=3;
U otherwise:

The base anomaly score F(x; Bfor a data point is bounded between 0 and 1.

Lemma 3.13 (Normal and anomaly base scores). XLbé a typical normal point, i.ex lies within
distance of some cluster center; let z be a typical anomaly, i.ez is atleast +  from every
center. Suppose we draw a random subset S D of size !. Then, with high probability,

F(x;S) < F(z;S);
meaning x gets a signi cantly lower base anomaly score than z.

Proof in Appendix F. A single hypersphere often proves inadequate for anomaly detection in high-
dimensional or heterogeneous data [Bandaragoda et al., 2014]: if its radius is too large, it may
include borderline anomalies along with normal samples; if too small, it may miss broader structures.
Moreover, representing the full data distribution with one hypersphere can lead to high-variance or
biased anomaly scores. Instead, constructing an ensemble of hyperspheres provides multiple local
characterizations at different scales, offering broader coverage and mitigating the shortcomings of any
single hypersphere. This ensemble strategy also leverages variance reduction by averaging individual
scores [Zimek et al., 2014], thereby diminishing noise and errors. Concretdh(Xeb ;) denote the

base anomaly score of a poixtderived from hyperspheres created within sulgeSince subsets

focus on different localities and potentially produce hyperspheres of varied radii, these base scores are
independent but not identically distributed (i.n.i.d.). Based on this, we de ne the ensemble isolation
score | as the average of the base anomaly scores across all subsets:

De nition 3.14 (Ensemble Isolation Scork). The anomaly score of a sampte2 D is
aggregated over all subsets ESUBSETS as:

1 X
)= — F(x;Si); (13)
n Si 2SUBSETS
wheren is the number of subsets. This ensemble-based approach minimizes the risk of anomaly

scores being disproportionately in uenced by any single hypersphere. The variance pof the
isolation score (I(x)) is bounded by:

1
Var(l —: 14
arl(x) - (14)
Additionally, the probability of large deviations from the expected isolation score decreases
exponentially with the number of used hyperspheres n:
n 2

P(I(x) EIX)] ) 2exp 7
3

(15)

N

Proof in Appendix E.

Theorem 3.15 (Isolation Score Separates Normal and Anomalous Points). [Bety lie within
of some ;,andz P A lieatleast + from every ;. In each subse$;, de ne base scores
F(x; Si) via the smallest cover. Then

1 X 1 X
)= —  FXSi);, ()= = F(@Si):
n i=1 n i=1
There exist constantgy < a such that, with high probability,
E[1()] N < A E[@)I

Moreover, Var[l()] % decreases as n ! 1, making the separation robust.



Table 1: This table reports AUC-ROC results using default parameters. Best and second-best values
are shown in bold and underlined, respectively. The “AVG Rank” row lists the mean rank (lower

is better). The last row shows Wilcoxon signed-rank test p-value®(05 ); “+” indicates cases

where ADERH performs signi cantly better.

Dataset ADERH INNE IForest EIF DIF  PIDForest LOF DeepSVDD RCA RDP OCSsVM LODA SLAD DTE UniCAD
Optdigits 0.775(1) 0.766(2) 0.704(4) 0.696(5) 0.588(6) 0.500(13) 0540(8) 0411(15) 0.740(3) 0.502(12) 0.525(9) 0.445(14) 0560(7) 0.525(9) 0.507 (11)
Whe 1000 (1) 0911 (10) _1.000(1) 1.000(1) 0.760 (13) _0.986(8) 0.903 (11) _ 0.901(12) 0997 (6) 0958(9) 1.000(1) 0.998(5) 0.718 (14) 0.423 (15) _ 0.994 (7)
Lymphography __1.000 (1) __0.988(7) __0.998 (6) _1.000 (1) 0.877 (13) 0.977(10) _ 1,000 (1) _ 0.907 (12) _1.000 (1) _0.984(9) _1.000 (1) 0.694 (14) 0.952 (11) 0.388 (15) _ 0.988 (7)
Celeba 0.732(3) _0.685(7) _0.695(6) 0.718(4) _ 0.663(9) 0.659(10) 0.432(14) _0.494(13) 0.664(8) 0.586(11) 0.699(5) 0576 (12) 0.7870)00 _ 0.810 (1)

Skin 0.788(2) 0.707(6) 0673(10) 0.701(7) 0675(9 0.723(4) 0569(11) 0473(13) 0.690(8) 0.810(1) 0.485(12) 0456 (14) 0.766 (3) 0,000 0.721 (5)
Pendigits 0.962(1) 0.931(8) 0.953(2) 0.947(3) 0945(5) 0919(9) 0495(13) 0.238(15) 0.891(12) 0.905(11) 0932(7) 0.946(4) 0915(10) 0.494 (14) 0.944 (6)
Wdbe 0.981(3) 0.948(10) 0980 (4) 0087 (2)0.722(14) _0.973(7) 0.974(6) 0851 (12) 0.950(9) 0.869(11) 0988(1) 0978(5) 0.784(13) 0434(15) 0.962 (8)
AD-Toothbrush 0901 (2) 0.893(3) 0.877(4) 0864(6) 0877 (4) 0.500(14) 0.710(11) _ 0.832(8) 0.682(13) 0837 (7) 0.736(10) 0692(12) 0037 (1) 0.483(15) 0.823(9)
Wpbe 0554 (1) 0.525(5) 0.489(11) 0.506(9) 0.465(15) 0519(8) 0.549 (2P474(14) 0525(5) 0505(10) 0475(12) 0533(3) 0527(4) 0475(12) 0525 (5)
AD-Leather 0.991 (1) 0.903(10) 0982(5) 0.983(4) 0.985(3) 0.500(15) 0.794(12) _ 0979(7) 0905(9) 0976(8) 0884 (1) 0.746(13) 0.087@J14) 0.980 (6)
Satimage-2 0.998 (1) _ 0.997(3) _0.992 (6) 0.993(5) _0.996 (4) _0.981(7) 0.446(15) 0571 (13) 0.974(10) 0.978(9) 0O7I(11) 0.980(8) 0.917(12) 04BL(14)  0.998 (1)
MNIST-C-Stripe_0.986 (2) 0.964(8) 0966 (5) 0.975(4) 0.965(7) 0500(13) 0425(14) 0532(12) 0.988(1) 0.900(11) 0.966(5) 0980(3) 0959(9) 0367 (15) 0.943 (10)
Shuttle 0.987 (4) __0.979(8) _0.997 (1) _0.994 (2)0.964 (10) 0.966(9) 0.539(14) 0563 (13) 0.981(7) 0054 (11) 0.984(5) 0.743(12) 0.984(5) 0.000 0.988 (3)
Waveform 0.768(1) 0.740(2) 0698(8) 0.720(4) 0.729(3) 0593 (11) 0.700(7) 0552(13) 0.661(9) 0.589 (12) 0527 (14) 0.632(10) 0.706(6) 0497 (15) _ 0.709 (5)
Cardio 0.938(1) 0.918 (4) 0.919 (3)_0.924(2) 0.909(7) 0.857(10) 0.665(13) 0529(14) 0.891(8) 0.879(9) 0.917(5) 0.850(12) 0852(11) 0487(15) 0.912 (6)
AD-Botlle 0.964(2) 0.936(9) 0.949(6) 0045(8) 0.961(4) 0500(15) 0.925(10) 00II(11) 0849(13) 0.977(1) 0.876(12) 0948(7) 0963(3) OS5IL(14)  0.954 (5)
Census 1) 0477(12) 0597(5) 0. 0574(7) 0522(10) 0538(8) 0497(11) 0607(4) 0609(3) 0533(9 0467 (13) 0587 (5 0.000 0.000
Wine 0.839(3) 0.794(5) 0.745(7) 0.743(8) 0448(12) 0,000 (15) 0.898 (2P475(11) 0.802(4) 0.333(14) 0.488(10) 0.728(9) 0.762(6) 0.399(13) 0930 (1)
Musk 1000 (1) _1.000(1) 0.998(6) 0.997(7) _0.977(9) 1000(1) 0.350(15) 0.691(13) 0.983(8) 0.706(12) 0.783(11) 0898(10) 0.999(5) 0.412(14) _ 1.000 (1)
AVG Rank 168 6.32 526 442 811 9.95 9.84 1221 7.26 9.00 7.95 9.47 6.84 1411 5.84

p-value NA 000192350 (+)  0.00271786(+)  0.00354127(+)  000005341(+)  000192350(r) 000251627 (+) 000005341 (+)  0.00192350(+)  0.00072479(+)  000251627(+)  0.00005341(+)  0.00354127(+)  0.00005341(+)  0.02769850 (+)

The values marked with y indicate that an error occurred during execution.

Proof in Appendix F. Ensemble averaging over all hypersph®r@sSUBSETS reduces variance
and smooths out errors from any single, poorly placed hypersphere. Ab&H computes a nal
isolation scord 2 [0; 1] for each point by averaging local anomaly scores, with anomalies typically
scoring near 1 and normal samples near 0. Enlarging the ensemplfletfier lowers variance and
enhances detection reliability. An ablation study in Appendix O and O.1 con rms that combining
Pitch and NDensity effectively addresses partial violations of -separation.

4 Experiments

4.1 Experimental setup

We perform a strati ed70%=30%rain—test split that preserves the anomaly ratio, and normalize all
features to th§0; 1] range using MinMaxScaler [Pedregosa et al., 2011]. Experiments are repeated

on three strati ed splits. For methods with intrinsic randomness, wéggedd0; 1; 2; 100; 1000g

per split (L5 runs total per dataset—method), while deterministic method8 usas (one per split).
Models are trained on the training partition and produce continuous anomaly scores on the test
partition. We report AUC-ROC and AUC-PR [Davis and Goadrich, 2006] as mean across runs. For
the experiments, we applied default parameters following the respective publicationAD#RH's
parameters detailed in Appendix H. We also conducted experiments using a comprehensive grid
search (details in Appendix Q). Across datas@BERH was compared to all competitors using a
paired Wilcoxon signed-rank test with Holm—Bonferroni correctio@t05 [McDonald, 2014].
Experimental details, including runs, seeds, and signi cance testing, are provided in Appendix K.
Code is available at https://github.com/Walid10010/ADERH.git.

4.1.1 Real-world datasets

Tables 1 and Appendix L present the AUC-ROC and AUC-PR results under default settings. No-
tably, ADERH achieves rst place in 11 datasets and second place in 6 for AUC-ROC (Table 1),
outperforming isolation-based methods (e.g., IForest) and deep anomaly detection methods (e.qg.,
DeepSVDD, RCA, DIF). Compared to single-sphere or single-hyperplane strategies (e.g., DeepSVDD,
OCSVM), ADERH's ensemble of hyperspheres excels by incorporating each hypersphere's position
and unique weightW/Pitch ). Unlike INNE, which relies solely on the ratio of two hyperspheres'
radii, ADERH forms pairs of compact (half-radius) hyperspheres and augments their scores with
Pitch andNDensity, enabling it to better highlight borderline anomalies and down-weight sparse,
anomaly-centered hyperspheres, thereby producing more accurate anomaly scores. Further, while
LOF relies on a xed-size neighborhoo8PERH forms an ensemble &/Pitch -weighted hyper-
spheres via random pairing, creating robust multi-scale coverage and yielding a top AUC-ROC rank
of 1:68(on average)ADERH also excels in AUC-PR (Appendix L), with an average ranR:@0.
Wilcoxon signed-rank tests con rm thaADERH signi cantly outperforms its competitors in both
AUC-ROC and AUC-PR.



Table 2: AUC-ROC (higher is better) comparing ADERH against classical covering methods GEM
and DTM. Numbers in parentheses are per-row ranks; ties share the same rank.

Dataset ADERH GEM DTM
Optdigits 0.775(1) 0.378(3) 0.770 (2)
Skin 0.788 (1) 0.613(3) 0.784(2)
Pendigits 0.962 (1) 0.714(3) 0.960 (2)
AD-Toothbrush  0.901 (2) 0.919 (1) 0.870(3)
Whpbc 0.554 (1) 0.513(3) 0.536(2)
AD-Leather 0.991 (2) 0.991(2) 0.992 (1)
Satimage-2 0.998 (1) 0.895(2)0.998 (1)
Backdoor 0.889 (1) 0.664(3) 0.852(2)
Waveform 0.768 (1) 0.708 (3) 0.743(2)
Cardio 0.938(1) 0.663(3) 0.927 (2)
AD-Bottle 0.964 (1) 0.958(3) 0.963 (2)
Celeba 0.732(1) 0.570(3) 0.714 (2)

Comparison with Classical Covering Methods (GEM, DTM) Table 2 compareSDERH with

two classical covering baselines, GEM and DTM. ADERH attains the top performance per-dataset
AUC-ROC on the majority of datasets, re ecting the bene t of its multi-scale hypersphere coverage
induced by random pairing and the multiplicatRéch NDensity score, which together sharpen
separation between nominal and anomalous regions.

Cross-dataset stability. To quantify robustness (Table 3), we summarize the average standard
deviation across all datasets for the main competing methods below (lower is batBERH
achieves the lowest variability on both AUC-ROC and AUC-PR.

Table 3: Average standard deviation across datasets. Relative to INNE and IForest, ADERH
indicates greater stability and consistency.

Method Mean AUC-ROC std Mean AUC-PR std

ADERH 0.0133 0.0317
INNE 0.0241 0.0515
IForest 0.0235 0.0417

5 Conclusion

In this paper, we introducBDERH, a novel isolation-based anomaly detection method that leverages

the core characteristics of anomali@ARITY andDEVIATION . By utilizing hyperspheres and

the concepts oPitch andNDensity, ADERH delivers precise and reliable anomaly scores. Exten-

sive experiments demonstrate its superiority over state-of-the-art methods across diverse datasets,
consistently achieving higher AUC-ROC and AUC-PR scores than its competitors. Additionally,
ADERH is robust to parameter variations and scales linearly with dataset size, making it highly
practical for large, high-dimensional datasets.

6 Limitations

Like other distance-based anomaly detectors (e.g., Isolation Forest, LOF), ADERH is affected by
the curse of dimensionality, where distance concentration weakens inlier—outlier contrast. Through
its integration of multi-scale hypersphere modeling, geometry-aware scoring, and density-sensitive
aggregation, ADERH achieves strong performance on high-dimensional benchmarks such as AD-
Leather, AD-Toothbrush, and Census. Nevertheless, dimensionality remains a fundamental challenge;
Appendix T discusses future directions toward dimensionality-aware and structure-preserving models.
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Appendix Section Content

Appendix A Balanced shrinkage of pairwise distances

Appendix B Multi-Scale coverage and justi cation for random pairing in hypersphere ensembles
Appendix C Analyzing the distribution of the radii of hyperspheres created by ADERH
Appendix D Proof of Lemma 3.10

Appendix E Variance reduction and error bounds for the ensemble anomaly score |
Appendix F Proof of Theorem 3.15

Appendix G Algorithmic details

Appendix H Parameter setting

Appendix | Robustness

Appendix J Datasets

Appendix K Experimental details

Appendix L AUC-PR Results

Appendix M Runtime complexity

Appendix N Runtime experiments

Appendix O Ablation study: different settings of ADERH

Appendix P Ensembling improves anomaly detection over any single subset
Appendix Q Grid search experiment for isolation and non-isolation methods
Appendix R Ablation study: multiplicative vs. additive Fusion

Appendix S Limitations

Appendix T Future work

Table 4: Structure of the appendix.

A Balanced shrinkage of pairwise distances

We present a mathematical argument indicating that among all scaling fa&d6s 1] , setting

= % provides the best balance between (i) ensuring that hyperspheres remain compact enough to
avoid covering anomalies, and (ii) retaining enough coverage to include normal points within the
same local region. Our analysis assumes a typicakparation” setting where normal clusters have
radius at most , and anomalies lie beyond + from each cluster center.

-assumption: Assume each normal cluster has radiughat is, any two normal points y in the
same cluster satisfy

kx yk 2;

since each lies within distanceof the same center. Anomalies lie at least away from every
cluster center, with > 0.

Shrinking Factor 2 (0; 1] : Given a pair(x;y) of points, suppose we de ne a hypersphere with
radius

kx yk:
We compare different values of in (0; 1].
Lemma: coverage criterion for normal pairs

LemmaA.l. Letx;y be two normal points from the same cluster, iithyk 2 . If kx yk
; then this hypersphere fully covers the local region of radius around one center. Equivalently,

kx yk -=1
ifkx yk 2:In particular, if = 3. then
kx yk whenever kx yk 2:

Sketch. Sinckx yk 2, multiplying by 1 (or any 1) ensures the radius does not exceed
. Hence, normal points within that cluster remain inside or near the hypersphere, supporting good
coverage of normal data.

14



Lemma: exclusion criterion for anomalies

Lemma A.2. Letz be an anomaly with distance at least  from every normal cluster center, and
let x be a normal point in some cluster.Kk zk ; then any hypersphere with radius strictly
below aroundx will not includez. In particular, if kx yk for normal pointsx;y, then a
distant anomaly z remains outside that hypersphere.

Sketch. From the typicalseparation assumption, normal-anomaly distances excédus, if the
hypersphere radius is at most , the anomaly cannot lie inside the same hypersphere.

Balancing coverage vs. exclusion

We want kx yk tobe for normal—-normal pairs (to ensure good coverage), yet alsqor at
least not too large) so that anomalies do not get unintentionally included. Setting provides a
natural boundary:

1. kx yk 2 9 %kx yk ; so normal points in the same cluster remain covered.

2. If kx yk 2( +) , halving prevents the radius from reaching . Therefore, a
hypersphere centered on a normal point is less likely to include anomalies that lie beyond
+ .

By contrast, if < %; we risk under-covering normal points (the radius becomes too small, potentially
splitting the cluster). If > %; the radius can exceed enlarging hyperspheres such that anomalies
may sneak inside.

Proposition A.3. Under the conditions of Lemmas A.1 and A.2, consi@ef0; 1] as a scaling
factor for the pairwise distance kx yk. Setting = % ensures both:

1. Adequate local coverage of normal-normal pairs, siroe yk whenevekx yk
2 ’

2. Limited overshoot for larger distances, so that hyperspheres around normal points are less
likely to include anomalies lying beyond + .

Thus, = % provides a balanced trade-off between cluster coverage and anomaly exclusion, though
not necessarily an optimal choice in a formal sense.

Sketch. For < %; hyperspheres become smaller thaeven wherkx yk 2;  under-covering

normal regions. For> %; hyperspheres can exceedrisking inclusion of anomalies. Thus %

is the threshold guaranteeing cluster coverage without in ating radii enough to merge anomalies.

Empirical evidence Our theoretical discussion is corroborated by the experimental results in

Table 5, where = % consistently demonstrates strong performance. The table confdaeRH

scores across four scaling factofs25, 0:5, 0:75 and1:00. Despite partial violations of strict
-separation (e.g., overlapping clusters or varied cluster sizes), % attains the best average

rank, consistently striking a balance between suf ciently covering normal clusters and limiting

radius overshoot that includes anomalies. In practice, halving the pairwise distance still prevents

hyperspheres from becoming too large and diluting their ability to isolate anomalies, reinforcing
= 3 as arobust heuristic—even beyond the perfect -separation setting.

Conclusion

Mathematically, halving the distanéex yk avoids excessively large hyperspheres that might
encompass anomalies, while still ensuring that two normal points within the same local cluster remain
covered. Any fraction < % sacri ces some coverage of normal data, and any % raises the risk

of anomaly inclusion. Hence =3 emerges as a compromise for multi-scale isolation.

B Multi-Scale Coverage and Justi cation for random pairing

In this appendix, we provide a mathematically grounded rationale for using random pairwise distances
as the basis for local structures (e.g., hyperspheres) in anomaly detection. We show how sampling
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Table 5: The table shows the results AIDERH for different radius scalings (0.25, 0.5, 0.75, 1.00).

Dataset ADERH ADERH-0.25 ADERH-0.75 ADERH-1.00
Lymphography ~ 1.000 (1) 1.000 (1) 1.000 (1) 0.833 (4)
Pendigits 0.309 (1) 0.305(2)  0.294 (3) 0.291 (4)
AD-Toothbrush  0.840 (1) 0.783 (4) 0.826 (2)  0.786 (3)
Wpbc 0.261 (1) 0.258 (3) 0260 (2)  0.255 (4)
AD-Leather 0.975 (1) 0.970 (3) 0973 (2)  0.954 (4)
Backdoor 0.222 (2) 0312 (1) 0.221 (3) 0.193 (4)
Cardio 0.588 (1) 0.532 (4) 0586 (2)  0.554 (3)
AD-Bottle 0.940 (2) 0.914 (4) 0.943 (1) 0.928 (3)
Census 0.075 (2) 0.081 (1) 0.073(3) 0.000
Musk 1.000 (1) 1.000 (1) 1.000 (1) 1.000 (1)
Glass 0.222 (2) 0.111 (4) 0.221 (3) 0.223 (1)
AVG Rank 1.36 2.55 2.09 3.18

pairs(X;Y ) at random from a dataset naturally spans a wide range of distances, thereby offering
multi-scale coverage with minimal manual tuning.

Random pairwise distances

LetD R 9 bedrawn from an unknown distributidh. De ne two i.i.d. random variableX;Y P ,

and consider the distance
D=kX Yk:

Our goal is to approximate the distributiondfby randomly pairing points in small subsetsibf
Concretely:

» Subset Selection: Choose a small subset T D of size !.
» Random Partnering: For each x 2 T, select a partnery 2 T uniformly at random.

« Distance Extraction: Record the distancéx yk . Repeating over multiple subsets yields
a set of pairwise distances approximatkg, the distribution okX Y k in the entire

dataset.

Theoretical underpinnings

Lemma B.1 (Short Distances: Intra-Cluster Pairs). CetR 9 be a set of points with diameter
meaning kx yk forallx;y 2C.IfPr(X 2C)= >0, then

Pr(D ) 2.

2. InsideC, all distances are . Hence

SinceX;Y are iid.,Pr(X 2 C; Y 2 C) =
Pr(D ) 2
Lemma B.2 (Inter-cluster pairs). LetCC, R ¢ be disjoint sets with

= min kx yk > 0; PriX2C 1)= 1;Pr(X2C )= 3

x2C 1;y2C »
Then
Pr D 2 1 2
Proof. Because (X;Y ) are i.i.d.,
PrX2Cgq; Y2C, = 1 3

The two events are disjoint and each guarankeesY k
lower bound.

PrX2C,, Y2C;, = 5 1:

. Summing them yields the stated
O

For any painX 2 C 1;Y 2 C,), the distance is atleast 0 . The probability of drawing such a
pairis 1 2. ThusPr(D ) 2 1 2.
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Multi-Scale coverage

Theorem B.3. Combining Lemmas B.1 and B.2 shows that if the data contains multiple clusters or
distinct subregions, random pairs inevitably yield both small distances (within clusters) and large
distances (across clusters). Thus, the distributio® adfpans a continuum from local to global scales

in proportion to the dataset's mixture structure. No single global radiugeds to be chosen a priori,

as the data itself reveals numerous scales.

Bene ts of random pairing

The use of random pairwise distances offers several key bene ts in anomaly detection. First, it
provides a data-driven, multi-scale representation, as sampling pairs from the empirical distribu-
tion of kX Y k inherently captures both small (intra-cluster) and large (inter-cluster) distances.
Consequently, one need not pre-specify a single global threshold or neighborhood size, which is
especially important in the presence of heterogeneous cluster densities. In addition, random pair-
ing naturally accommodates multiple, possibly irregularly shaped clusters, since each subset-based
pairing re ects local geometric structures without requiring exhaustive distance computations or
fully global operations. Repeated sampling of these pairs further promotes broad coverage of the
data distribution, ensuring that relevant scales—ranging from tight local neighborhoods to more
expansive separations—are collectively included in the modeling. Practically, the process is also
computationally simple, as each subset only requirgsints, and pairing them is straightforward,;

this avoids the expense of building full distance matrices on the entire dataset. Overall, random
pairing thus integrates local adaptivity, multi-scale sensitivity, and computational ef ciency in a
single procedure, making it both robust and scalable for real-world anomaly detection scenarios.

Empirical con rmation

In Appendix C, we illustrate this behavior using real-world data. The distribution of distances
kX Yk is often multi-modal. Small-distance peaks align with compact clusters, while heavy tails
arise from inter-cluster distances or outliers, con rming the guarantees given in Lemmas A.1-A.2.

B.1 Concluding remarks

Random pairing of points is a simple yet powerful tool for capturing the full range of distances in a
dataset. This mechanism organically yields small distances in dense clusters and larger ones across
sparser regions. We emphasize:

» No single scale must be predetermined.
» Multi-scale structure emerges directly from the distribution of kX Y k.

 Cluster shapes and heterogeneity are naturally captured—crucial for effective anomaly
detection.

C Analyzing the distribution of the radii of hyperspheres created byADERH

Having established in Section B that random pairing of points theoretically enables multi-scale cover-
age, we now illustrate these claims with real-world data. Speci cally, we examine the distribution
of hypersphere radii generated ADERH via randomly paired points. As shown in Figure 3, the
resulting radii indeed cover a broad range, validating our theoretical analysis in three ways:

1. Small intra-cluster radii. In denser regions of the data, random pairs of nearby points
produce hyperspheres with small radii, capturing ne-grained local neighborhoods.

2. Large inter-cluster radii. In regions separating distinct clusters or featuring anomalies,
random pairs tend to yield comparatively larger radii, thereby modeling more global scales.

3. Mixed scales in heterogeneous data. In practice, many real-world datasets exhibit multiple,
potentially overlapping clusters of various densities. Our empirical results indicate that even
a modest number of random subsets and pairings is suf cient to uncover hyperspheres at
numerous scales simultaneously.
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Overall, these observations lend strong empirical support to the multi-scale coverage facilitated by
our random pairing strategy. They also highlight how data-speci ¢ structure—whether it is tight
clusters, more diffuse distributions, or the presence of outliers—naturally arises in the empirical
distribution of pairwise distances. Hence, without requiring explicit parameter tuning for a single
global scale, our procedure effectively adapts to the intrinsic geometry of each dataset.

Waveform \owels Skin

Mnist Musk Satimage-2

Figure 3: The distribution of the radii of hyperspheres createADB#RH for each dataset (scaled to
[0; 1]).
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D Proof for Lemma 3.10
Proof. Let D be the dataset, and lgt D be a (random) sample of size j3.

Separation assumption. By De nition 3.1, any anomaly z satis es

dist(z; ;) +  for every normal cluster center j:

Hence, the distance from z to the boundary of any -radius normal cluster is at least .

Sparse coverage by anomaly-centered hyperspheres. Choose a radius r such that

r= with < —:
Since < , any ball of radius r around an anomaly z, i.e. the set

fx:kx zk rg;

does not intersect (or barely intersects) the normal clusters. Indeed, each normal cluster of imdius
at least away from z, and r > 0. Therefore,

fx2S;i:kx zk rg 0 with high probability.

Formally, by Chernoff or Hoeffding bounds, the probability that a random sample of normal points
places more than a negligible number of points indidekx zk rg  decays exponentially in

jSij. Thus, the hypersphetd(z) of radiusr aroundz captures almost no normal points, making its
density

) fx2D:kx zk rg
Density H(z) = ; 0:

High coverage by normal-centered hyperspheres of similar radius. Next, consider a normal point
y lying near its normal cluster centef withky  jk . Forr = (the same radius as above),
the ball

fx:kx yk rg
fully contains (or nearly contains) theradius cluster around;. Consequently, there are many

normal points in that ball, and so a hypersphefof radiusr centered on such a normalill have
substantially higher density:

Density H® > Density H(z) :

Let B4 (S;) denote the set of all hyperspheres of radius r centered at points ifh&n

Hozrgfip(%i)Density(Ho) > Density(H(z)):

Normalized density goes to zero. De ne the normalized density of the anomaly-centered hyper-
sphere by

Density(H(z))

NDensity(H(z)) = maxy oze, (s,) Density(H9)
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Since the density dfi(z) is extremely small while there exist normal-centered hyperspheres of radius
r with signi cantly higher density, we conclude that
NDensity(H(z)) O:

Moreover, by standard concentration arguments (e.g. laws of large numbers for the fraction of points
in a given region), this low-density phenomenon holds with high probability over the random choice
of . AsjS;j!' 1 ,the probability that any anomaly-centered sphere has more than a negligible
fraction of normal points converges to 0. Therefore,

NDensity(H(z)) ! O
in probability (and typically exponentially fast injjy. This completes the proof. O

E \Variance reduction and error bounds for the ensemble anomaly score |

To demonstrate variance reduction (proof for Eq. 14) for the ensemble isolation score, we proceed in
the following steps:

Lemma E.1 (Variance Bound for Individual Isolation Scores). For a single suBsehe variance
of the base anomaly score F(x; Bis bounded by:

Var(F(x; S i)) %:

Proof. The base anomaly scoFgx; S) is a random variable bounded in the interi@l1]. For any
random variable X with values in [a; b], the variance is bounded by:

(b a) 2
Var(X :
ar(X) 7
Here,a=0and b =1, so: )
1 1
Var(F(x;S i) ( 2) =7
Thus, the variance of the base anomaly score is bounded as claimed. O

Lemma E.2 (Variance Reduction for Ensemble Isolation Score). Let the ensemble isolation score
[(x) be the average of n independent base anomaly scores:

1 X
I(X)= =  F(XSi):
L
Then, the variance of I(x) satis es:

Var(I1(x)) 471n :

Proof. Let F; = F(x; S ;) for simplicity. The variance of the average mfindependent random
variables is given by: !

1 X
Var — F, = — Var(F i):
n. n2
i=1 i=1
From Lemma E.1, we know that Var(ff % for all i. Substituting this bound:
X g
Var(l(x)) = n7 Var(F ;) n 21:
i=1 i=1
Simplify the summation:
Var(I1(x)) ! n 11,
n2 4 4n’
Thus, the variance of the ensemble isolation score is boundﬁﬁi by stated in Eq. 14 in the main
paper. O
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Error Bound via Bernstein's Inequality Boucheron et al. [2013]

P
Lemma E.3 (Error Bound). De ne the average variancé = % in:l Var(F i), which satis es

2 %.‘ Then, for any > 0 , the probability that (x) deviates from its expected valgfl (x)] by at
least is bounded by:

n 2

P(I(x) E[IX] ) 2exp "

wIN

1
2

Proof. We apply Bernstein's inequality for independent random variablesF|Lée independent
with mean ; = E[F ;], variance 2 = Var(F ;), and bounded range [0; 1]. The inequality states:
!

X n2 2
P (Fi i) n 2exp P

Substituting |(x) and scaling by :

P(I(x) ENX]) ) 2exp

P : . :
where 2= 1" 1 2isthe average variance. Using Lemma E.1, we knpw %,so 2 I

Substituting this bound:

. . n 2
P(OI(x) E[IX) ) 2exp T 2

2 3

Therefore, the probability of large deviations from the expected isolation score decreases exponentially
with the number of hyperspheres n as stated in Eg. 15 in the main paper. O

F Proof of Theorem 3.15

We prove that under theseparation assumption, a normal poirabtains a small isolation score
[(x), whereas a “typical” anomaly z obtains a large isolation score.

Proof. We break the proof into two parts: we rst prove Lemma 3.13, then analyze the ensemble
average over n subsets.

Part A: Proof for Lemma 3.13

By the -separation assumption (De nition 3.1), there exist radii> 0 and small';"°2 (0; 1)
such that:

1. Normal-Point Proximity: With probability 1 " over the draw of a normal point
x P n,there exists at least one centgrsatisfying kx ~ ; k
2. Anomaly Exclusion: With probability 1 " ©over the draw of an anomaly P A, we
havekz ;k + forallj.
Let! be the size of each sampled subset, ant8egl; be the i.i.d. subsets. Consider one such
subset S. Denote by

E = “eventthatS includes at least one normal point from each cluster,”

whereby “each cluster” we informally refer to each centemwith nontrivial normal mass. More
precisely, de ne ¢ := fx : kx ik g,andlet

E = S:S\C; 6=7 forall relevantj :
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We can boundPr(E) away from zero ift is large enough relative to the number of clusters (and
using the fact that normal points constitute afraction of the data). For instance, by the binomial
bound, one gets

Pre) 1 0;

for some smally. Below, we condition ore and also condition on the event that the chosen point
X P\ satis es the normal-proximity property (probabilith. " )orthatz P A satis es the
anomaly-exclusion property (probability 1 "9

Al. Normal points obtain small F

Fix a normal poink. Suppose (ix lies within of some center;, and (ii) the evenE holds forS.
Because S\ G 6= ?, there is at least one pointy 2 S also within that same cluster. In fact:

« If y is paired with another point’ in the same cluster, the radiL%sky y % . This
hypersphere is dense and enclose®ar its center, sBitch(x) <1 andNDensity 1 .
Hence, the weighted distance WPitch(x) 0.

« If y is instead paired with a point outside the cluster, the resulting hypersphere might be
larger. Howeverx still typically sits closer to the center than does any far-away anomaly,
implying WPitch(x) remains relatively small compared to that of an anomaly.

Among all hyperspheres covering we select the “smallest cover,” i.e., the one that minimizes
WPitch(x). Thus
F(x;S) = n:'lgn WPitch(x; H) < 1:
X

Formally, one can show that, conditioned®Band on the everkx Kk , we haveF (x; S)
for some small < 1. Overall, the probability that F(x; S) is at least
@am" @ 0 1 "+ o

A2. Anomalies obtain large F

Now x an anomalyz. Suppos&z ~ jk + forallj (probability 1 " 9. Two cases arise:

1. znotinS.
If a normal-centered hypersphere coverthat hypersphere has radius . Sincez stands
atdistance from the centerPitch(z) 1 . Otherwise, ifz is not coveredi-(z;S) =1
by de nition.

2. zinS.
A hypersphere centered anis sparse (few neighbors), thidDensity 0 . Hence
WPitch(z) Pitch(z) 1.

In both scenarios, no hypersphere yields WPitch < 1. Consequently,
F(z;S)

for some close tol. The probability of this event is at least " °. Thus, for a typical anomaly,
F(z;S) 1 occurs with probability 1 "

Part B: Ensemble averaging

some subsets fail, the majority will cleanly separate normal points from anomalies. Formally:

» Expected base score. De ne
N = E[FX;S)jx P I a = E[F(z;9)jz P al;

By the above argumentsy < A 1. Typically n Oand A 1.
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« Final isolation score. For each point x, de ne

X
I(x) = % F(x;Sj):
i=1

By linearity of expectationE[I(X) jx 2P y]= N andE[IX)jx2P a]l= a.Hence
N < a implies that normal points will, on average, have lower isolation scores than
anomalies.

 Variance and concentration. Each-( ;S;) takes values iffi0; 1], soVar(F) %. By
a standard variance-addition or concentration bound (e.g., Bernstein's inequality), the
averaging oven subsets yield¥ar[l (x)] ﬁ. Thus, with high probability over the
sampling ofS;, the isolation scores for normal points cluster arougdand for anomalies
around A, creating a clear separation as n grows.

Conclusion: I(normal) y < a Il(anomaly) with high probability.

G Algorithmic details

In general, ADERH separates anomalies from regular samples in a two-step process (see Algo. 1).
Step I. In the rst step ADERH generates a set afsubsets by performing uniform random sampling

all elementx 2 S;, a random partner with 2 S; is determined. Subsequently, two hyperspheres
with the centerx andy are formed. We consider an ensemble of hyperspheres with varying radii,
whereADERH estimates key properties such as the density of each hypersphere under the empirical
data distribution.

Step Il. ADERH utilizes an ensemble of hyperspheres acros§all SUBSETSto minimize

variance and reduce deviations in the computed anomaly scores, enhancing robustness. For each
data point and each subs®t2 SUBSETS, the algorithm determines the smallest co8&X(x; S;).

By considering the positions of the data points and the densities of the ensemble of hyperspheres,

ADERH calculates the anomaly score based on the smallest covers across the different subsets. If a

data point consistently receives high anomaly scores from the ensemble of hyperspheres, it can be

con dently identi ed as an anomaly.

H Parameter setting

In ADERH, we x two principal parameters: (i, the number of random subsets (the ensemble
size), and (ii)! , the size of each random subset. These choices mirror the logic behind Isolation
Forest (IForest) Liu et al. [2008], which typically employs about 100-300 estimators (trees) and often
uses up to 256 samples per tree. We adopt256 in a similar spirit: increasing the ensemble size
reduces variance (see Appendix E), but we observe diminishing returns beyond 200-300 subsets in
practice (Fig. 4b).

Where IForest allocates 256 data points to each tree, ADERH requires far fewer points per subset,
and we set = 18 . The rationale is that ADERH does not rely on hierarchical splits but rather forms
hyperspheres from pairs of points in these small subsets. Smaller subsets risk underrepresenting
normal structure, while larger subsets incur higher contamination probability (since more anomalies
might appear among the centers) and yield limited gains in AUC-ROC or AUC-PR (Fig. 4a).
Consequently! = 18 balances computational ef ciency with coverage of the underlying data
patterns, allowing ADERH's hyperspheres to remain compact and centered around typical (normal)
samples.

Competitor's parameter For competitors, we used the default parameter settings as speci ed in
the respective papers (Table 7).
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Algorithm 1: ADERH

input :dataset: D,
# of subsets: n,
subset size: !
output :vector containing the anomaly score for all samples |
/I At the beginning, all anomaly scores are initialized with 0.
=0
/I First, n subsets are generated via random sampling with replacement, where each subset contains !
samples (Definition 3.2).
initialize SUBSETS(D; n; !)

Ban 1=
for S; 2 SUBSETS(D; n;!) do
E(Si) =3
forx2 S do
/I Generate the hyperspheres of the data point x and its random partner according to
Definition 3.4
H:=H(x;S i)/l Hypersphere with center x
HO:=HP(x;S i);Si)/ Hypersphere with center P(x;S i)
/I Determine the density of the created hyperspheres (Definition 3.7)
Density(H) := JXR'?H;DJ
Density(H 9 := %
/I Add the two hyperspheres to the ensemble (Definition 3.5)
E(Si):=E@S )[fHH ‘g
end
/I Normalize the densities of the hyperspheres according to Definition 3.8
forH 2 E(S i) do
H . — Density(H
NDensity(H; S ) := max Hj 2E(S [?/() )Density(H i)
end
Eu:=Eal[E(S i)
end
for E(Si) 2 E 4 do
fory 2 D do
/I If the data point is covered by at least one hypersphere H 2 E(S i), the isolation value is
evaluated according to Definition 3.14. |If the data point y is not covered by any
hypersphere, then it receives the maximum value of 1.
V) =1+ LFyS;
end
end

(a) Varying the sample size (n =(b) Varying the number of subsets Legend
256) (1=18)

Figure 4: Stability comparison &¢DERH by increasing the sample siteand number of subsets

Grid search experiment In addition to the default settings, we conducted a grid search experiment
to further investigate performance by exploring various parameter con gurations foAR&ERH
and the competitors (Appendix Q).

| Robustness

In the following, we investigate the behavior ABDERH with regard to parameter stability. In the
rst experiment (Fig. 4), we increase the sample dizef a random subsé; (jSjj="! ). As shown
in Fig. 4a,ADERH generally attains high AUC-ROC values across varying cardinalitiebthe
random subsée®;. In the second experiment (Fig. 4b), we increase the number of subséts
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expected, slightly better values are achieved when the number of subsets increasgxréases,

more estimates can be made, improving anomaly detection accuracy. Moreover, these observations
align with our ndings on variance reduction. By increasimgve effectively reduce the variance

over all base anomaly scores and increase robustness and, according to the Bernstein inequality, lead
to tighter bounds and greater reliability in distinguishing anomalies.

J Datasets

Details regarding the used datasets are given in Table 6.

Table 6: Statistics of the used datasets

Dataset # Instances # Dimensions # Anomalies (%)
Optdigits 5216 64 150(0.0288)
Whbc 223 9 10(0.0448)
Lymphography 148 18 6(0.0405)
Celeba 202599 39 4547(0.0224)
Skin 245057 3 50859(0.2075)
Pendigits 6870 16 156(0.0227)
Wdbc 367 30 10(0.0272)
AD-Toothbrush 10000 512 500(0.0500)
Wpbc 198 33 47(0.2374)
AD-Leather 10000 512 500(0.0500)
Satimage-2 5803 36 71(0.0122)
Backdoor 95329 196 2329(0.0244)
MNIST-C-Stripe 10000 512 500(0.0500)
Waveform 3443 21 100(0.0290)
Cardio 1831 21 176(0.0961)
AD-Bottle 10000 512 500(0.0500)
Census 299285 500 18568(0.0620)
Wine 129 13 10(0.0775)
Musk 3062 166 97(0.0317)

K Experimental details

Experiments were conducted on an Intel Core i7-10700K, 3.8 GHz, 32 GB RAM, with runtime aver-
aged over ten consecutive runs. Real-world datasets were sourced from the AdBenchmark repository
Han et al. [2022], with MNIST-Variation and AD-Variation datasets derived using ResNet18 features
pre-trained on ImageNet Han et al. [2022]. Table 6 summarizes dataset statistics. Implementations
were obtained from Zhao et al. [2019b], Xu et al. [2023a].

We now detail the common experimental procedures used across all experiments in this paper:

1. Datasets and Preprocessing. We consid@rreal-world datasets, each containing a mixture
of normal and anomalous points. To maintain consistency, we normalize all datasets to the
range[0; 1]using the MinMaxScaler Pedregosa et al. [2011]. A summary of each dataset's
statistics is provided in Table 6.

2. Train/Test Splitting. We employ a strati ed split with70% of the data for training an80%
for testing, ensuring that both splits maintain the same proportion of anomalies. This split
is repeated three times with different random seeds; we report the average performance
metrics (AUC-ROC and AUC-PR) across these three runs.

3. Evaluation Metrics. We adopt the AUC-ROC and AUC-PR Davis and Goadrich [2006] as
our primary metrics, as they are widely used and provide stable comparisons for imbalanced
datasets. We also conduct a paired Wilcoxon signed-rank test with Holm—Bonferroni
correction McDonald [2014] to determine statistical signi cance.

4. Implementation Details. All methods (including ours) are implemented in Python, and we
use the public repositories Zhao et al. [2019b], Xu et al. [2023a] for baseline implementations
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Table 7: Default parameter setting.

Algorithm Description Set
n f256g
ADERH ! f18g
#estimators f200g
INNE #maxsamples f8g
. #estimators f100g
Isolation Forest #maxsamples 2569
maxfeatures f1:0g
extensionlevel flg
EIF #maxsamples 2569
#estimators f100g
#ensemble fég
DIF #estimators f100g
#maxsamples f2569
maxdepth f10g
PIDForest #trees f20g
#samples f2569
LOF MinPts f5g
epochs f100g
DeepSVvDD batchsize f32¢g
dropout f0:2g
kernel fRBFg
degree f3g
OCSWM tol fled g
nu f0:5¢g
epochs f100g
batchsize fédg
RCA Ir fled g
repDim f128g
epochs f100g
batchsize f6dg
RDP Ir fle® g
prt_steps f10g
#bins f10g
LODA #randomcuts f100g
epochs f100g
batchsize f128¢g
SLAD Ir fled g
n_slad_ensemble | f20g
subspace_pool_size f50¢g
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Table 8: This table presents the results of all algorithms using the default parameters outlined in the
original paper. Hereby, the best values are shown in bold, and the runner-up is underlined. The 'AVG
Rank' row of the table lists the average rank achieved by all algorithms in the metric AUC-PR

Dataset ADERH INNE  IForest EIF DIF PIDForest LOF DeepSVDD RCA RDP OCSVM  LODA SLAD DTE  UniCAD
Optdigits 0061(4) 0064(3) 0049(6) 0.050(5) 0.037(8) 0.029(11) 0.065(2p.028(13) 0.069 (1) 0.030(10) 0029 (11) 0.027(14) 0.034(9) 0.045(7) 0.027 (14)
Whe T000 (1) 0.342(11) 0994 (4) 1.000(1) 0.120(14) 0.759(8) 0.237(12) _0.359(10) 0.935(6) 0.519(9) L.000(1) 0.972(5) 0.117(15) 0.197(13) _ 0.914(7)
“Tymphography 1000 (1) 0.811 (10) _0.978(6) _ 1.000 (1) 0.399 (13) 0.841(9) 1.000(1) 0543 (12) 1.000(1) 0.844(7) 1.000(1) 0.242(15) 0.617 (11) 0.266 (14) _ 0.843(8)
Celeba 0,060 (5) __0.044(9) _0.060(5) _0.065(4) _ 0.053(8) _ 0.055(7) 0.018(14) _ 0.037(12) 0.043(10) 0.028(13) 0.000@D (11) _ 0.068 (3) 0,000 0.109 (1)
Skin 0345(2) 0.286(7) 0.256(10) 0.273(8) 0.258(9) 0.289(6) 0.238(11) _0.196(12) 0.291(5) 0.372() 0.187(13) 0.185(14) 0326 (3) 0,000 _ 0.306 (4)
Pendigits 0309 (1) 0.179(9) _0.305(2) 0.267(5) 0.282(4) 0.210(7) 0.038(13) 0.018(15) 0.105(12) 0.121(11) 0.226(6) 0.289(3) 0.198(8) 0.035(14) 0.174(10)
Wdbe 0614(4) 0315(10) 0613 (5) 0692 (2)0.116 (14) _0.446(7) 0484 (6) 0.169(12) 0354(9) 0.230(11) 0.714() 0.636(3) 0.130(13) 0.095(15) _0.396 (8)
AD-Toothbrush 0,840 (2) 0.828(4) 0809 (5) 0.793(6) 0.836(3) 0.290 (15) 0.630 (11) _ 0.789(7) 0.587 (13) 0.768(8) 0676 (10) 0597 (12) 0898 (1) 0.460 (14) _ 0.767 (9)
Wpbc 0.261(3) 0.253(8) 0.239(13) 0.247(11) 0.228(15) 0248(10) 0.258(5)  0249(9) 0250(4) 0.246(12) 0.235(14) 0.271(1) 02626 (6) 0.254(6)
~AD-Leather 0.975(1) 0688(12) 0.953(3) 0.953(3) 0.919(6) 0.252(15) 0.552(13 0.903(7) 0.846(10) 0.934(5) 0.863(9) 0.726 (11) _0.055@J14) _0.898 (8)
“Satimage2 0957 (2) 0.854(8) 0021(5) 0933(4) 0.761(9) 0699 (10) 0.030(15) 0042(14) 0.938(3) 0394(11) 0.862(7) 0.913(6) 0.134(12) 0.076(13) _ 0.960 (1)
VNIST-C-Stripe_ 0.699 (2) 0.429(9) _ 0.542(6) _0.604(5) _0.614(4) 0.050(14) 0.046(15) 0.117(12) 0.752(1) 0.339(11) 0528(7) 0676(3) 0522(8) 0.070(13) 0.356 (10)
“Shutle ___0918(5) _0.728(8) 0977 (1) _0.965(2)0.573 (11) 0.652(10) 0.095(14) _0.106(13) 0955(4) 0692(9) 0959(3) 0.211(12) 0864(7) __ 0.000 _0.904 ()
Waveform 0.144(2) 0.134(3) _0.057(8) _0.060(7) 0.073(5) 0038(12) 0.I11(4) _0.038(12) _0.062(6) 0.046 (10) 0.034 (14) 0.043(11) 0.342 (1) 0.033(15) _ 0.055(9)
Cardio 0588 (1) 0.449(10) _0.539(5) _ 0.560(3) _ 0.542(4) 0.387(12) 0.192(13) _0.184(14) _0.460(9) 0499 (6) 056743 (1) _0.496(8) 0.155(15)  0.499 (6)
AD-Botlle 0.940(1) 0.835(10) 0.915(5) 0.913(6) 0.933(4) 0.216(15) 0853(9) 0.829(12) 0.803(13) 0.930@4(11) 0912(7) 0936 (3) 0448 (14) 0.911(8)
Census 0.075(2) 0.056 (13) 0.071(5) 0.076(1) 0.067(8) 0.063(9 0.063(9  0.071(5) 0.072(4) 0075(H62(11) 0.058(12) _0.069 (7) 0.000 0.000
Wine 0.262(3) 0211(9) 0.216(7) 0.237(5) 0.095(13) 0.000 (15) _0.360 (2p.099 (12) 0257 (4) 0.075(14) 0.126(10) 0.217(6) 0.215(8) 0.106(11) 0448 (1)
“Musk 1.000(1) _1.000(1) 0964 (6) 0.945(7) 0.691(9) 0.991(4) 0037(15) 0.207(11) 0.750(8) 0.166(12) 0.085(13) 0.224(10) 0.981(5) 0.041(14) _ 1.000 (1)
AVG Rank 2.2 811 563 253 847 1032 968 11.26 6.47 863 768 8.79 6.63 1321 6.8

p-value NA 000228567 (+)  0.01371525(+)  002769850(r)  000005341(+)  00000S3L(+) _ 0.00653475(+) 000005341 (+)  0.02024470(+) 000284356 (+)  0.02089202(+) 000053406 (+)  0.02368190(+) 000005341 (+)  0.02368190 (+)

The values marked with y indicate that an error occurred during execution.

where available. Where randomness is involved, we run each method using ve different
random seeds [0; 1; 2; 100; 1000] and average the metrics to ensure robustness.

Performance tables Tables 1, 8, 9, and 11 reporting our results, the best-performing method on
each dataset is shown in bold, and the second-best is underlined. The “AVG Rank” row presents the
mean rank of every algorithm, where a lower rank denotes stronger performance overall. The last row
shows p-values from the Wilcoxon signed-rank test @0:05 ) comparing our method\DERH)

to each reference approach. Here, a plus sign “(+)” denoteADBRH achieves a statistically

signi cant improvement.

L Additional results AUC-PR

Below, we present the additional AUC-PR results for all evaluated methods under their default
hyperparameter settings (Table 8). As in the main paper's AUC-ROC compakiB&RH con-
sistently achieves top rankings across most datasets in AUC-PR. NGA8Ii§RH attains the best
AUC-PR scores on 7 datasets and second-best on 6, yielding the lowest averagez.26lanfong

all competing methods. These results undersé@ERH's robust performance, particularly in un-
balanced scenarios where the AUC-PR metric is more sensitive to class imbalance and rare anomalies.
Similar to our AUC-ROC ndings, the paired Wilcoxon signed-rank tests indicateABERH's
improvements over baseline methods are statistically signi cant. By forming pairs of hyperspheres
with diverse radii and integratingitch -based boundary detection alongskiiBensity-driven hyper-

sphere weightingADERH consistently achieves superior precision-recall performance relative to
both traditional isolation-based and deep-learning-based anomaly detectors across a broad range of
real-world datasets.

M  Runtime complexity

As described in Section G, the operatior’X@ERH consists of two distinct steps. The computational
complexity associated with each stepAdERH is explained before these ndings are summarized

to determine the total runtime complexity ADERH. Initially, the algorithm generates a set of
subsampleSUBSETS(D; n;!) from a dataseD, where the number of subsamples equalBor

each individual se§; 2 SUBSETS(D; n;!) , the cardinality is equal tb. A pair of hyperspheres is
constructed for each elemen® S;. Thus, the generation of the hyperspheres has a complexity of
O(2n!) . In addition, the density must be determined for each of the hyperspheres. This operation has
aO(m) complexity regarding each hypersphere, whare jDj . This results in a total complexity

of O(2n!m) forthe rst step. For every data point withib and each element in the collection

that the size ok, equalsn and eacltE(S) 2 E, contains2! hyperspheres, ndingC for all data

points across all hyperspheres has a computational complex@2ofi! m) . By neglecting the
constant factors, we obtain a combined runtime complexit @f! m) . This means thaADERH
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(a) Increasing the # of data points (# dimensi¢imsincreasing the # of dimensions (# datapointd_egend
= 16) =4Kk)

Figure 5: Runtime experiment using a dataset consisting of Gaussian distributed regions with
uniformly distributed anomalies around the Gaussian regions.

has the same asymptotic behavior as, for example, INNE. As the runtidBBRH scales linearly
with m, !, and n, the method is ef cient and well-suited for large datasets.

N Runtime evaluation

In this experiment, we analyze the scalabilityADERH and its competitors, particularly other
isolation-based approaches. For this purpose, we created Gaussian-distributed regions with uniformly
distributed anomalies around them. The default parameter settings, as described in the respective
papers, were used for all algorithms (Table 7). In the rst experiment, the number of data points,
denoted as, is progressively increased while keeping the number of dimensions xed-éit6

(Fig. 5a). The results demonstrate that the runtime of isolation-based methods scales linearly as
increasesADERH exhibits a similar asymptotic runtime behavior as INNE or IForest, but with a
consistently higher runtime by a constant factor (as discussed in Section M). LOF and deep learning-
based anomaly detection methods show poor scalability and are, therefore, only partially suitable for
large amounts of data. In the second experiment, the dimendiofithe data points are increased

with the number of samples xed at = 4k (Fig. 5b). In this case as wel\DERH demonstrates

high scalability, performing comparably to other state-of-the-art approaches.

O Ablation study: different settings of ADERH

In this ablation study, we systematically compare the proposed mé&th&iRH under three con gu-

rations. The rst con guration, calledADERH [Only Pitch], uses only the distance-based rétitch

to quantify how close a point lies to the center of a hypersphere but omits the normalized density term
NDensity. The second con guration, referred to ADERH [Full r, #1 Hypersphere], generates ex-

actly one hypersphere per pék; y) with radiusdist(x; y) rather than splitting it into two half-radius
hyperspheres. The third con guration is the defsAMERH method described in the main text, which
creates two smaller hyperspheres of racguﬁst(x; y) for each pair and incorporates bd®ftch and
NDensity. Table 9 compares the AUC-ROC scores for all three settings. In most datsiD&iRH

[Full r, #1 Hypersphere] yields the poorest performance because a single large-radius hypersphere
often encompasses anomalies as well as normal points, obscuring their distinctions. By contrast,
splitting a pairwise distance into two half-radius hyperspheres reduces the risk of covering outliers
and lowers the overall variance in hypersphere sizes, thereby improving separability. The omission of
NDensity in ADERH [Only Pitch] also impairs performance, especially when anomalies themselves
become hypersphere centers. Without down-weighting sparse (anomalous) hyperspheres, anomaly
scores can be in ated or misassigned. In contrast, theAIDEERH method yields, on average, the
highest AUC-ROC values, indicating that combining a ratio-based distance m&isravith
density-aware weightindlDensity and forming two compact hyperspheres for each pair of data
points is crucial for robust outlier isolation. Overall, these results con rm that both halving the radii

by incorporating NDensity and Pitch are essential design choices in ADERH.
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Figure 6: Score distributions for normals vs. anomalies. Panels show Pitth NDensity , and

their additive vs. multiplicative combinations (all score$dnl], identical axes within each dataset).
Multiplicative fusion produces the lowest normal-anomaly overlap and the most pronounced anomaly
separation, aligning with our theoretical motivation and corroborating the aggregate ablation in
Appendix Q.

0.1 Visual evidence for Pitch, NDensity, and multiplicative fusion

To make the roles dPitch (boundary proximity) anéNDensity (local sparsity) tangible, we visualize

score distributions for normals vs. anomalies on two representative datasets. Each row in Figure 6
comprises four panels: (i) Pitch, () NDensity , (iii) the additive combinatiorfl NDensity) +

Pitch, and (iv) the multiplicative combination (1 NDensity) Pitch.

Within each dataset, scores are scalef0td] and panels share identical axes to enable direct
comparison. As expected, Pitch alone emphasizes boundary-adjacent instances but can elevate
scores in dense regiork; NDensity highlights sparse regions yet may pick up normal tails. The
multiplicative fusion yields the smallest overlap between normal and anomalous distributions and
the clearest right-shift of anomalies, indicating that high anomaly scores arise primarily when both
boundary proximity and sparsity coincide.

P Ensembling improves anomaly detection over any single subset

Table 10 compares the proposed ensemble ADERH score to the best single subset variant across a
diverse set of 19 datasets spanning tabular and visual AD benchmarks. All results follow our standard
reporting protocol: we report means across repeated runs and assess across-dataset differences using
a paired Wilcoxon signed-rank test with Holm correction at =0:05.

Summary of results. The ensemble outperforms the best single subset on all datasets (19/19 wins).
Averaged over datasets, the overall advantage is statistically signi cant under the paired Wilcoxon
test with Holm correction €0:05 ). These results substantiate our variance-reduction motivation for
ensembling: averaging scores across randomly constructed subsets mitigates idiosyncratic failure
modes of any single subset and stabilizes decision boundaries across data regimes. Empirically,
we observe consistent rightward shifts of anomaly-score distributions and tighter normal-score
concentrations for the ensemble relative to the best single subset, aligning with our theoretical
analysis on variance control.
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Table 9: This table presents the AUC-ROC results of different con guration of ADERH.

Dataset ADERH ADERH [Only Pitch] ADERH [Full r, #1Hypersphere ]
Optdigits 0.775 (1) 0.671 (3) 0.775 (1)
Whbc 1.000 (1) 1.000 (1) 0.970 (3)
Lymphography 1.000 (1) 0.996 (3) 1.000 (1)
Celeba 0.732 (1) 0.709 (2) 0.691 (3)
Skin 0.788 (1) 0.781 (2) 0.759 (3)
Pendigits 0.962 (1) 0.960 (2) 0.959 (3)
Wdbc 0.981 (1) 0.981 (1) 0.952 (3)
AD-Toothbrush 0.901 (1) 0.843 (3) 0.871 (2)
Wpbc 0.554 (1) 0.522 (3) 0.541 (2)
AD-Leather 0.991 (1) 0.980 (3) 0.985 (2)
Satimage-2 0.998 (1) 0.998 (1) 0.997 (3)
Backdoor 0.889 (2) 0.898 (1) 0.826 (3)
MNIST-C-Stripe  0.986 (1) 0.984 (2) 0.976 (3)
Shuttle 0.987 (1) 0.987 (1) 0.979 (3)
Waveform 0.768 (1) 0.752 (2) 0.701 (3)
Cardio 0.938 (1) 0.917 (3) 0.918 (2)
AD-Bottle 0.964 (2) 0.952 (3) 0.969 (1)
Census 0.628 (2) 0.637 (1) 0.623 (3)
Wine 0.839 (1) 0.659 (3) 0.822 (2)
Musk 1.000 (1) 1.000 (1) 1.000 (1)
AVG Rank 1.16 211 2.32
p-value NA 0.00585620 (+) 0.00185912 (+)

Q Grid search experiment for isolation and non-isolation methods

In addition to the experiments reported in Section 4—where we used default hyperparameters
(see Appendix H)—we conducted a comprehensive hyperparameter grid search for the following
isolation-based methods:

» ADERH (proposed method): Varying both the ensemble sizg; 2 f100; 200; 300gand
the random-subset size ! 2 f8;18; 249.

» INNE Bandaragoda et al. [2014]: Varying the number of estimaqtg 2 f100; 200; 300g
and maximum sub-sample size 8; 18; 249.

* |Forest Liu et al. [2008]: Varyingnesi 2 f100; 200; 300gandf128; 256; 300gmax samples

per tree.

» PIDForest Gopalan et al. [2019]: Varyinges;i 2 f100; 200; 300gandf128; 256; 3009

samples per tree.

» EIF Hariri et al. [2019]: Varyingnes; 2 f100; 200; 300gandf128; 256; 300gsamples per
tree.

» LOF Breunig et al. [2000]: Varying Reignoor 2 5; 10; 20; 30; 40; 50g.
« LODA Pevny [2016]: Varyingn_randomcuts 2 f50; 100; 200gandn_bins 2 f5; 10; 259

» DeepSVDD Ruff et al. [2018]: Varyindpatchsize 2 f50;100; 200g I2_regularizer 2
f5; 10; 25¢g and dropoutrate 2 f0:2; 0:4g.

* RDP Wang et al. [2019b]: Varying batchsize 2 f32; 64g and prt_steps 2 f5; 10; 20; 30g.
e SLAD Xu et al. [2023Db]: Varyingh_ensemble 2 f10; 20; 50gandsubspace_pool_size 2
f25;50; 100g.

As in Appendix K, each hyperparameter con guration uses the same data splits and evaluation
protocols
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Table 10: Ensemble vs. best single subset (AUC-ROC). The ensemble improves performance on
every dataset.

Dataset Ensemble ADERH Best Single Subset
Optdigits 0.775 0.597
Whbc 1.000 0.949
Lymphography 1.000 0.966
Celeba 0.732 0.631
Skin 0.788 0.577
Pendigits 0.962 0.814
Wdbc 0.981 0.915
AD-Toothbrush 0.901 0.802
Wpbc 0.554 0.495
AD-Leather 0.991 0.900
Satimage-2 0.998 0.974
Backdoor 0.889 0.804
MNIST-C-Stripe 0.986 0.917
Waveform 0.768 0.629
Cardio 0.938 0.820
AD-Bottle 0.964 0.881
Wine 0.839 0.697
Musk 1.000 0.855

Table 11: This table presents the optimal AUC-ROC results achieved under various parameter settings
for ADERH, INNE, IForest, PIDForest, EIF, LOF, LODA, DeepSVDD, RDP, and SLAD.

Dataset ADERH INNE |Forest  PIDForest EIF LOF LODA DeepSVDD RDP SLAD
Optdigits 0.777(2) 0.849(1) 0.744(4) 0.500(10) 0.737(5) 0571(8) 0.776(3)  0.670(6) 0.502(9) 0.603 (7)
Whe 1.000 (1) 0.913(9) 1.000(1) 0.994(6) 1.000(1) 0997 (5) 1.000(1)  0.931(8) 0.958(7) 0.778(10)
Lymphography  1.000 (1)  0.989 (5)  1.000 (1) 0.984(7) 1.000(1) 1.000(1) 0.895(10) 0957 (9) 0.988(6) 0.959 (8)
Celeba 0.747(2) 0689(5) 0698(4) 0686(6) 0.721(3) 0475(10) 0669(7/) 0644(8) 0586(9) 0.787 (1)
Skin 0.788(2) 0.714(6) 0673(7) 0.727(4) 0.724(5) 0579(9) 0514(10)  0.642(8) 0.810(1) 0.766 (3)
Pendigits 0.963 (1) 00933(7) 0.955(2) 0.940(6) 0.954(3) 0565(10) 0.947(4) 0599 (9) 0.905(8) 0.941 (5)
Wdbc 0.982(5) 00948(7) 0.084(3) 0.977(6) 0.987(2)0984(3) 00990(1) 0.851(9) 0.869(8) 0.787(10)
AD-Toothbrush  0.905 (5)  0.919 (4)  0.877(7) 0.500 (10) 0.876 (9) 0004 (6) 0.26(3)  0.929 @877 (7) 0.939 (1)
Wpbc 0554 (2) 0525(6) 0493(10) 0520(8) 0522(7) 0553(3) 0549(4) 0620(1) 0520(8) 0528 (5)
AD-Leather 09093 (1) 0007 (9) 0.86(3) 0.500(10) 00986 (3) 0.965(7) 0.961(8)  0.981(5) 0.979(6) 0.988 (2)
Satimage-2 0.998 (1) 0.997 (2) 0.993 (4 0.983(6) 0995(3) 0.828(9) 0991(5) 0.695(10) 0.978(7) 0.953(8)
Backdoor 0.895(2) 0.750(8) 0.739(9) 0.500(10) 0.790(6) 0.788(7) 0.807(5)  0.894(3) 0.878 (4)  0.906 (1)
MNIST-C-Stripe  0.986 (1) _ 0.965(6)  0.977 (3) 0.500 (9) 0.978 (2P.476 (10) 0.969 ()  0.742(8) 0.900(7) 0.968 (5)
Shuttle 0988(3) 0079(7) 0.097() 0.980(6) 0.995(2P.562(10) 0.953(8)  0.754(9) 0.981(5) 0.984 (4)
Waveform 0.815(1) 0.742(2) 0.719(5) 0616(10) 0.734(3) 0.715(6) 0.701(7)  0.619(9) 0.661(8) 0.722(4)
Cardio 0.045(1) 0018(5) 0.020(4) 0.872(8) 0.927(2)0.788(9) 0923(3) 0597(10) 0.879(7) 0.898(6)
AD-Bottle 0066 (2) 0.936(9) 0.949(7) 0.500(10) 0.951(5) 0.960(4) 0.951(5)  0.939(8) 0.977(1) 0.966 (2)
Census 0638 (1) 0.478(10) 0609 () 0.616(3) 0638(1) 0538(8) 0529(9)  0555(7) 0.609 () 0.587 (6)
Wine 0.883(3) 0.796(6) 0.753(9) 0.756(8) 0.777(7) 0917(1) 0.889(2) 0.806 (5) 0.395(10) 0.835 (4)
Musk T.000(1) 1.000(1) L.000(1) 1.000(1) 1.000(1) 0.430(10) 0.086(7)  0.783(8) 0.706(9) 1.000 (1)
AVG Rank 1.84 568 7563 726 363 6.63 5.16 7.00 .63 2.68
p-value NA 0.00594816 (+) 0.00350795 (+) 0.00149864 (+)  0.00543370 (+) 0.00543370 (+) 0.00704854 (+) 0.00100708 (+) 0.00065231 (+) 0.00704854 (+)

Results and discussion. Tables 11 show tWdDERH consistently outperforms the other methods
under their best-tuned con gurations, achieving an average rank of 1.84 in AUC-ROC. Comparing
these optimally tuned results to the default-parameter results (Table 1) showdERH's per-
formance advantage remains robust: even when the other isolation-based methods (IForest, EIF,
PIDForest, INNE) and non-isolation methods (LOF, LODA, DeepSVDD, SLAD) are fully tuned,
they generally do not match ADERH's detection accuracy.

The key to ADERH's strong performance lies in its novel design:

« Random pairing of points in each subset,
« Halving the pairwise distance to form two compact hyperspheres (rather than one large one),

» and a combined distance- (Pitch) and density-based (NDensity) scoring mechanism.
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Table 12: AUC-PR performance of Multiplicativél NDensity) Pitch vs. Additive (1
NDensity) + Pitch

Dataset Multiplicative ~ Additive
Optdigits 0.061 (2) 0.094 (1)
Whbc 1.000 (1) 0.080 (2)
Lymphography 1.000 (1) 0.144 (2)
Celeba 0.060 (1) 0.027 (2)
Skin 0.345(2) 0.346 (1)
Pendigits 0.309 (1) 0.140(2)
Wdbc 0.614 (1) 0.168(2)
AD-Toothbrush 0.840 (1) 0.785(2)
Wpbc 0.261(2) 0.281(1)
AD-Leather 0.975(1) 0.885(2)
Satimage-2 0.957 (1) 0.124(2)
Backdoor 0.222 (1) 0.131(2)
MNIST-C-Stripe 0.699 (1) 0.104 (2)
Waveform 0.144 (2) 0.235(1)
Cardio 0.588 (1) 0.366 (2)
AD-Bottle 0.940 (1) 0.841(2)
Census 0.075(2) 0.094 (1)
Wine 0.262 (1) 0.226 (2)
Musk 1.000 (1) 0.996 (2)
AVG Rank 1.26 1.74

This approach reduces hypersphere overlap with anomalies, preserves coverage of normal clusters,
and robustly distinguishes boundary anomalies. The results in Tables 11 further con rm that even
with grid-searched hyperparameters, the other isolation-based and non-isolation-based methods do
not replicate these advantages.

R Ablation study: multiplicative vs. additive fusion

ADERH's anomaly scoring function (De nition 3.9) incorporates two core signalsP{fioh(x; H) , a
ratio-based distance metric that increases for boundary points, aN®&)sity(H) , which measures
how densely populated the hypersphere is. Multiplying these signals as

1 NDensity(H) Pitch(x; H)

ensures that a high nal score occurs only when both the boundaryRiteh ( 1 ) and the
sparsity cugl NDensity 1) are simultaneously strong. In contrast, an additive combination

(1 NDensity) + Pitch  may in ate scores even when only one signal is large (e.@itth 1
butNDensity 1 in adense, likely normal region). By multiplying, contradictions are naturally
suppressed, and each factor remains dimensionlg8slih so their product also comfortably stays
in the interval [0; 1] without extra calibration.

Empirical ndings. To validate this design choice, we performed an ablation study comparing the
above multiplicative variant with its additive counterpart, under the same experimental pipeline. Table
12 demonstrates that across most datasets, the multiplicative scfieni¢Density) Pitch

achieves higher or comparable detection performance. While the additive combination occasionally
shows slight improvements in a few datasets, the average rank metric (1.26 vs. 1.74) clearly favors
the multiplicative approach overall. These ndings con rm that blending boundary and density cues
multiplicatively is better at suppressing anomalies in dense regions while still highlighting borderline
outliers. Therefore, we adopt the multiplicative form as the default scoring mechanism in our anomaly
detection framework.
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S Limitations

While ADERH mitigates distance concentration through local hypersphere pairing, its effectiveness
still depends on the stability of distance structures in high-dimensional spaces. When intrinsic
dimensionality is large, local neighborhoods become less informative, reducing the discriminative
power of geometric cues. This limitation highlights the need for feature transformations that preserve
local contrast and enhance separability in complex data manifolds.

T Future work

Since the distribution of anomalies plays an important role in anomaly detection, it would be
interesting to explore how deep learning could transform the feature space of the data so that
anomalies are pushed even further away from normal data points in the rst step Pang et al. [2021].
SubsequenthADERH could leverage the transformed space to operate more effectively, potentially
improving the accuracy of anomaly detection. Additionally, this approach could address challenges
associated with high-dimensional data by mitigating the effects of the curse of dimensionality and
improving the representation of underlying patterns in complex datasets.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The abstract and introduction clearly outline the main contributions (the
introduction of an isolation-based anomaly detection method using multiple compact hyper-
spheres) and key theoretical/empirical claims (strong performance, linear-time scalability).
These match both the theoretical arguments and the experimental evidence presented in the
paper. The assumptions (e.g., J-separation) and scope (e.g., experiments on tabular/image-
derived data) are also consistent with the final results.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It s fine to include aspirational goals as motivation as long as it is clear that these goals
are not attainable by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: The paper devotes a “Limitations” section to discussing potential constraints,
such as possible distance-concentration issues in very high dimensions. The text also
addresses how these factors could affect performance and scalability.

Guidelines:

* The answer NA means that the paper has no limitation, while the answer No means
that the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

 The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms

and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to

address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed not to penalize honesty concerning limitations.
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3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: The paper states all assumptions (e.g., J-separation) up front, and each main
theoretical claim—such as the variance bound on the ensemble score, is accompanied by
complete formal proofs in the appendix. The authors number and reference all lemmas
and theorems consistently, offering intuitive sketches in the main text and full proofs in the
supplementary material.

Guidelines:

» The answer NA means that the paper does not include theoretical results.

 All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: The paper provides all necessary details for reproducing its main experiments.
Section [K]covers data preprocessing, stratified splits, evaluation metrics (AUC-ROC, AUC-
PR), random seeds, and parameter settings for ADERH and all baselines. The appendix
further clarifies hyperparameter choices, data statistics, and runtime environments, enabling
full replication of results.

Guidelines:

» The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.
While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.
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(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: All real-world datasets (e.g., from AdBench Han et al| [2022]]) are pub-
licly available. A public repository (https://github.com/Walid10010/ADERH. git)
includes the implementation, usage instructions, and scripts for ADERH and baselines.
These resources comply with the conference’s reproducibility and code submission guide-
lines.

Guidelines:

» The answer NA means that paper does not include experiments requiring code.

¢ Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: The paper and its appendix detail all experimental settings, including data splits
(70-30 stratified), normalization, ADERH parameters, baseline hyperparameters, hardware,
and random seeds. This ensures transparency and enables accurate replication.

Guidelines:

» The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

36


https://github.com/Walid10010/ADERH.git
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy
https://nips.cc/public/guides/CodeSubmissionPolicy

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: The paper provides statistical testing via paired Wilcoxon signed-rank tests
comparing the proposed method against baselines. The main tables|[T} [§|report AUC-ROC
and AUC-PR results, including p-values derived from these tests, highlighting whether the
improvements are statistically significant at o = 0.05.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

e It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

e If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
8. Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: In appendix [K] the paper states the hardware environment used (an Intel Core
i7, 32 GB RAM), as well as approximate runtime behaviors for the main experiments.
The text and appendix discuss the scalability with data size and dimensionality, showing
linear-time trends and providing typical run times on the described hardware.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
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Justification: This research adheres to standard practices in anomaly detection, utilizing only
publicly available datasets that do not contain personal or sensitive information. No human
subjects were involved. The authors have reviewed the NeurIPS Code of Ethics and confirm
that the work raises no concerns related to fairness, privacy, or data use. The methodology
focuses exclusively on technical innovation, and all data sources are properly licensed and
ethically appropriate. As such, the study complies with NeurIPS ethical guidelines.

Guidelines:

* The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

o If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]

Justification: This work is primarily theoretical in nature and has potential applications
across various domains. As such, we do not anticipate it having a direct positive or negative
impact on socially relevant issues.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

« If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer:

Justification: The paper does not address safeguards for model or dataset release. This is due
to its focus on foundational algorithmic advances in anomaly detection, rather than high-risk
models or sensitive data. As the proposed method does not present inherent risks of misuse,
specific precautions were not discussed.

Guidelines:

* The answer NA means that the paper poses no such risks.
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* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: The paper cites all datasets used for testing, with proper attribution to the
original creators. The authors also mention the use of pre-existing libraries and models,
giving credit to the authors of the original codebases and providing clear citations. All

licenses and terms of use for these resources are explicitly mentioned, and the authors adhere
to the copyright and usage conditions.

Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

o If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
13. New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]

Justification: The paper does not introduce new assets such as datasets, or models. It
primarily focuses on improving existing techniques in anomaly detection and validating
them using publicly available datasets. Therefore, no new assets are provided or documented
in the paper.

Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and research with human subjects
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