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Abstract

Machine learning models play a key role in safety-critical applications, such as au-
tonomous vehicles and advanced driver assistance systems, where their robustness
during inference is essential to ensure reliable operation. Sensor faults, however,
can corrupt input signals, potentially leading to severe model failures that com-
promise reliability. In this context, pretraining emerges as a powerful approach
for learning expressive representations applicable to various downstream tasks.
Among existing techniques, masking represents a promising direction for learning
representations that are robust to corrupted input data. In this work, we extend this
concept by specifically targeting robustness to sensor outages during pretraining.
We propose a self-supervised masking scheme that simulates common sensor fail-
ures and explicitly trains the model to recover the original signal. We demonstrate
that the resulting representations significantly improve the robustness of predic-
tions to seen and unseen sensor failures on a vehicle dynamics dataset, maintaining
strong downstream performance under both nominal and various fault conditions.
As a practical application, we deploy the method on a modified Lexus LC 500 and
show that the pretrained model successfully operates as a substitute for a physical
sensor in a closed-loop control system. In this autonomous racing application, a
supervised baseline trained without sensor failures may cause the vehicle to leave
the track. In contrast, a model trained using the proposed masking scheme enables
reliable racing performance in the presence of sensor failures.
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Figure 1: Although traditional pretraining with masking produces representations suitable for down-
stream tasks, these representations can lack robustness to common sensor failures like signal offsets.
In contrast, our proposed pretraining scheme yields representations that are robust to sensor faults.
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1 Introduction

Sensor failures pose a signi cant challenge to the reliable deployment of machine learning models in
safety-critical domains, such as autonomous driving and robotics [DurliK gt al.,[2024, Ji et al., 2022].
Failures can stem from hardware malfunctions, challenging environmental conditions, or malicious
attacks|[Schober et 4., 2022, Balaban ef al., 2009]. To improve reliability in such circumstances, any
model ingesting raw sensor data needs to be robust to distribution shifts [Braiek and|Khomh, 2024,
Freiesleben and Grate, 2023].

Self-supervised learning (SSL) offers a promising solution to this problem, enabling the extraction
of meaningful representations from unlabeled data. The learned representations can be used for
various downstream tasks, such as classi cation, regression, or anomaly detection [Zhang et al.,
2024 | Zerveas et al., 2021]. Masked Image Modeling (MIM) is a major family of SSL methods
that aims to train generative models capable of predicting an original image from a corrupted or
masked version [Balestriero et/al., 2023]. In masked modeling for time series applications, common
approaches involve replacing randomly selected segments of the input sequence with a constant (e.g.,
zero) or a learnable value, and subsequently training the model to reconstruct the original unmasked
input [Zerveas et all, 2021, Goswami et al., 2024, Dong Et al.,|2023, Nie et al., 2022]. This masking
strategy encourages the model to learn robust representations that effectively capture the underlying
patterns and structures in the data, even when missing signi cant portions of the inputs. This body of
work suggests that masked modeling is suitable for learning representations robust to sensor outages.
However, while Balaban et al. [2009] and Jesus et al. [2017] outline sensor failure modes that are
predominantly characterized by additive noise and constant or time-dependent offsets, these differ
markedly from the masks typically used in masked modeling. This suggests that sensor outages
remain out-of-distribution even after pretraining, potentially leading to performance degradation.

Motivated by this discrepancy and the need for robust sensing in safety-critical applications, we pro-
pose a novel self-supervised masking scheme for robust representation learning that explicitly targets
sensor failure robustness by incorporating three common outage scenarios into the reconstruction
objective. We further systematically analyze the effectiveness of our method on a dataset from the
vehicle dynamics domain and demonstrate it in a real-world application involving autonomous racing.

2 Related work

Early foundational work by Vincent et al. [2010] introduces stacked denoising autoencoders, demon-
strating how models pretrained to reconstruct inputs subject to noise using a local denoising criterion
can learn robust and invariant features. Building upon this concept, more recent work in the vision
domain by He et al. [2022] introduces Masked Autoencoder (MAE), which is trained to reconstruct
original inputs from partially masked data, encouraging the model to learn robust representations.

Zerveas et al. [2021] proposes a transformer-based self-supervised framework speci cally designed
for multivariate time series. Their approach demonstrates improved performance in downstream
classi cation and regression tasks by employing a masked input modeling strategy, where portions of
the input are masked (set to zero). Yuan et al. [2024] explores multi-task SSL using large unlabeled
accelerometer datasets from the UK Biobank. Their methodology incorporates multiple common
time-series augmentation techniques, such as reversing, permuting, and time-warping, alongside a
multi-head architecture for pretraining. Their ndings highlight the strong generalization capabilities
of pretrained deep convolutional neural networks when netuned on diverse activity recognition
benchmarks. Narayanswamy et al. [2024] introduces LSM, a multi-modal representation learning
model for wearable sensor data. This study of the LSM explores scaling laws and demonstrates
superior few-shot learning performance compared to established benchmarks by combining a vision
transformer architecture with various masking strategies.

To further evaluate the reliability of deep learning methods beyond standard benchmarks, Hendrycks
and Dietterich [2019] provides a dataset for common image corruptions. Building on this, Hendrycks
et al. [2019a,b] show that an additional self-supervised loss signi cantly enhances model resilience
against common input corruptions, adversarial attacks, and label corruptions. They furthermore
show improved robustness for the latter two cases using adversarial pretraining following Madry
et al. [2018], with a model pretrained on ImageNet using adversarial training and then ne-tuned on
CIFAR-10 and CIFAR-100.
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Figure 2: Sensor failure modes. The faulty sensor output * (red) and underlying signal x (gray).

Alternative approaches include data augmentation and domain randomization, which both expose
models to varied input conditions during training. Adversarial training represents a specialized form of
data augmentation that enhances resilience by training on adversarially generated examples designed
to maximize prediction errors [Shorten and Khoshgoftaar, 2019, Tobin et al., 2017]. Imputation
strategies address missing or corrupted data by reconstructing absent values to support robust inference
[Wang et al., 2024]. While these approaches advance robustness across various domains, real-world
sensor failures often exhibit structured patterns, such as persistent biases, drifts, or hard faults, that
differ from the random or adversarial corruptions typically considered.

These ndings motivate the design of a pretraining scheme that explicitly prepares models for real-
world sensor failures. To date, the impact of pretraining on common input corruptions, especially in
the domain of multivariate time series data, remains underexplored. In this setting, we aim to train
models for accurate predictions under realistic sensor failures and input disturbances (see Figure 1).

3 Sensor failure modes and robustness via reconstruction

3.1 Sensor failure modes

Sensor faults manifest as unexpected deviations in measurements [Balaban et al., 2009]. These
deviations re ect distinct failure modes independent of their physical root causes or application
domain. A systematic classi cation of these modes is essential for fault diagnosis and mitigation.
Following the taxonomy of Balaban et al. [2009] (1,2,7) and Jesus et al. [2017] (3-6), we de ne
the principal failure modes relative to a nominal sensor model representing normal ope¢ation:
Xnom+  nom, Wherexnom is the true signal and,onm is sensor noise. We de ne various fault functions

D() that act on x to produce the faulty sensor signal, %, under different failures (see Figure 2).

=

. Bias. An offset from the true measurement: D(x) = x + , where is a constant offset.

. Drift. An offset from the true measuremerid(x) = x+ (t)  where the time-varying offseft)
is either (a) linear or (b) nonlinear in t.

. Hard fault: The sensor measurement is stuck at a constant value C: D(x) = C.

. Noise. Additive zero-mean noise: D(x) = x + , with Var() Var( nom)-

. Outliers. Occasional deviations from the true measurement at random tir{gs= x+ (t) (t) ,
where (t) 2 f0, 1g indicates outlier presence and the (t) is sampled uniformly over [l, u].

. Trimming. Signal values are restricted {b u] and, for values outside these bounds, are either
(@) xedgat the boundary or (b) vary proportionally with their deviation from the boundary:

<+ x 1) ifx<l

~u+t (x u) ifx>u

"X otherwise

We consider (a) hard clamping with= 0 , and (b) controlled dampening strength witke <1 .

. Scaling. A multiplicative error affecting signal amplitude(x) = (t) where (a) the gain is
constant, or (b) (t) is a function of time t.

D(x) =

These sensor failure modes can occur due to manufacturing errors, wear and tear with long-term
usage, incorrect calibration, or mishandling [Balaban et al., 2009], and they can have detrimental or
even catastrophic effects on the performance of machine learning models, especially when deployed
in real-world robots and autonomous vehicles.



3.2 Robustness via reconstruction

Reconstruction-based SSL involves training models to reconstruct original input data that has been
partially masked or corrupted. For language and image data, common tasks include predicting
missing words or pixels, image inpainting, and colorization [Balestriero et al., 2023]. In multivariate
time series, this typically involves masking intervals of the input with zeros [Zerveas et al., 2021]
or learnable masks [Goswami et al., 2024]. Early SSL methods, such as denoising autoencoders
[Vincent et al., 2010], corrupt inputs by masking features and calculate the loss based on the full
reconstructed input. Grounded in the manifold hypothesis [Chapelle et al., 2006]—that natural
high-dimensional data reside near a non-linear low-dimensional manifold—this corruption process
pushes data away from the manifold, forcing the neural network to project corrupted inputs back
onto it by capturing essential input features [Vincent et al., 2010]. Modern SSL methods modify the
reconstruction objective. Approaches like BERT [Devlin et al., 2019] and MAEs [He et al., 2022]
compute the reconstruction loss solely on masked input regions. This design choice is deliberate: by
not requiring the model to reproduce the already visible parts, it avoids wasting capacity on trivial
copying, encouraging the model to focus on inferring the missing content from the context provided
by the unmasked parts, emphasizing the learning of global feature dependencies.

We hypothesize that, although calculating the loss only on masked regions relaxes the requirement of
exact reconstruction, models still implicitly project inputs onto the data manifold. This occurs because
repeatedly training on diverse mask con gurations fosters a universal representation that allows
reconstructions coherent with the data's true structure. Following the argumentation of Vincent et al.
[2010], since the learned representation is robust to input masking by design, utilizing this training
paradigm should enhance robustness to similar input perturbations in downstream tasks. Models
trained with partial context learn stable patterns and dependencies, becoming resilient to variations or
corruptions. Thus, they retain coherent internal representations under noisy or incomplete inputs,
potentially bene ting real-world applications. However, the perturbations encountered in real-world
scenarios, such as the diverse sensor failure modes described in Section 3.1, can differ substantially
from the masks typically employed during pretraining, potentially limiting direct transferability.

4 Method

4.1 A self-supervised pretraining method to learn robust representations

We propose a pretraining scheme that simulates real-world sensor failures by introducing arti cial
faults to the input data and training the model to reconstruct the original signal (see Figure 3).
Following the sensor failure de nitions in Section 3.1, we formulate the pretraining objective as a
multi-task learning problem with distinct masking functionfD ; g, . Formally, consider an input
tensorX 2 R BSF  whereB is the batch sizeS is the sequence length, aRdis the number of
channels. We partition each batghinto n sub-batcheéX g, , where eactX; 2 RBs»SF  has

size Bsyp = B=n and corresponds to one of the n distinct masking functions D

For each sample in sub-batih , we generate a binary mask tendbg 2 f0, 1gB=»SF indicating

the indices to be masked. The masking process follows the geometric distribution sampling strategy
from Zerveas et al. [2021], controlled by two parameters: the overall maskingwat{proportion

of total elements to mask per sample) and the average mask block lemgithis strategy generates
contiguous masked spans, making reconstruction challenging via pure interpolation and promoting
the learning of feature inter-dependencies. An elerveyi; = O indicates that thé-th sample

within sub-batch is masked at timestepand channel . Once the mask tenstt ; is generated,

the corresponding sensor failure-inspired masking strategy is applied directly to this Kask.
denotes the respective masked sub-batch, where the masked regions are corrupted according to the
chosen strategy. The implemented masking strategies, which are applied after feature-wise z-score
normalization of the input data, are detailed below.

Mean masking: Sets the values at the masked indices to the respective channeCgmean

resulting in atenso€; 2 RBswSF  (see Section 3.1, case 3). Since the input Xgtandergoes
channel-wise z-score normalization before masking, the mean of each channel is zero. Consequently,
replacing masked values with is equivalent to setting them to zero. This simpli cation allows us

to implement mean masking by directly multiplying the normalized input with the binary Mask



Figure 3: Pretraining scheme: The inpQtis split inton sub-batcheX;, each associated with

a sensor failure modB;. For each sub-batch, a binary mask identi es positions to be corrupted
according tdD;. The encodeE maps the corrupted inp®; to a latent representation, which is
passed through the pretraining heRdo produce a reconstructiof;. The model is trained to
reconstruct the original input by minimizing the sum of n reconstruction losses.

(where M, s+ = 0 indicates a masked position). Formally, the corrupted signal is given by
Xi=Xi M j, (1)

where denotes element-wise multiplication. This approach is commonly used in masked modeling
for time series data and re ects a standard fallback in technical systems.

Bias masking: Introduces a constant offset to the masked regions (see Section 3.1, case 1). Speci -
cally, for eachio-th sample and -th feature, a bias valu@, ¢ is drawn independently from a uniform
distributionCps  U(l 57,uU [ ), wherel is the lower bound of the uniform distribution ands

the upper bound multiplied with the channel-wise standard deviafipnThis sampled bia€y

is then replicated across &ltime steps to form the bias tengdr 2 REs»SF  Normalization
eliminates the need for separate bounds in each channel. We let

Xi=Xi+C; @ M ), 2

wherel is a tensor of ones matchimd ;'s dimensions, and the element-wise subtraction invdrts

Each channel has a single sampled offset,Mndensures that these offsets are applied only to the
masked positions. We assume that for short observed sequences, the bias error serves as an effective
proxy for drift, outliers, trimming, and scaling behaviors. For domains with lower sampling rates or
longer sequences, including additional fault types in pretraining could be bene cial.

Noise masking: Adds random Gaussian noise to the masked regions (see Section 3.1, case 4).
Speci cally, a zero-mean noise tensdy 2 RB«wSF  js drawn independently for each element
Chst N(O,r [2;] ), wherer is a scaling factor for the channel-wise variance. The noise is applied

as in Equation (2).

Loss calculation: Once the sub-batch&X;gL; with their respective masking corruptions are
prepared, they are sequentially processed by the model. The reconstruction loss (Mean Squared Error
over masked elements) is de ned as

L= —— Kilbss [ Xilbss 3)

o M (bsf)2M |

whereM ; = f(b,s,f) j [M ilpss = Og is the set of masked indices M, jM ;j denotes its
cardinality, anc{)’(‘i]bvsyf is the reconstruction of the original val(X;],s; at the indexb,s,f),

given the masked inp{iX J. The implementation follows the masked reconstruction paradigm from
time series, vision, and language modeling [Zerveas et al., 2021, He et al., 2022, Devlin et al., 2019].
Architecture: Our encoder-backbone is based on the transformer architecture described by Zerveas
et al. [2021]. The encoder E processes the corrupted iRput

zi =E(Xi, E), (4)



wherez; 2 RBswSd moel j5 the latent representation that captures temporal dependencies and
contextual information from the input, and are the learnable parametetig,oqel iS the dimension
of the initial input projection. The sequence dimension of the latent representation is concatenated:

2 = Concat(z) 2 RBs»(S d mose) (5)

This concatenated representation is then processed by the pretraining (hgadmulti-layer percep-
tron with parametersp , which performs the reconstruction by mapping the latent representation
back into the input space

Ri=P@z™, p). (6)

4.2 Finetuning procedure for downstream use

For netuning on a supervised task, we replace the pretraining Reaith a netuning head~
(again a multi-layer-perceptron). The encoder is then frozen; its parameteme not updated
during the netuning procedure. Only the parametgrsof the netuning head are trained. For a
netuning batchX 2 R Bft SF whereBg is the netuning batch size, and associated lalyels
the frozen encoder E computes the latent representation

z=E(X, £) (7)
which is concatenated as in Equation (5) and mapped to the target space
P=Fz, F). 8)
The netuning objective is then

Ler=" F Concat(E(X, Z)), £ .Y . )

where’(, ) denotes a mean squared error loss function. This procedure leverages the robust
representations learned during pretraining while adapting the netuning head to the downstream task.

5 Sensor failure robustness results

We evaluate our method on the problem of vehicle sideslip angle (VSA) estimation, as accurate
VSA estimation is necessary for vehicle stability and control [Liu et al., 2020]. Modern advanced
driver-assistance systems, such as Electronic Stability Control, utilize the VSA to adjust brake forces
at each wheel, thereby mitigating oversteer and understeer and enhancing overall performance and
safety [Liu et al., 2020, Chindamo et al., 2018, Bon tto et al., 2020]. However, systems that directly
measure the VSA can be prohibitively expensive for consumer vehicles, necessitating alternative
estimation methods. Virtual sensing, which leverages machine learning models to estimate the VSA
from other sensors, such as wheel speed sensors in the car, offers a cost-effective solution. Yet virtual
sensing is prone to sensor failures, motivating the development of robust models. VSA estimation
involves heterogeneous sensor inputs (vehicle control signals, wheel speeds, and accelerations) with
diverse statistical properties. Since similar modalities are used in robotics and aviation, the study of
VSA estimation may have broader implications for robust estimation beyond the domain of driving.

The VSA is the angle between the vehicle's direction of travel and the heading angle of the vehicle
[Liu et al., 2020], expressed as a function of the vehicle's longitudingl &nd lateral ¢, ) velocities:

V.
zarctan <~ . (10)
Vx

In practice, the VSA can be estimated directly or computed from the estimated lateral velocities in

combination with the typically more accessible longitudinal velocities. Both approaches are common

in virtual sensing, depending on the available sensor data and model design [Liu et al., 2020]. In
the following, we rst assess the effectiveness of our approach on a public dataset augmented with
simulated sensor failures and then validate it in a real-world autonomous racing scenario.



5.1 Simulation of sensor failures

The REVS Program Vehicle Database [Kegelman et al., 2016a,b] comprises measurements collected
from expert drivers operating under real-world racing conditions at two race tracks, providing data
representative of extreme vehicle dynamics and operating scenarios. We evaluate the proposed method
under several simulated sensor outages on two test sets (one from the same track and another from
an unseen track) and compare its performance to a classical masking scheme and a non-pretrained
baseline, respectively. Details on the dataset, features, and splitting are given in Section A.

Figure 4: Lateral velocity MSE under individual sensor failures on seen and unseen tracks for the
non-pretrained baseline (purple), mean-only pretrained baseline (red), and our multi-mask approach
(blue). Bootstrapped means (200 resamples) with 95% con dence intervals on the test set.

We pretrain the model using 11 sensor signals with a xed sequence length of 20 and a 20 Hz
sampling rate. To align the pretraining task close to actual sensor failures, we set the average mask
lengthlm to 20—masking an entire channel on average—and use a maskingwratb0.1 to retain

suf cient information in the remaining channels for reconstruction. We set the parameters of the
noise mask tos =0 andr = 1.0 and the parameters of the bias maskto3 andu = 3 (see

Section 4.1). Further implementation details can be found in Section B. As a downstream task, we
ne-tune an estimator that learns to estimate the lateral velocity.

We evaluate the robustness using the three pretraining failure modes (bias: one-standard-deviation
offset; noise: zero-mean, standard deviation of the respective feature times 0.4; hard faults: channel
mean replacement), an unseen scaling failureq ) to test generalization to novel sensor faults, and
nominal conditions (see Section 3.1). Each error is applied separately to every channel. We report
the lateral velocity MSE (Figure 4) with: model pretrained on all three corruptions (Mean, Bias, and
Noise); a non-pretrained baseline; and a mean-only pretrained baseline (traditional zero masking).

Nominal conditions: Without sensor corruptions, our method improves downstream performance on
the seen track and matches the performance of the non-pretrained baseline on the unseen track.



Seen failures: Under noise corruptions, pretraining yields subtle performance gains. For sensor
outages simulated by mean-value replacement, the model pretrained solely on mean masking exhibits
the best robustness. However, its robustness against bias errors on an unseen track degrades below the
non-pretrained baseline. Our approach achieves the strongest robustness to bias failures as evidenced
by reduced error magnitude and variance. On an unseen track, the performance of our approach is
largely consistent with those on the seen track.

Unseen failure: The strong estimation performance under the unseen scaling error suggests that the
model is robust to sensor faults that were not used during pretraining, indicating that the learned
representations generalize to out-of-distribution failure modes. Evaluations on all remaining failure
modes presented in Section 3.1 and detailed in Section J show similar results, with our approach
consistently improving robustness.

Ablations: Varying the masking combinations con rms that incorporating bias masking is critical for
robustness to both bias and scaling errors, with our approach achieving a good trade-off (Section C).
When subjecting models to increasingly severe sensor failures, our model remains robust across a
wide range of bias, noise, and scaling strengths, consistently outperforming the baselines (Section D).
We also note improved performance over baselines with simultaneous sensor failures, as detailed in
Section I. Repeating training across ten random seeds demonstrates that our scheme is consistent,
whereas the performance of a mean-only baseline varies markedly on unseen failure types (Section E).
Finally, we observe that larger models tend to enhance robustness across failure modes (Section F).
Additional experiments indicate that, compared to a state-of-the-art baseline (SImMTM), our approach
provides enhanced robustness under sensor failure conditions (Section K). Tested in a different domain,
our method also improves reliability in environmental sensing tasks (Section M).

5.2 Enhanced robustness for closed-loop control

To show the bene ts of the proposed pretraining pro-

cedure, we evaluate it in a closed-loop autonomous

racing scenario using the controller described in [Lew

et al., 2024]. This experiment shows how estimation

errors propagate and impact the coupled controller-

vehicle system in a real-world application. A modi-

ed 2019 Lexus LC 500 is driven on a skidpad, with

our model estimating the VSA from other availablgigure 5: Nominal trajectory of the car
sensors (for an overview of the available sensors E;}een) and virtual track limits (white).

this experiment and implementation details, see Sgc—

tion N). The estimated VSA is then used for feedback

control. While racing autonomously along the planned trajectory shown in Figure 5, we inject
arti cial sensor outages and record the system response. The experiment is repeated with a baseline
model directly trained on the VSA estimation task without initial pretraining.

Open-loop tests indicate that VSA estimation is most sensitive to potential failures in the wheel speed,

steering angle, yaw rate, and longitudinal velocity sensors. Thus, we compare our approach against
the baseline by corrupting one wheel-speed sensor at a time by applying heavy noise, bias, and hard
faults (each channel set to its mean). Additional closed-loop experiments and details are in Section O.

The rst attempt with the baseline model fails, and the safety driver must intervene after a few
seconds of autonomous driving. The second attempt is shown in Figure 6. The pretrained model
maintains a good VSA estimate throughout, resulting in a stable trajectory (see top-right subplot)
even under challenging conditions. The baseline's VSA estimates under noise show occasional
deviations with increased variance. Bias failure leads to signi cant offset errors (see bottom-left
subplot), whereas mean input errors have minimal effect, suggesting robustness to such disturbances.
Notably, the baseline's estimation leads to unstable trajectories (see top-left subplot) that cause a
violation of the virtual track boundaries. Additional experiments with outages at the other sensors
show similar behavior for the pretrained model (see Section O). One notable exception arises under
longitudinal-velocity sensor outages: here the pretrained model also produces unstable trajectories,
but the baseline's parallel open-loop estimations still degrade to a greater extent. Our approach
demonstrates signi cant improvements in robustness across a vast majority of tested failure cases,
highlighting its potential for reliable deployment in real-world applications.



Figure 6: Robust virtual sensing in closed-loop control. Top: full driven trajectory (car image illus-
trative, indicating driving direction). Middle: perturbes)(vs. true &) wheelspeed measurements.
Bottom: sideslip estimate (§) under corruptions vs. true VSA (y).

6 Limitations and future work

The results demonstrate that the proposed masked pretraining signi cantly improves robustness
against common sensor failures for driving applications. However, while the model extrapolates
beyond the masks used during pretraining (see Section 5.1), studying more complex mode con g-
urations (e.g., coupled errors) and assessing its performance in additional domains would broaden
the applicability of the proposed method. The experiments show that certain sensor failures, such
as errors in the longitudinal velocity, are more detrimental to closed-loop performance than others.
A limitation of this work is that all failure modes across all channels are weighted equally, but we
speculate that this can be addressed by re-weighting of the loss. Finally, as the method employs
multiple mask-based tasks, interference between the gradient updates could lead to poor convergence
during training. Leveraging advanced multi-task learning techniques, such as [Yu et al., 2020], may
mitigate this and improve performance, and will be explored in future work.

7 Conclusion

In this work, we introduce a novel self-supervised masking scheme designed to strengthen model
resilience by directly incorporating common sensor failure modes into the learning objective. By
training models to reconstruct signals corrupted by realistic fault simulations, we foster representations
signi cantly more robust to sensor outages than those learned via traditional masking. We demonstrate
the effectiveness of this approach through extensive validation on a vehicle dynamics dataset and,
through successful deployment as a virtual sensor in closed-loop control of a real autonomous vehicle
operating at its limits. The results demonstrate signi cantly improved robustness against various
sensor failures, including generalization to a fault type unseen during pretraining. We believe that by
directly addressing this critical vulnerability, our work contributes to the development of resilient
deep learning systems, which are essential for robust deployment in safety-critical applications.
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A Data and preprocessing

The dataset, recorded in 2013 and availabldntgis://cars.stanford.edu/datadriven/
revs-program-vehicle-dynamics-database , contains various vehicle dynamics measurements.

The models were trained on a subset of the 2013 Monterey Motorsports Reunion dataset and tested
on a holdout CSV from the same dataset, as well as the 2013 Targa Sixty Six dataset, which is
used to test the performance of the models on an unseen track. All measurements were taken on a
1963 Corvette Grand Sport. Two CSV les exhibiting anomalous events (engine issue and vehicle
spinning) were excluded. We down-sampled the data to 20 Hz.

Table 1: CSV les used for training and testing

Train Data Test - Same Track Test - New Track Excluded
20130810 01 01 01 20130811 02 01 01 20130222 01 01 03 20130817 _01 01 02
20130810 02 01 01 20130222 01 _02 03 20130815 01 01 02
20130811 01 01 01 20130222 _02_01_03

20130816 01 01 02 20130223 01 _01 03

20130817 _02 01 02 20130223 01 _02 03

The collected signals include parameters related to vehicle motion, engine performance, control
inputs, and positional data. Table 2 lists all channels we used for training our models.

Table 2: Input channels and target for downstream task

Feature Description

vyCG (target) Lateral velocity (m=s)

engineSpeed Engine speed (RP M)

handwheelAngle Handwheel angle (deg)

throttle Throttle position (%)

brake Brake pedal force (%)

axCG, ayCG Longitudinal and lateral accelerations (f)=s
yawRate Yaw rate (deg=s)

chassisAccel (FL, FR, RL, RR) \Vertical chassis accelerations fin=s

All rows where the longitudinal velocity vxCG was below 1 m/s were removed, as data in this range
exhibited outliers in the sideslip angle, likely resulting from its computation based on longitudinal
and lateral velocities. Given Equation (10), small measurement noise in vyCG can lead to large errors
in the sideslip angle when vxCG is low. Input data were standardized using z-score normalization,
and 10% of the training set was used for validation during training.

B Implementation details

All models were trained using the same architecture and hyperparameters, except for the regularization
parameters of the non-pretrained baseline model. The pretrained models (Mean, Bias, and Noise,
and only Mean masking) were pretrained for 600 epochs and then netuned for 50 epochs. The non-
pretrained baseline was trained for 50 epochs. The models were implemented in PyTorch and trained
on a single NVIDIA H100 GPU. The code is availablehdips://github.com/JBrandt97/
FaultsToFeatures.

Pretraining

Model architecture: The proposed model is based on a transformer architecture composed of a
backbone and a projection head. The transformer backbone consists of 4 encoder layers, each with
an embedding dimensiod{oqe) Of 512, 16 attention heads, and a feedforward network dimension

of 2048. GELU activations, batch normalization, and residual connections are employed within each
transformer block. Dropout is not applied. The projection head transforms the attened transformer
encoder output (sequence length of 20 time steppd 2 dimensions = 10,240 dimensions) into an
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output dimension of 220 (20 time stepsl1 features) through an intermediate hidden layer of size
512. Similar to the backbone, dropout is set to 0.

Optimization procedure: The model was trained for 600 epochs using an AdamW-based optimizer
with custom hyperparameters. The learning rate schedule (cosine) consisted of an initial learning rate
of 3.6040 1C° , increased linearly to a peak learning ratésc039 10* , and then decreased to a
minimum learning rate 06.3811 1 . Gradient clipping was applied with a maximum norm of

1.0. The optimization parameters and , were set to 0.96075 and 0.96127, respectively. Weight
decay was not used, and a linear warm-up strategy scaled the learning rate from an initial division
factor of 20 (total training steps divided by 20) to the peak learning rate. Training was conducted
with a batch size of 4096.

Finetuning

Regression head: The pretraining projection head was exchanged with the netuning regression
head. The regression head attens the latent space and consists of two intermediate layers with 256
and 64 neurons, respectively, and a nal output layer with 1 neuron. The activation function is ReLU,
and dropout is set to 0.32 and 0.14.

Optimization procedure: The netuning head was trained for 50 epochs using an AdamW-based
optimizer. The learning rate schedule (cosine) involved an initial learning ra8e&6013 10 |,

linearly increasing to a peak learning rate4a233 10" , and subsequently decreasing to a minimum
learning rate 0f..987 1C° . Gradient clipping was applied with a maximum norm of 1.0. The Adam
optimizer parameters; and , were set to 0.81596 and 0.96962, respectively. A weight decay of
0.0584 was used. A linear warm-up strategy scaled the learning rate from an initial division factor of
10 (total training steps divided by 10) up to the peak learning rate. The encoder backbone remained
frozen during this phase.

Non-pretrained baseline model

This baseline utilizes the same transformer backbone and regression head architecture employed
during the ne-tuning stage of the pretrained models. However, it was trained directly for 50 epochs
without any pretraining phase, and the encoder backbone was not frozen. While the non-pretrained
baseline model used the same learning rate schedule and AdamW optimizer parameters (

as the netuning stage of the pretrained models, its regularization parameters—speci cally weight
decay, backbone dropout, and gradient clipping norm—were tuned independently. This separate
tuning was necessary as pretraining can act as a form of regularization [Erhan et al., 2010], which the
model lacks. The dropout rate in the backbone was set to 0.04, and the weight decay was set to 0.001.
Gradient clipping was applied with a maximum norm of 3.0.

Hyperparameter selection

The hyperparameters for pretraining, netuning, and the non-pretrained baseline model were deter-
mined through a combination of automated hyperparameter optimization and informed selection
based on established practices in related literature. For the automated tuning part, we utilized Ray
Tune [Liaw et al., 2018] with an Asynchronous Successive Halving Algorithm (ASHA) scheduler
[Li et al., 2020]. Architectural choices and certain training con gurations also drew inspiration from
successful transformer-based time series models such as Informer [Zhou et al., 2021] and the work
by Zerveas et al. [2021].

Experiments compute resources

All pretraining and ne-tuning experiments were conducted on a single NVIDIA H100 GPU. For the
speci ¢ experiments presented in Section 5.1, each complete training run (pretraining followed by
netuning) required approximately 3 hours. Model evaluations, including the simulation of sensor
failures and performance assessment for both baseline models and our approach across all test sets,
were performed on an Apple MacBook Pro equipped with an M3 Max processor and 128 GB of

uni ed memory. A full evaluation cycle covering all sensor failure modes took approximately 20
minutes (Figure 4). The total computational effort for the entire project was substantially greater,
including extensive hyperparameter tuning and architectural re nements conducted over several
months, as individual model training runs never utilized more than a single H100 GPU.
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C Different masking combinations

To further understand the contribution of each mask to the overall robustness and downstream perfor-
mance, we conducted an ablation study where models were pretrained using different combinations of
the mean, bias, and noise masking objectives introduced in Section 4.1. Speci cally, we trained sepa-
rate models using each masking type (Mean only, Bias only, Noise only), all pairwise combinations
(Mean+Bias, Mean+Noise, Bias+Noise), and the full combination (Mean+Bias+Noise) presented in
the main paper. Each pretrained model was subsequently netuned on the lateral velocity estimation
task. We then evaluated these models following the same protocol as in Section 5.1, assessing their
robustness against the four sensor failure modes (mean, bias, noise, scaling) across all input channels
on both the seen and unseen test tracks, as well as their baseline performance without induced failures.
The results of this comparative analysis are presented in Figure 7.

Each data point (color/shape) represents the model's MSE under a speci ¢ sensor failure mode,
illustrating robustness and performance variability across failures; the black line denotes performance
without failures. Models lacking bias masking exhibit increased variability in bias and scaling
errors, while those with bias masking demonstrate enhanced robustness. The three-masking approach
achieves the second-best downstream performance without errors and shows decreased variability
and good robustness for the seen and unseen tracks.

Figure 7: Robustness evaluation for all different masking combinations.
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