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Abstract

Large language models (LLMs) typically generate identical or similar responses
for all users given the same prompt, posing serious safety risks in high-stakes
applications where user vulnerabilities differ widely. Existing safety evaluations
primarily rely on context-independent metrics—such as factuality, bias, or toxic-
ity—overlooking the fact that the same response may carry divergent risks depend-
ing on the user’s background or condition. We introduce “personalized safety” to
fill this gap and present PENGUIN—a benchmark comprising 14, 000 scenarios
across seven sensitive domains with both context-rich and context-free variants.
Evaluating six leading LLMs, we demonstrate that personalized user information
significantly improves safety scores by 43.2%, confirming the effectiveness of
personalization in safety alignment. However, not all context attributes contribute
equally to safety enhancement. To address this, we develop RAISE—a training-free,
two-stage agent framework that strategically acquires user-specific background.
RAISE improves safety scores by up to 31.6% over six vanilla LLMs, while main-
taining a low interaction cost of just 2.7 user queries on average. Our findings
highlight the importance of selective information gathering in safety-critical do-
mains and offer a practical solution for personalizing LLM responses without
model retraining. This work establishes a foundation for safety research that adapts
to individual user contexts rather than assuming a universal harm standard.

1 Introduction

The use of AI chatbots exhibits a significant duality: while most users experience safe and harmless
interactions, recent studies [43, 21] have documented extreme cases where users chose to commit
suicide following such interactions. This contrast underscores the urgent need for large language
models (LLMs) to implement personalized safety mechanisms that account for individual vulnerabil-
ity. General safety measures [23] may become dangerously inadequate in high-stakes domains such
as health counseling [12], financial advising [40], and emotional support [21], where users’ personal
context, such as emotional state, cognitive vulnerabilities, or social environment can drastically alter
the safety implications of a seemingly benign response. Ignoring these differences may result in
unintended harm, even when the output appears harmless under conventional safety metrics.

As shown in Figure 1, the same harmless empathetic response led to emotional relief for a low-risk
user, but triggered fatal action for another with a suicidal intention. Despite advances in general
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Figure 1: Left (blue dashed box): Two users with different personal contexts ask the same sensitive query, but a
generic response leads to divergent safety outcomes—harmless for one, harmful for the other. Left (blue region):
Evaluating this query across 1,000 diverse user pro�les reveals highly inconsistent safety scores across models.
Right (orange dashed box): When user-speci�c context is included, LLMs produce safer and more empathetic
responses. Right (orange region): This trend generalizes across 14,000 context-rich scenarios, motivating our
PENGUINBenchmark for evaluating personalized safety in high-risk settings.

LLM capabilities, thesepersonalized safety failuresremain a critical blind spot in current LLM
safety research [29]. Prior studies [10, 68] con�rm that psychological distress caused by social media
and AI can contribute to suicidal ideation. These �ndings expose a critical gap between real-world
harms and how safety is currently assessed in LLMs. Existing safety benchmarks focus primarily
on context-independent safety metrics—such as factuality [44, 59], toxicity [35, 66], and social bias
[67], but fail to account for individual variation in user vulnerability. This paper is dedicated to
understanding and improving personalized safety by addressing the following three key questions:

• RQ1: What is the suitable benchmark to systematically measure personalized safety risks in
high-stake, user-centered scenarios?

• RQ2: Can access to structured context information mitigate personalized safety failures?
• RQ3: How to design a cost-ef�cient approach that dynamically acquires critical user contexts to

improve safety under limited interaction budgets?

First, to address RQ1, we present thePENGUINbenchmark (Personalized Evaluation of Nuanced
Generation Under Individual Needs, Section 3), the �rst large-scale testbed for evaluating LLM
safety in personalized, high-stake scenarios. It comprises 14,000 user scenario drawn from seven
emotionally sensitive domains (e.g., health and �nance) [17, 29, 30]. Each scenario consists of a user
query with a structured personal context that captures key attribute of the user's situation—such as age,
profession, and emotion. These contextual factors are grounded in validated risk dimensions identi�ed
in prior behavioral [78] and psychological studies [63], and are standardized into ten structured
�elds to support systematic evaluation. To ensure coverage and realism while reducing the risk of
data contamination, scenarios are drawn from both real-world Reddit posts [51, 76] and synthetic
examples [20]. Each scenario appears in both context-rich and context-free variants to support
controlled comparisons. LLM responses are evaluated by three human-centered dimensions with a
5-point Likert scale: risk sensitivity [46], emotional empathy [79], and user-speci�c alignment [8],
tailoring advice and information to the user's speci�c context, constraints, and needs.

Second, to answer RQ2, we perform comprehensive evaluation using our benchmark on diverse
LLMs (Section 4). Our analysis reveals that providing detailed user context signi�cantly improves
safety scores—raising average ratings from 2.8 to 4.0 out of 5, representing a43.2% improvement.
This pattern was consistent across all tested models, including GPT-4o and LLaMA-3.1, with safety
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improvements ranging from 37.5% to 45.6% depending on the domain sensitivity. Importantly,
further analysis shows that not all user attributes (e.g., age or emotion) contribute equally to risk
reduction; under constrained acquisition budgets, the overall safety performance depends heavily on
the quality of selected attributes. These �ndings highlight the need for selective and ef�cient context
acquisition strategies to enable safe, personalized generation in high-risk scenarios.

Finally, to tackle RQ3, we propose RAISE (Risk-Aware Information Selection Engine) - a two-stage
planning-based LLM agent framework that operates in atraining-free mannerto prioritize the most
informative user attributes while minimizing the interaction cost between the agent and the user
(Section 5). Since the framework relies solely on inference without backpropagation, it is readily
deployable in black-box settings, including proprietary models such as GPT-4o. Speci�cally, in
of�ine phase, we formulate context attribute selection as a sequential decision problem and use
LLM-guided Monte Carlo Tree Search (MCTS) [14] to discover optimal acquisition paths under
limited budget constraints, storing each query-path pair for ef�cient retrieval. It improves safety
scores by 5.9% over heuristic-based acquisition strategies. In online phase, a dual-module agent is
deployed: anacquisitionmodule retrieves the precomputed path to guide attribute selection, while
anabstentionmodule determines whether the acquired context is suf�cient to safely proceed with
response generation. Together, the full RAISE framework achieves a31.6% safety improvement over
the vanilla model. This approach enables personalized safety enhancement in high-risk scenarios
while balancing effectiveness, cost, and privacy.

In summary, our contributions are outlined below:

• We introduce PENGUIN, the �rst personalized safety benchmark that contains diverse contextual
scenarios and supports controlled evaluation with context-rich and context-free versions.

• Our extensive evaluation demonstrate that access to user context information improves safety
scores by up to 43.2% on average, con�rming the practical signi�cance of personalized alignment
in LLM safety research.

• We propose RAISE, a training-free, two-stage LLM agent approach that signi�cantly improves
safety (by 31.6%) while keeping the interaction cost as low as2.7user queries on average.

2 Related Work

LLM Safety. Recent research in LLM safety has focused on detecting unsafe responses using
standardized evaluation benchmarks. Common approaches include red teaming [18] and alignment
techniques based on human feedback such as RLHF and DPO [4, 50], which train models to reject
harmful instructions or avoid generating risky content. These benchmarks typically include instruction
datasets spanning categories such as illegal activity, misinformation, and violence, and are widely
used to assess robustness and refusal behavior [82, 71, 57, 39, 24]. More recent work has extended
the evaluation setting beyond single-turn QA to multi-turn dialogue and autonomous agents [81],
re�ecting increasing concern about long-term risk accumulation. However, these methods primarily
rely on context-independent safety metrics and assume a universal notion of harm, failing to capture
the differential risks posed to users with varying emotional states, vulnerabilities, or contexts. This
limitation is especially pronounced in high-risk applications where identical responses may lead to
radically different outcomes across users. To address this gap, our work systematically evaluates
LLM safety through the lens ofpersonalized risk, focusing on how personal context information
in�uences the safety and appropriateness of model outputs.

LLM Personalization and Personalized Safety.Research in LLM personalization has focused
on aligning model outputs with personal styles or interests. Prior work explores personalization
across diverse tasks, such as short-form and long-form text generation [56, 33], review writing [47],
and persona-grounded response generation [80, 34]. Common techniques include retrieval-based
adaptation [56, 84, 60], summarization-based user modeling [36, 37], and post-training methods
using system prompts [25]. These approaches aim to enhance �uency and relevance by tailoring
content to individual preferences. However, most existing efforts focus solely on surface-level
alignment—such as linguistic tone or topic preference—while overlooking the role of personalization
in ensuringresponse safety. That is, what counts as a “safe” or “appropriate” response can vary
signi�cantly depending on a user's emotional state, social background, or psychological vulnerability.
Röttger et al. [55] emphasize that users may perceive the same LLM output as differently harmful
based on their personal context, but their study does not formalize this as a modeling problem, nor
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Figure 2: Overview of our PENGUIN benchmark. Each user scenario is associated with structured context
attributes and is paired with both context-rich and context-free queries. These are scored on a three-dimensional
personalized safety scale to quantify the impact of user context information.

provide tools to measure or mitigate such variation. To address this gap, we introduce the notion of
personalized safety—a task formulation that captures how the same response may lead to divergent
safety outcomes depending on the user. We provide the �rst benchmark and evaluation framework to
systematically assess and mitigate these risks across diverse user pro�les in high-stakes settings.

3 Personalized Safety Evaluation by the PENGUIN Benchmark

In this section, we present the PENGUIN benchmark for systematic analysis of personalized LLM
safety in high-stake scenarios.

3.1 Design Logic

PENGUIN (Figure 2) evaluates the safety of LLMs through personalized interaction scenarios in seven
high-stake domains. Adomainrepresents a broad thematic area, such as health and relationships,
where model responses can signi�cantly impact user behaviors. Within each domain, we construct
diversescenarios, each composed of a userquerypaired with structuredattributesdescribing the
user's context, including age, career, and more. For example, in therelationshipdomain, a scenario
features the query: “Should I leave my partner of 5 years even though I still love them?” To construct
a complete evaluation scenario, we pair this query with a user pro�le comprising attributes like age
(23) and emotion (anxiety). This combination of query and context forms a single scenario instance
for evaluation. Model responses for each scenario are generated under two conditions: acontext-free
setting with only the query, and acontext-richsetting with the full user context. By scaling this
process across 14,000 scenarios, PENGUIN benchmark enables systematic, �ne-grained analysis of
LLM safety performance in emotionally and ethically sensitive user contexts.

Evaluated Domains. Building on prior work [17, 29, 30, 48, 72], we identify seven high-
risk domains commonly associated with heightened emotional vulnerability and decision-making
pressure in LLM-based social science research:Life, Education, Relationship, Health, Social,
Financial, and Career. These domains are selected to capture scenarios where LLM outputs
are most likely to signi�cantly affect users' emotional states and decision-making outcomes.

Table 1: Examples of attributes
Attribute Example Values

Age 18–24, 35–44
Gender Male, Non-binary
Marital Single, Divorced
Profession Engineer, Unemployed
Economic Moderate, Stable
Education High school, Master's
Health Chronic illness, Good
Mental Depression, None
Self-Harm None, Yes
Emotion Angry, Hopeless

Each domain re�ects distinct forms of user vulnerability, requiring
LLMs to meet elevated safety standards in their responses. These
domains are selected based on three criteria: (1) prevalence in real-
world user interactions with LLM systems, (2) evidence of psycho-
logical or situational fragility in the literature [17, 30], and (3) their
high likelihood of leading to emotionally or practically consequential
outcomes when model responses are misaligned. This coverage en-
sures broad applicability across diverse high-stakes contexts where
personalized safety is most critical.

Evaluated Attributes. We construct structured user pro�les using
ten attributes grounded in prior research on psychological vulnerability [78], decision framing [6],
and social support theory [63]. These attributes are chosen to re�ect user-speci�c factors that may
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