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Abstract

Differentially private (stochastic) gradient descent is the workhorse of DP private
machine learning in both the convex and non-convex settings. Without privacy
constraints, second-order methods, like Newton’s method, converge faster than
first-order methods like gradient descent. In this work, we investigate the prospect
of using the second-order information from the loss function to accelerate DP
convex optimization. We first develop a private variant of the regularized cubic
Newton method of Nesterov and Polyak [NPO6|], and show that for the class
of strongly convex loss functions, our algorithm has quadratic convergence and
achieves the optimal excess loss. We then design a practical second-order DP
algorithm for the unconstrained logistic regression problem. We theoretically and
empirically study the performance of our algorithm. Empirical results show our
algorithm consistently achieves the best excess loss compared to other baselines
and is 10-40x faster than DP-GD/DP-SGD for challenging datasets.

1 Introduction

Many machine learning tasks reduce to a convex optimization problem. More precisely, given a
dataset S,, = (z1,...,2n) € 2™, aclosed, convex set W C R?, and a loss function f : W x Z — R
such that, forevery z € Z, f(w, z) is a convex function in w, our goal is to compute an approximation

to arg min,, ¢y (6 (w,8,) & 1> iem) (w, zl)) . In this paper, we are interested in the problem
of designing optimization algorithms in the scenario that the dataset .S,, contains private information.
Differential privacy (DP) [DMNSO06] is a formal standard for privacy-preserving data analysis that
provides a framework for ensuring that the output of an analysis on the data does not leak this
private information. This problem is known as private convex optimization: Design an algorithm
A Z™ — W that is both DP and ensures low excess loss = ((A(S,,), Sn) — min, ey £(w, Sp).

The predominant algorithm for private convex optimization is DP (stochastic) gradient descent
(DP-GD/DP-SGD). This is a first-order iterative method. I.e., we start with an initial value wg
and iteratively update it using the gradient of the loss V,,,¢(wy, S,,) following the update rule
Wip1 =W — 1N+ (Vi £(we,Sn)+E& ), where n > 0 is a constant and &; is Gaussian noise to ensure
privacy. The number of iterations 7" also determines the amount of noise at each iteration, i.e., the scale

of &, is proportional to v/7" due to the composition of DP. Note that we assume ||V, £(w;, S,,)| < 1.

One of the major drawbacks of DP-(S)GD is slow convergence. The choice of (1, T') exhibits a
tradeoff in terms of the excess loss: if 7 - T is small, the algorithm cannot reach the optimal solution;
on the other hand, the magnitude of noise at each iteration is 7 - v/7', which cannot be too large.
Therefore, to maximize 7 - 7' and minimize 7 - /7', implementations of DP-(S)GD err on the side of
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large T and small n, which results in a long, slow path to convergence. This fact has been shown
theoretically as well: for the class of S-smooth convex functions, the optimal instantiations of DP-GD

use a step size of max{1/y/n,v/d/en} [BFTG19] while in the non-private setting the stepsize for
GD is set to 1/5. Smaller step size requires more steps (i.e. more iterations) to converge. This
slowness is exacerbated by the facts that (1) DP-SGD requires large batch sizes for good performance
[PHKX+23|] and (2) the hyperparameter tuning of DP-(S)GD, and generally DP algorithms, is a
challenging task [PS22]]. Can we design a DP optimization algorithm which accelerates DP-(S)GD
by choosing the step size dynamically based on the local geometry of the loss function?

We draw inspiration from the non-private optimization literature: To address the slow convergence of
GD and of first-order methods in general, a class of algorithms based on preconditioning the gradient
using second-order information has been developed [Nes98; NW99]. This class of algorithms is
based on successively minimizing a quadratic approximation of the function, i.e., w11 = w; + Ay
where Ay = argmina {(wy, Sn) + (VO(wy, Sn), A) + 5 (Hy - A A)} = — (Hy) ™" Ve(wy, S,,).
Here, H; is a scaling matrix which provides curvature information about the loss ¢(-,S,,) at w.
For instance, Newton’s method uses the Hessian H; = V2{(w;, S,). Second-order algorithms
significantly improve over the convergence speed of GD, and key to their success is that at each step
they automatically tune the stepsize along each dimension based on the local curvature.

In this paper, our goal is to accelerate DP convex optimization. In particular, the current paper
revolves around the following questions: Can the second-order information accelerate private convex
optimization while achieving optimal excess error? What is the best way to privatize second-order
information, e.g., the Hessian matrix? How does the achievable privacy-utility-runtime tradeoff
compare with first-order methods such as DP-GD? We show that second-order information can
accelerate DP optimization while achieving excess loss that matches or improves on DP-GD. Our
main contributions are both theoretical and empirical:

1.1 Provably Optimal Algorithm for Strongly Convex Functions

Newton’s method is a second-order optimization technique that is well-known for its rapid con-
vergence for strongly convex and smooth functions in non-private optimization. Specifically, to
achieve an excess loss of «, the method only requires O(log log(1/«)) iterations, which is provably
faster than the convergence rate of any first-order method. One natural question is whether it is
possible to design a second-order DP convex optimization algorithm that can achieve the optimal
minmax excess error err®" in O(log log(1/err°?)) iterations? We provide an affirmative answer to
this question in Section ] by designing a second-order DP algorithm based on the cubic regularized
Newton’s method of Nesterov and Polyak [NPO6]. At each step ¢, we compute a cubic upper bound
w+A,S8,) <Uw, Sp)+(Vwl(w, Sy), A) + 5(VEL(w, Sy)-A,A)+O(]|Al|?) . We can minimize
this cubic upper bound using any DP convex optimization subroutine; the minimizer becomes the
next iterate wy4 1. Since the cubic is a universal upper bound, our algorithm converges globally

1.2 Fast Practical Algorithms for DP Logistic Regression

DP logistic regression is a popular approach for private classification, with DP-GD/DP-SGD being
the predominant class of algorithms for this task. As we numerically show, DP-GD/DP-SGD exhibit
slow convergence for this task (See Figure[I)). In Section[5] we develop a practical algorithm that
injects carefully designed noise into Newton’s update rule as follows:

U =w— W (V?U/(wt,sn))il' (Vi l(we,Sn)+861) +Ei 2- (1)

In particular, we inject noise twice: & 1 privatizes the covertype, (<, 6)—(1n~%)-DP
gradient and , o privatizes the direction. The function ¥ B il NP O
modifies the Hessian to ensure that the eigenvalues are not w0 | == Gl
too small; this is essential for bounding the sensitivity and,

hence, the scale of & ». We consider two types of modifica-

tion based on eigenvalue clipping and eigenvalue adding. ~—
For eigenvalue clipping, ¥(VZ ((w;,S,)) replaces the T ~
eigenvalues \; of V?Uté(wt,Sn) with max{\;, Ao}, where 0 L e as e

Ao > 0 is a carefully chosen constant. For eigenvalue el ime (0 )
adding, \P(Vitﬁ(wtﬂn)) - Vﬁ,ﬁ(wt,sn) + Xol. Using Figure I: Excess logs versus runtime of
U we can control the sensitivity and still have fast conver- DP-GD & our algorithms.

gence, since important curvature information is generally
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contained in the larger eigenvalues/vectors of the Hessian. We prove the local convergence of the
update rule () in Section[5.3]and perform a thorough empirical evaluation Section[6] We demonstrate
that our algorithm outperforms existing baselines on a variety of benchmarks.

Ensuring Global Convergence. One limitation of the update rule in Equation (IJ) is it does not
converge globally (even without noise added for DP). That is, if the initial point wy is too far from
the optimal solution, then the iterates may diverge. To address this problem, we propose a variant of
Newton’s update rule where we replace the Hessian with a different form of second-order information
which gives a Quadratic Upperbound (QU) on the logistic loss. This is guaranteed to converge
globally, like the cubic Newton approach. And we show numerically that this algorithm converges
almost as fast as the regular Newton’s method in the private setting. Figure [I]shows the convergence
speed of our algorithms and DP-GD in terms of real wall time for the task of logistic regression
on the Covertype dataset for (¢,8) = (1, (num. samples)~2)-DP. Despite DP-GD having a lower
per-iteration cost, our algorithm is 30x faster than DP-GD and achieves better excess loss.

Stochastic Minibatch Variant. We also show that our algorithms naturally extend to the minibatch
setting where gradient and second-order information are computed on a subset of samples. We
numerically compare it with DP-SGD and show that it has faster convergence.

2 Related Work

DP optimization is a well-studied topic [e.g.,|SCS13; MRTZ17; ACGM+16; |STU17; WLKC+17;
INST+19; STT20; SSTT21}|GTU22; |GLL22; BFTG19; [BST14|]. Most similar to our work, Avella-
Medina, Bradshaw, and Loh [[ABL21]] consider second-order methods for DP convex optimization.
We provide a detailed comparison between our results and theirs in Remark .5]and Section [6]showing
that our algorithms relax restrictive assumptions and provide better excess error for logistic regression.

There are numerous non-private second-order optimization methods in the literature. The choice of
method depends primarily on the values of n and d. When n is large, several works consider various
sampling techniques for constructing second-order information, see [RM19; XYRRM16; [Erd15;
EM15]]. When d is large, various methods are proposed in the literature for efficient approximation of
the Hessian matrix, see [ABH17; |Erd15; EM15; XYRRM16;|GKLR19]]. There is also a family of
algorithms based on the estimation of the curvature from the change in gradients. These algorithms
are generally known as quasi-Newton methods stemming from the seminal BFGS algorithm [JM23]].

3 Preliminaries

Let d € N. For a vector # € R?, ||| denotes the /3 norm of x. Let n,m € N. For a matrix
AeR™™ ||A| = SUPcrm: o<1 || Az|| denotes the operator norm, and || A|| - £ /trace(AT - A)
denotes the Frobenius norm of A where trace denotes the trace operator. I; € R%*? denotes
the identity matrix. (-,-) denotes the standard inner product in R%. For a convex and closed
subset W C R?, let ITyy : RY — W be the Euclidean projection operator, given by Iy (z) =
argmin, ey ||y — z[[,. For a (measurable) space R, M;(R) denotes the set of all probability
measures on K. Note that the statements in the paper about random variables hold almost surely. We
will skip such declarations to aid readability. Let Z be the data and let ) C R? be the parameter
space. Let f : W x Z — R be a loss function. Throughout the paper, we assume f is doubly
continuous, a convex function in w, and W is a closed and convex set. We say (1) f is Lo-Lipschitz
iff there exists Lyp € R such that Vz € Z, Vw,v € W : |f(w,2) — f(v,2)] < Lo |lw -0, 2) f
is Ly-smooth iff there exists L; € R such thatVz € Z,Vw,v € W : |V f(w,2z) — Vf(v,2)] <
Ly [Jw — v||, (3) f has a Lo-Lipschitz Hessian iff there exists Ly € R such that Vz € Z, Vw,v € W :
V2 f(w, 2) = V2f(v,2)|| < Lg lw— v, 4) [ is p-strongly convex iff for all w,v € Wand z € Z
we have f(’U,Z) > f(wa Z) + (Vf(w, Z),?) - w> + % HU - wH2'

3.1 Zero-Concentrated DP

For our privacy analysis, we use concentrated differential privacy [DR16; [BS16], as it provides a
simpler composition theorem — the privacy parameter p adds up when we compose.



Definition 3.1 ([BS16, Def. 1.1]). A randomized mechanism A : 2" — M;(R) is p-zCDP,
iff, for every neighbouring dataset (i.e., addition or removal) S,, € Z™ and S], € Z", and for
every a € (1,00), it holds D, (A(Sy,)|A(S),)) < pa, where Dy (A, (S5) || An (S’ )) is the a-Renyi
divergence between A, (S,,) and A, (S},).

We should think of p = €2: to attain (e, §)-DP, it suffices to set p = [BS16, Lem. 3.5].

8'2
4log(1/6)+4e
Lemma 3.2 ([BS16, Prop. 1.3]). Assume we have a randomized mechanism A : Z — M1 (R) that
satisfies p-zCDP, then for every § > 0, Ais (p + 2+/plog(1/4),0)-DP.

4 Optimal Algorithm for the Class of Strongly Convex Functions

In this section, we present a DP variant of the cubic-regularized Newton’s method of Nesterov and
Polyak [NPO6]. To motivate the idea behind our algorithm, we revisit DP gradient descent (DP-GD)
for the class of Ly-Lipschitz and L;-smooth convex loss functions.

Let {w?D}te[T] be the iterates of DP-GD. The smoothness of ¢ lets us construct a global quadratic
upper bound on the function [Nes98, Thm. 2.1.5] as follows Yw € W and S,, € Z" :

U(w, Sy) < g (w) £ L(wi®, S,) + (VE(wi®, S,), w — wiP) + — || ?DHZ. (2)
Then, DP-GD can be seen as a two-step process:

(StepD) w1 =argmin g, (v) =wi® L7 'Ve(wi®, S,),  (Step I wiP =Ty (ve1 + L7 1),

where & = N (0, O'2Id) with 02 = 2;i2 so that th_El satisfies p-zCDP [BS16, Lem. 2.5]. That is, in
each iteration of DP-GD, we find a minimum of the quadratic upper bound q;(w) and then project
back to W. (In the unconstrained setting where V' = R we do not need the second projection step.)

Consider the class of Ly-Lipschitz Hessian convex loss functions. Nesterov and Polyak [NPO6|
Lem. 1] show that we can construct a global cubic upper bound exploiting the second-order informa-
tion (i.e., Hessian) as follows: for all w and wy, (w, Sy,) < ¢ (w) where

N 1
de(w) = L(wy,Sp)+{(VL(wy, Sp), w—wy) +5<V2£(wt,Sn)(wfwt),wfwt>+%||wfwt||3 . (3

Their non-private algorithm is based on the exact minimization of ¢;(w), i.e., the next iterate is
w1 = argmin ¢, (w). Note that arg min ¢, (w) does not admit a closed form solution, as opposed
to the quadratic upper bound (2). Similar to the intuition for DP-GD on smooth loss functions
(), our algorithms in this section are based on privately minimizing ¢;(w) at each iteration. Our
algorithm is shown in Algorithm|[I] In each iteration the algorithm makes an oracle call to obtain
(b(wi, Sp), VO wy, Sp), V2(wy, Sy)). Then, the algorithm calls an efficient DPSolver for privately
optimizing the cubic upper bound (3). The privacy analysis of Algorithm|[I]is a direct application
of the composition property of zCDP [BS16, Lemma 2.3]; the output of DPSolver at each iteration
satisfies p/T-zCDP where p is the total privacy budget and T is the total number of iterations.

Remark 4.1. DPSolver in Algorithm [I]does not affect the oracle complexity of Algorithm[T} as it is

applied to the proxy loss ¢;(w), rather than the underlying loss ¢(w, S,,). <
Algorithm 2 DPSolver
Algorithm 1 Meta Algorithm 1: Input: functiong : W — R : ¢(0) = £+ (g,0 — 0o) +
1: Input: training set S, € Z", privacy budget L (H(6—60), (0 —60))+=2 1|6 — 6o|), privacy bud-
p-zCDP, initialization wo € VW, number of iter- get p-zCDP, initialization 6.
ations 7. 2: N = 2ﬁ(L0+L1D+L2§)2)2n2 o2 = N(L0+I:1D)2
2: fort=0,...,T—1do ) . GotlaD)id 7 2p
2 3: for:=0,...,N—1do
3: Query £(we, Sn), VE(we, Sn), V- L(we, Sn) 4. s
4: Construct ¢, (w) from Equation ’ = WG .
5: wi+1 = DPSolver(¢.(w), p/T,w:) S grad; = g+ H(0; — o) + 3 [|0: *920H (0: — o).
6: Output wr. 6: i1 = HW(9 ni(grad; + N(0,0%14)))
7: Return 30 ¢ ﬁ@




Theorem 4.2. Let f be a Lo-Lipschitz, Li-smooth, Lo-Lipschitz Hessian, and u-strongly convex
function. Also, assume that W C RY has finite diameter D. Let w* = arg min,, ¢y, £(w, S,). Then,
forevery p >0, 8 € (0,1), and S, € Z™ for sufficiently large n, by setting the number of iterations
in Algorithm/[I|to

zn_@(p@zw@m“$»—€0v7&0>‘*bgbg(‘iéﬁﬁiﬁn’

and using Algorithm 2] as DPSolver, we have the following: The output of Algorithm[l} i.e., wr,
satisfies p-zCDP and with probability at least 1 — (3

d(Lo + L1D)%*log(1/8) <L§L0D)%>

ppn? p

Remark 4.3. The lower bound on the excess error of any DP algorithm for the class of strongly
convex functions [BST14, Thm. 5.5] implies that the achievable excess error in Theorem is
optimal in terms of the dependence on d, p, and n. Also, the oracle complexity of our algorithm is an
exponential improvement over the oracle complexity of first-order methods [STU17]. <
Remark 4.4. The proof of Theorem[4.2] suggests that Algorithm [T has two phases. First, while wy is
far from w*, the convergence rate is 1/ T*. Second, when w; is close to w*, the algorithm exhibits the
convergence rate of exp(exp(—T')). Notice that Algorithm [1|is agnostic to this transition in the sense
that we do not have an explicit switching step in Algorithm|[I|and Algorithm 2] It is also interesting
to note that the transition happens when ||w; — w*|| < 3p/4Ls. q
Remark 4.5 (Comparison with [ABL21]].). In [ABL21} §4], the authors propose a DP variant of
Newton’s method. Their main idea is to add independent noise directly to the Hessian matrix and
the gradient vector using the Gaussian mechanism. They also require that the Hessian be a rank-1
matrix. The issue with adding noise directly to a full-rank Hessian matrix is that the noise scales with
the dimension d, which can lead to a suboptimal excess loss. In contrast, our algorithm has a global
convergence without placing restrictions on the rank of the Hessian matrix or the initialization. <
Remark 4.6. We showed in Theorem [4.2] that our algorithm has an exponentially smaller oracle
complexity than the first-order methods in terms of the dependence to n. For the class of convex,
smooth, Lipschitz, and strongly convex, [ZZMW 17]] proposes a first-order algorithm with an oracle
complexity of T3 = © (y/L1//f + log(n)). It is important to note that the constant term in T}
differs from our result, making a direct comparison challenging. It is an interesting question to
develop a second-order DP algorithm with a smaller oracle complexity than both the algorithms
proposed in [ZZMW17] and ours in Algorithm|[I] <
Remark 4.7. The cubic Newton method has a non-private convergence rate of 72 for the class of
convex (but not strongly convex) functions [NPO6, Thm. 4]. We leave it as an open question whether
there exists a DPSolver such that Algorithm|[T|achieves an optimal excess error and oracle complexity
for convex functions. However, this can be achieved by a DP variant of the first-order accelerated
Nesterov’s method [Nes98; NJLS09; [GL12]J; see Appendix[A.2] 4

Uwr, Sn) — £(w*, Sp) < O(

5 DP Logistic Regression using Second-Order Information

The main limitation of our cubic Newton’s method (Algorithm [1)) is that each iteration requires
solving a nontrivial subproblem. So, despite low oracle complexity, it is computationally expensive.
Moreover, many loss functions, such as logistic loss, are not strongly convex in the unconstrained
setting. In this section, we aim to develop a fast second-order algorithm for unconstrained logistic
regression avoiding this issue. In many real-world classification tasks, the logistic loss is the loss of
choice. The logistic loss is a convex surrogate of the 0-1 loss, and satisfies many regularity conditions
that give rise to various practical optimization algorithms [Bac10; Erd15; KSJ18]. Also, note that our
results in this section can readily be extended to the class of smooth and convex GLMs.

First, we recall the logistic loss function. Let d € N and Z = B%(1) x {—1,1} be the dimension
and data space, where BY(1) = {x € R?: ||z|| < 1} is the unit ball in R%. Let fr1, : R x Z = R
denote the logistic loss function defined as

frn(w, (z,y)) = log(1 + exp(—y - (w, x))). )
The gradient and Hessian of f1, are given by
T
—xy 9 TT
Vo fuu(w, (2,y)) = ————————, V,, fir(w,(z.y))= )
L+exp(y (w, ) (exp(—{0) exp(570))2



Newton’s method [BV04, §9.5] is based on successively minimizing a local second-order Taylor
approximation on the function. Newton’s method does not guarantee a global convergence [JT16];
the reason is that the second-order Taylor approximation of the logistic loss can greatly underestimate
the function. Next we show that it is possible to obtain a quadratic global upper bound on the logistic
loss function. We will use this to develop an algorithm that converges globally.

Lemma 5.1. For every v € R? 2 € RY w e RY, and y € {—1,+1}, we have

1

fLL(wv (x,y)) < fLL(va (fE,y)) + <vaL(vv (:c,y))7w - U> + 5 <Hqu(1}, (xvy))(w - ’U)7U) - U> y

» tanh({z.v)/2)
o 2{x,v)

Remark 5.2. Since fir, is %-smooth, we can construct a simpler global quadratic upper-bound
as follows [Nes98, Thm. 2.1.5]: frp(w, (z,y)) < fuL(v, (z,9)) + (VfiL(v, (z,y)),w —v) +
3w - o). Lemmamis tighter than this, since Hqu(v, (z,y)) < +14; see Appendix <
Remark 5.3. The second-order Taylor approximation and our upper bound in Lemmal5.1]both provide
a quadratic approximation of the logistic loss. In the remainder of the paper, we write H (v, (z,y))
to refer to both V2 fr1,(v, (z,y)) and Hg(v, (z,y)). We refer to H (v, (x,y)) as the second-order
information (SOI) and to Hy, as quadratic upperbound SOI. Finally, notice both V2 fi1, (v, (z,y))

and Hgu (v, (z,y)) are PSD rank-1 matrices, with maximum eigenvalue < [ z|*> < 1. <

where Hy, (v, (z,y)) zx' € R,

5.1 Algorithm Description

We are given a dataset S, = ((21,91),--+, (Tn,yn)) € (BY(1) x {—1,+1})" and we aim to
minimize {rr,(w, S) £ & e frL(w, (24, ;)). Our algorithm iteratively minimizes a quadratic

approximation of ¢r1,(w, Sy, ). Consider
1
g (w) = Lon(we, Sp) + (VeLn(we, Sp),w — wy) + 5 (H(w, Sp)(w —wy), (w—wy)), (6)

where H(w;,S,) £ 1 > icm) H(we, (z5,9:)). In the non-private setting the next iterate is set

to wy1 = argmin, q;(w) = w; — H(wy, Sp) VL (we, Sp,). To develop a private variant of
Newton’s method, we need to characterize the sensitivity of this update rule. Our key observation
is that the directions corresponding to small eigenvalues of H(wy, S,,) are more sensitive than the
directions corresponding to large eigenvalues. To overcome this issue, we modify the eigenvalues
of H(wy, Sy,) to ensure a minimum eigenvalue > Ao, where Ao > 0 is a carefully chosen constant.
We show how to adaptively tune )¢ in Section[5.2] This procedure yields the desired stability with
respect to neighbouring datasets. Formally, the modification operator is defined as follows:

Definition 5.4. Let A € R%*? be a positive semi-definite (PSD) matrix and Ao > 0. Define

d d
Uy, (A clip) =Y " max{Xo, Nitusu, Uy (A,add) =Y (A + Ao)usu, = A+ Mola.
i=1 i=1
where A = Z?Zl )\ZuzulT is the eigendecomposition of A —ie., 0 < A\; < -+ < Ay are the
eigenvalues and uy, ..., uq € R? are the eigenvectors, which satisfy Vi # j ||u;|| = 1 A (u;, u;) = 0.

Algorithm [3 describes our algorithm. First, we state the privacy guarnatee of Algorithm [3] whose
proof can be found in Appendices[B.3]and [B.4]

Theorem 5.5. Assume in Algorithm 3| we choose add for the SOI modification. Then, for every
training set S, € (R4 x {—1,+1})", wg € W, A\g >0, T €N, p € R, and § € (0, 1), by setting
o1 = n\/% and o9 = W‘%’ wr satisfies p-zCDP.

Theorem 5.6. Assume in Algorithm 3| we choose clip for the SOI modification. Then, for every

training set S, € (R? x {—1,+1})", wo €W, Ao >0, T €N, p € Ry, and § € (0,1) such that

n > &, by setting o1 = n\/% and oy = W%, wr satisfies p-zCDP,



Algorithm 3 Newton Method with Double noise Our DP algorithm differs from the non-private

1: Inputs: training set S, € Z™, Ag > 0,6 € (0,1), Newton’s method in three ways: (1) We first
privacy budget p-zCDP, initialization wo, number of  privatize the gradient by adding noise. (2) We

iterations 7', SOI modification € {clip, add}. modify H (wy, S,,) to ensure its eigenvalues are
2: Setoy = ﬁ\/i—e) not too small. And (3) we add a second noise to
3: if SOI modification = Add then the update computed using the noised gradient
4: oo = (4"*2‘%% and modified second-order information (SOI).
5: else if SOl modification = Clip then Notice that Algorithm [3] has four variations
6: o2 = (4"*3*% based on the SOI and the modification of
7 fort—=0.. . T—1do SOI, namely, Hess—clip, Hes's—add, QU—cIip,
g Quer}; ny(wt, S,) and H(wy, Sy) aqd QU-ac.id which refer to using Hessian and
9: H, = W, (H(w, S,), SOI modification) clip, Hessian and add, quadratlc upper bound
10- Gt = VfiL(we, S) + N(0, 0214) (See Lemmal5.1)) and Clllp, and quadratic upper
11 wesr = we — HiVge + N0, ||e |2 02 1a) bound and add, respectively.
12: Output wr-. Remark 5.7 (Generalization of Algorithm [3).

In this section our main focus is on DP logistic
regression, and the privacy guarantees hold for
the logistic loss. Nevertheless, in Appendix [B.6] we present a generalization of Algorithm 3] whose
privacy guarantee holds for every convex, doubly differentiable, Lipschitz, and smooth loss function
without any constraints on the rank of Hessian. The main technical challenge for sensitivity analysis is
proving the approximate Lipschitzness of ¥ in the operator norm (See Lemma[B.7). This demonstrates
that our algorithm is more general than objective perturbation [CMS11j |KST12; [INST+19] and the
private damped Newton’s method [[ABL21]] which both require a low-rank Hessian. N

5.2 Private and Adaptive Selection of Minimum Eigenvalue

One of the hyperparameters of Algorithm |3| is the minimum eigenvalue )\y. There exists a
tradeoff for choosing \g. We ideally want the modification to be as small as possible, so that
the SOI is preserved. However, decreasing )\ increases o2 and we add more noise. To deal
with this problem, we propose a heuristic rule for an adaptive, private, and time-varying se-
lection of the minimum eigenvalue. We wish to find Ao, that minimizes expected loss at the
next iteration, for which we have the quadratic approximation (6). More formally, we com-
pute Ao ¢ as arg min, E [q; (w; — Wy (H (wy, S, ), SOl modification)g; + ||g:|| o2(\) - €)] where ¢;
is given in (6) and £ ~ N(0,I;). We show in Appendix that an approximate minimizer is

1
Ao, o< ( trace(H (wy, 5 )) )?. Note that Ao ; depends on the data through trace(H (wy, Sy)),

n? X privacy budget for the direction
which has sensitivity 1/4n, so it can be estimated privately. In Appendix we provide the algo-
rithmic description of a variant of Algorithm [3| with an adaptive and private minimum eigenvalue. In
particular, we divide the privacy budget at each iteration into three parts: (1) privatizing the gradient;
(2) estimating the trace of SOI; and (3) privatizing the direction. We use this variant for our numerical
experiments in Section [f]

5.3 Convergence Results for Algorithm

In this section, we provide data-dependent convergence guarantees for Algorithm [3] We express
these guarantees in terms of the conditional expectation E; [] = E [-|{w;};cy] and they can be
easily extended to obtain high probability bounds. Before presenting the results, we introduce a
notation. For a dataset S,, = ((z1,91), .-, (Zn,yn)) € (R? x {=1,+1})", let V € R¥* denote
the orthogonal projection matrix on the linear subspace spanned by {z1, ..., z,}. For every vector
u € RY, define ||ul|;, £ VuTVu. This norm naturally arises since for every w € R? we have

lrn(w, Sp) — fon(w*, Sp) < & |lw — w*||%/ where w* = arg min ¢11,(w, S,,) (See Appendix .

5.3.1 Local Convergence Guarantee of Hess-clip and Hess-add

Theorem 5.8. Let S, denote the dataset and rank denote the dimension of the linar subspace
spanned by {x1,...,x,}. Let Ayin ¢ be the smallest non-zero eigenvalue of V(11 (w¢, Sy,) and p be
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the privacy budget (in zCDP) per iteration. Then,
* 12 2 * 112 %113 2 %114
Ee [lwess = w*lly | < vF, s = w I, + 20 00m, llwe = w* [} + 23, e = w3, + A,

where the coefficients are given by

Amin, t v'rank Vo ~().05 . A=O (p( rank 1 ) s

v =1— 2t . Vo= ——— _
b )\0 (417’)‘3 - )‘0) Vv 2p0 )\min,t 1- 9)712 (>\min,t)2

In{ Apin, 5 A H lip,
i\r::E 4 /\; o} ;Z: H:zz :(;Z depends on the modification procedure.

Here, )\min,t = {

This type of convergence is known as composite convergence, as it is a combination of linear and
quadratic rates, and has been observed in the convergence analysis of several quasi-Newton’s methods
[EM15; [Erd15; RM16; XYRRMI16].

Remark 5.9. Apin ¢ is the smallest non-zero eigenvalue of \V& lr1,(wy, Sy,). Therefore, for sufficiently
large n we have 0 < v1; < 1. It shows AlgorlthmE]WHh Hessian as SOI is, in-expectation, a descent
algorithm locally given ||w; — w*|| is sufficiently larger than A. Roughly speaking, Theorem [5.§]
guarantees a linear convergence to a ball around the optimum whose radius is given by A. We also
observe the linear rate in Figure [3] Moreover, the error due to the privacy, i.e., A in Equation (7)),
is proportional to the rank of the feature vectors which is always smaller than d. These interesting
properties is due to the convergence analysis with respect to ||-||,,. <
Remark 5.10. The coefficients of the convergence in Equation (7) depend on the iteration step which is
an undesirable aspect of the results. In Lemma- we prove that [Amin . — A% | < 0.1 [|wy — w*|]y,
where \*. is the smallest non-zero eigenvalue of V2¢y 1, (w*, S,). Therefore, the coefficients can be
well—approximated by their analogous values evaluated at the optimum. N

5.3.2 Global Convergence Guarantee of QU-clip and QU-add

We also establish a global convergence guarantee for QU-clip and QU-add. Due to the space the
formal statement and proof are deferred to Appendix Roughly speaking, under the assumption
of local strong convexity at the optimum [Bac14], QU-clip and QU-add converge globally: this is
intuitive since QU-clip and QU-add are based on minimizing a global upper bound on the function.

6 Numerical Results

In this section, we evaluate the performance of our algorithm (Algorithm [3] with the adaptive
minimum eigenvalue selection from Section[5.2)) for the problem of binary classification using logistic
regression. For brevity, many of the details behind our implementation and more experimental results
are deferred to Appendix [C]

6.1 Setup

The setup of the experiments is as follows: Baselinel- DP-(S)GD: The update rule is w1 =

— nVel(wy, Sp) + & where £ is a Gaussian noise [SCS13; BST14; ACGM+16]. Since the logistic
loss is 1-Lipschitz, we do not need gradient clipping. The Lipschitzness parameter controls the
variance of the Gaussian random vector. To draw a fair comparison and show the advantage of using
second-order information, we chose the stepsize to be equal to the inverse smoothness. Baseline2-
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Figure 3: Comparison with DP-GD Oracle where at each iteration the stepsize tuned non-privately.

T*
;:*; erD Tours(sec)
e=001 =01 e=1 e=10 min(Ty) (sec.) max(Ty) (sec.)
ala 4.87x 2.95x 5.09x  30.59x 2.45 4.2
synthetic 2.90x 2.90x 5.19% 11.61x 0.18 0.21
adult 12.08x 11.84x  22.17x  38.16x 6.81 8.07
covertype  24.19x 19.85x  35.70x  36.20x 2.93 3.58

Table 1: Comparison between the run time of our algorithm and DP-GD in terms of the ratio
T3p-6n/ Tous- The last two columns show the minimum and maximum run time of our algorithm.

Approximate Objective Perturbation (AOP): AOP is built on objective perturbation [CMSI11}
KST12]. Objective perturbation consists of a two-stage process: (1) perturbing the objective function
by adding a random linear term and (2) outputting the minimum of the perturbed objective. Releasing
such a minimum is sufficient for achieving DP guarantees [CMS11j KST12], but only if we can
find the exact minimum of the perturbed objective. AOP extends objective perturbation to permit
using an approximate minimum of the perturbed objective [INST+19; INST+]. Notice AOP is not
an iterative optimization algorithm. Baseline3- Damped Newton Method [ABL21]: The algorithm
in [ABL21] is a variant of damped Newton’s method with the assumption that the Hessian of
loss function is rank-1, which holds for the logistic loss. Their algorithm is based on adding two
i.i.d. noises to the Hessian and the gradient: w;41 = w; — ntHnoisy,t(wt, Sn)_lgt, where 7, is the
stepsize, Huoisy,t (Wi, Sn) = V2l (wy, Sp) + E¢ and g = VAL (we, Sn) + &. Here Z; and &
are carefully chosen Gaussian noise. With 77, = 1, our experiments show that their algorithm is
not converging. We use the strategy suggested in [ABL21} Page 22] and set n, = log(1 + 5;)/0:
where 3; = ||V2€LL(wt, S,) VL (wy, Sy) H This stepsize selection makes the algorithm non-
private, however, it serves as a good baseline. Datasets: We conducted experiments on six publicly
available datasets: ala, Adult, covertype, synthetic, fashion-MNIST, and protein (Appendix E]
includes fashion-MNIST and protein results). The synthetic dataset is generated as follows: Fix
d € N and w* € R?. Then, (1) the feature vectors {z; € R? : i € [n]} are independent and
sampled uniformly at random from the unit sphere in R?, (2) for the i-th datapoint the label is 41
with probability (1 + exp(— (z;, w*)))~! and —1 otherwise. Privacy Notion: The privacy notion
for our experiments is (¢, = (num. of samples) ~2)-DP. Next, we present the results.

6.2 Privacy-Utility-Run Time Tradeoff

We study the tradeoff for our algorithm and compare it with other baselines for a broad range of
e € {0.01,...,10}. We non-privately tune the total number of iterations of the iterative algorithms
and report the best achievable excess error in Figure[2] As can be seen our algorithm almost always
achieves the best excess loss for a broad range of €. Also, Figure[2]shows that damped private Newton
method of [ABL21] achieves a low excess loss only for large €. Figure [J]indicates that DP-GD and
our algorithm are the best in terms of excess loss. In Table [T we compare the run time of DP-GD and
our algorithm, i.e., the computational time in seconds for achieving the excess loss in Figure As can
be seen, for many challenging datasets, our algorithm is 10-40x faster than DP-GD. Our experiments
are run on CPU. We also remark that each step of Algorithm[3] i.e., computing gradient and SOI, is
heavily parallelizable implying that the run time of Algorithm 3]can be made much smaller by an
efficient implementation. Also, the reported numbers in Figure [2]and Table|[T]correspond to Hess-clip.
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6.3 Second Order Information vs Optimal Stepsize

In non-private convex optimization, the key to the success of second-order optimization algorithms
is that the second-order information acts as a preconditioner, and the same performance cannot be
attained by optimally tuning the stepsize for GD algorithm. To investigate whether the same holds for
our algorithms, we consider the following variant of DP-GD. Let g, denote the perturbed gradient
obtained by adding a Gaussian random vector to V{rr,(ws, Sy, ). Instead of a constant stepsize, the
stepsize at iteration ¢ is chosen based on 7, = arg minn>0 l11.(wg — nge). Notice this variant is
obviously not DP. We refer to this variant as DP-GD-Oracle. The comparison with DP-GD-Oracle
lets us answer the following question: Could we have just computed a single number, i.e., stepsize, to
achieve the same performance as our second-order optimization algorithms which require computing
a d x d matrix? In Figure[3] we compare the convergence speed of our algorithms with DP-GD-Oracle
in low- and high-privacy regimes. Figure|3|shows our algorithms converge faster than DP-GD-Oracle
which is not even a DP algorithm. Figure [3] confirms the expectation that as the privacy budget
increases the difference between our algorithms and DP-GD-Oracle increases since we can use more
curvature information.

6.4 Minibatch Variant of Our Algorithm and Comparison with DP-SGD

So far we have considered full-batch algorithms that compute first- and second-order information
on the entire dataset. We extend Algorithm to the minibatch setting, where, at each iteration, the
gradient and SOI matrix are computed using a subsample of the data points. In Appendix [C.T| we
provide a formal algorithmic description of the minibatch version of Algorithm [3]along with its
privacy proof. Then, we compare the convergence speed and excess loss with DP-SGD.

DP-SGD is faster than DP-GD, but to achieve good privacy and utility, we need large batches
[PHKX+23| Fig. 2]. This is in stark contrast with non-private SGD, where larger batch sizes yield
diminishing returns [ZLNM+19]]. In particular, to achieve the best excess loss we need to select
the batch size as large as possible. We select the batch size of DP-SGD so that the achievable

: : : batch size DP-SGD
excess loss will be close to the full batch versions. Specifically, we select umber of samples ~ 0.02 and

tune the number of iterations of DP-SGD to obtain the best result. Figure | shows the progress of
different algorithm versus run time. Obviously, for a fixed run time DP-SGD performs more iterations
compared to our algorithms. Nevertheless, our algorithms achieve the same excess error as DP-GD
with 8-10x faster run time over all the datasets while the batch sizes of our algorithms are larger
than that of DP-SGD. We observe that the variations of our algorithms based on the adding operator
performs better in the minibatch setting. This can be attributed to the smaller o5 for the adding
operator in Algorithm[3] In summary, the comparison between privacy-utility-wall time tradeoff of
the subsampled variant of our algorithm and DP-SGD is similar to their full-batch counterparts.

7 Conclusion and Limitations

We showed that second-order methods can be used in the DP setting both for improving worst-case
convergence guarantees and designing faster practical algorithms. We believe our results open up
many directions: A limitation of our algorithms is that the cost of forming and inverting the Hessian
can be prohibitive when d is large. In the non-private setting, a line of research tries to address this
limitation by constructing an approximation to SOI such that the update is efficient, yet still provides
sufficient SOI [EM 15} [Erd15; XYRRMI16; ABH17]. It would be interesting to investigate how the
ideas developed in our paper could be incorporated into these methods.
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A Appendix of Section 4]

A.1l Proof of Theorem[d.2]
Given a training set S,, = (z1,...,2,) € Z", our goal is to minimize
1
g S’n = - IRZYE
(w, Sp) - gz[:] flw, z;)

Since f is a strongly convex function and W is a closed and convex set, there exists a unique
w* = argmin,, gy L(w, Sy).

Let M € R. In each step of the algorithm, we construct a cubic function ¢ : W x W — R defined as

b (v;w) £ L(w, Sp) + (Ve(w, Sp),v — w) + % (V2(w, S,) (v —w),v—w) + % o —wl|®.
®)

We provide a lemma on the properties of ¢ s (v; w).

Lemma A.1. Ler f be a Ly-Lipschitz hessian function. Then, ¢ in Equation (8) satisfies the
following properties:

1. Forevery M > 0 and w,v € W such that v # w,

M M
\%s sw) = V3w, 8,) + — v —w| Ig+ -
1)¢M(U7w) (’LU, n) + 2 ||1) ’LU” d+ 2 ||U — w”

Therefore, V2pnr (v;w) 3= Apin(V2(w, Sp)) g + M |Jw — vl Iy where Xpin(V2(w, S,))
denotes the minimum eigenvalue of V2((w, Sy,).

2. Forevery M > Ly and v, w € W,
(v, Sy) < dnr(v;w).

3. Forevery M € Ry andv,w € W,

M+L ,
dar(vw) < L(v, Sn) + . 2 o — wlf®.

Proof. To show the first claim, consider
9 M
Vodum(v;w) = VE«(w, Sp) + VAU(w, Sp) (v —w) + > [lv —w| (v — w).
Then, the hessian of ¢, (v; w) is given by

V?, (qi)M(v;w)) = V2E(w, Sp)+ M ||lw—o| I;+ (w—v)(w— U)T.

lw = ]|

Note that (w — v)(w — v)T is a PSD and rank-1 matrix whose non-zero eigenvalue is given by
2
[0 —wll”.

The second and third parts follow from [NP06, Lemma 1] where it is shown for Lo-Lipschitz hessian
functions we have

1600, 8,) — (¢(w, 80) + (Ve(w, 5,), 0 — w) + % (V2e(w, 8,) (v — w), (v — w)))|
Lo 3
< B wp.

The claims are straightforward applications of this inequality. O
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We can rephrase Equation (8] as follows:
P (v;w) =
1 1 1 9 M 3
- Z f(w,zi)—l—g Z (Vf(w,zi),v—w>+% Z (Vv f(w,zi),u—w>—|—€ lw—v|”.
]

i€n i€[n] i€[n]
)
Notice that ¢ s (v; w) is a convex function as it is sum of a quadratic function and a cubic term, i.e.,
Mo — w||®. Also, Part 1 of Lemma shows that ¢ (v; w) is a u-strong convex function since f

is a p-strong convex function. Moreover, the fo-sensitivity of Ve, (v;w) is n= (Lo + Ly D), and
dp(v;w)is (Log + L1 D+ %DQ)—Lipschitz where D denotes the diameter of W.

First we provide the performance guarantee of the solver of the cubic subproblem in Algorithm 2]

Lemma A.2. Forevery 5 € (0,1), p > 0, and w € W the output of the subproblem solver, denoted
by ¥ satisfies pT~'-zCDP and with probability at least 1 — 3

(d(Lo +L1D)*T

dn (0;w) — min gy (v;w) = O o

Tog(1/9) ).
veW
Proof. The privacy analysis is as follows: let the total privacy budget and the number of iterations of
Meta Algorithm, i.e., Algorithm|l| denoted by p and T', respectively. We require that the output of
the subproblem solver at each iteration satisfies p/T-zCDP which implies the output of Algorithm
satisfies p-zCDP since the zCDP constant increases linearly with the number of iterations.

Now we provide a detailed proof of the suboptimality gap. To ease the notations consider the
following problem. Lets assume that we want to use DPSolver to minimize the function & which
is pu-strongly convex and L-Lipschitz function whose ¢5-gradient sensitivity is given by A. We are
interested in analyzing the suboptimality gap of Algorithm [2]under the condition that the output
satisfies p-zCDP.

Lets assume we want to run the algorithm for IV iterations where N will be determined later.

Therefore, we need to make sure that each noisy gradient computation satisfies g/ N-zCDP. To do so,
2

the variance of the noise needs to be 02 = % from ??.

Let &, be the noise added to the gradient at iteration ¢. Then, in each step we consider grad, -+ &; for
noisy gradient. From [JNGKJ 19, Lemma 1], we know that ||&,|| is a SubGaussian random variable

with variance proxy of co+v/d where ¢ is a universal constant. We are now ready to use [HLR19,
Thm. C.3]. [HLR19, Thm. C.3] shows that for every 5 € (0, 1] the suboptimality gap with probability
at least 1 — 3 is given by

(L+ovd)*log(1/8)\ _ , ((L* +o%d)log(1/B)
O( o N > a O< 1 N )

where we simply use (a + b)? < 2a? + 2b? for every a, b. Finally, we need to plug in the value of o
to obtain that the suboptimality gap:

(3 o (78 o (5 )

2~
Then, by setting the number of iterations to N = %, we obtain that the suboptimality gap is given

by O (442 10g(1/8)).

In the context of our paper, A = n~'(Lo+ L1 D), L = (Lo + L1 D+ % D?), and p = p/T. Setting
these constants proves the lemma. O

We drop the S, argument from ¢(w, S,,) to reduce notational clutter. Using Part 2 of Lemma we
can write

lwig1) — L(w*) < dar(weyr;we) — min Gpr(w;we) + min Gy (w;wy) — L(w™). (10
wew wew
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Since ¢ps(w; wy) as a function of w is a strongly convex function and W is a closed and convex set
there exists a unique w}, ; = argmin,,cyy ¢ar(w; wy).

Fix a § € (0, 1] and define the following event
d(Lo + L1 D)*T

G={vte[T] : du(wiwi1) — oy (wiswe—1) < O( o

10g(T/B)) £ Ao}
(1n

We claim that P(G) > 1 — . In each step of the algorithm, we find an approximate minimizer
of ¢pr(w;wy) using the subproblem solver in Algorithm The performance guarantee of the
subproblem solver is given in Lemma[A.2 which shows that at each step of the algorithm the excess
error in minimizing ¢ s (w; wy) is less than A with probability greater than 1 — 3/T. Ergo, a union
bound concludes the proof.

Next we provide an upperbound on ¢/ (w}, ;;w;) — £(w*) in Equation . By the third part of
Lemma[A_ Tl we have

* * : M Jr L *
oam(wiyg;we) — L(w*) < m%{é(w) +— 2w — wel|* — €(w*)}.
we
Since W is a convex set and wy, w* € W, for all a € [0, 1], (1 — a)w; + aw* € W. Therefore,
, M+L .
min {£(w) + 2 Jlw — wel|* — €(w*)}
weWw 6

. * M + L * *

< min {{((1 — ap)ws + apw™)) + 208wy — w*||* = £(w*)}.
a.€[0,1] 6

By the convexity of £ we have £((1 — ay)w; + apw*)) —L(w*) < £(wy) —(w*) — ap (L(wy) —€(w?*)).

Also, strong convexity implies that (%(K(wt) —U(w*)))? > |lwy — w*||*[Nes98]. Thus,

Oar(wigq;we) — £(w”)
. * * M + L 2 * 2
< min ]{ﬁ(wt) = (w*) = ey (C(wr) = Uw")) + o —¢ : (;(f(wt) —(w))?} (12
a€[0,1
In the rest of the proof, under the event G, we provide a convergence analysis.
Let A = (775=)%(4)% and g, = A~! (¢{(w;) — £(w*)). Then, under the event G and by Equation ,

M—+Lo .
we can rephrase Equation (T0) as

. 1 53
G+1 <A TAg+ min {g — auq + gl }. (13)
a€[0,1] 2

3 .
Let af = arg mina,,e[o,l]{% — g + %a?qﬁ} = min{, /—35117, 1}.

First, consider the case that ¢, > 4/9 so that o} = —qu? We can rephrase Equation l| as follows
2 3
Qg1 <A HA + g — (g)%q{*. (Phase I) (14)

In the second case, i.e., ¢; < 4/9, we have o = 1 Equation is given by
1 s
Qa1 < AN TTA + 54 (Phase D) (15)

Assume that go > 4/9. We will show that, under the event G, {g; };¢[77 is a decreasing sequence,
and as a result there exists 71 € N, independent of n, such that ¢; < 4/9 for t > T}, and as a result
oy = 1fort > Tr.

To prove the convergence in Phase I (see Equation (T4)), we follow the techniques of Nesterov and

9
Polyak [NPO6]. Let g; = %, and assume A < 5 Then, we can rephrase the recursion for Phase
I as follows:



where the last step follows from ¢; > 1 and
Gt+1 < G-
Using induction, it is straightforward to show that in Phase 1

. It also shows that provided that ¢, > 1,

e R )

This result implies that after 77 iterations where

Tl* < O(7V]M+L2

< O(F— g (two) = £w))?), (16)

we have g1y < %, and we enter Phase II (see Equation ).

Next, we analyze Phase II in which the recursion is given by

—1 13
Ger1 S AT A + 5t -

Using Lemma , we obtain that after © (log(log( ﬁ))) iterations we have O(A~1A). Therefore,
the number of iterations to achieve the minimum excess error in Phase II

T3 = ©(log log( ))- (17)

.
v plog(1/B)d
Finally, the excess error is given by

d(Lo + L1 D)? .

Ywr) — f(w*) = O( o

log(1/8) - (T} +13)). as)

where T = T} + Ty and T} and Ty are given by Equation and Equation (I7), respectively.

Lemma A.3. Let By > 0 and define the sequence a1 < Bo + %a?/z where ag < %6. Then, after
T = O(log log(ﬁl—o)) we have ap = O(fp).

Proof. Without loss of generality, assume a1 = fBg + at/ We define another sequence {b; }+en
as follows: by = ag and by = %(bt) 3. By induction one can easily prove that for every ¢ € N such
that 5y < i(bt)%, we have b1 > a;41. Then, we can write

3
9 9 2
Ebﬂrl = (16bt> .

Therefore, we obtain that log(:%b;) = (2)*log(bo). We want to find 7" such that By < 1(br)? <

e

bip1 = (bt)

28y which is equivalent to log(%52) < log(br) < log(*%). Then, by some simple manipulations
we can see that T = @(log(log(ﬂi))) Therefore, we have bry1 = O(8y). Also, by the construction,
ar+1 < bry1 = O(Bo). O

A.2 Private Accelerated Nestrov’s Method

In this section, we present a DP variant of the accelerated Nestrov’s Method. The proof ideas are
based on [Nes98; NJLS09; GL12].
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Algorithm 4 Private Accelerated Nestrov’s Method for Ly-Lipschitz, L;-smooth convex function on
a bounded feasible set WV with diameter D.

1: Input: wy € W, Privacy Guarantee p-zCDP.

2 T=0((%2)"), 02 = 5L,

3: wgg =wy €W

=tk 1&(3711) where v = 2L;.

5. fort=1,...,7T do

6: w = wi® |+ ap(wy — wit )

7: Gy = Vl(wM, S,) + N(0,0%14)

8: wy = My (w1 — $EGy) = argmin, ey {a (Gy, v) + v — wy_1|°}
9:  w®=aow + (1 — ap)wit

10: Return w3t

Theorem A.4. Let f be a convex, Lo-Lipschitz, and Li-smooth. Also, assume that W C R% is a
convex set and has finite diameter D. Let w* € argmin ¢y, £(w, Sy). Then, for every n € N,
Sn € Z", and p > 0, the output ofAlgorithm i.e, wy, satisfies p-zCDP and
LoDVd
E[0(w, S,) — L(w*, S,)] = O <(;1\//,)> .
Also, the oracle complexity of AlgorithmH|is

D
r_ol . jPme
Lo

Proof. First, we start with the privacy proof. The ¢s-sensitivity of V4(w, S,,) for every w € W is
given by %‘) Therefore, by the composition properties of zCDP in [BS16, Lem. 2.3] and the zCDP
analysis of the Gaussian mechansim in [BS16, Lem. 2.5], it is straightforward to show that wij,ig
satisfies p-zCDP.

Then, we analyze the excess error. For every v € W, by the smoothness of £ we can write
L(wi®) < L(v) + (VE(v), wy® —v) + % [|wi® — UH2
=0(v) + o (VL(v), wy — v) + (1 — o) (VL(v), wy%; —v) + % [|wi® — 11”2
< o (0(v) + (VE(),wy — v)) + (1 — a)l(wi® ) + L?l |wi® — v||2. (19)

Here, the second step is by definition of w;}¥, and the last step is by convexity of £ which implies
() + (VL(v),wy® | —v) < L(wi ).

Note that

ag

wi —wi = agw + (1= a)wi — (Wi + ag(w—y — wi )

= at(wt — ’U}tfl).

In the next step, we substitute v = w™ in Equation (19) to obtain

a m m m a L a md||2
(i) < o (O(w) d) + <V€(wt d),wt — wj d>) + (1= ap)l(wy® ) + 51 Hwtg — w! dH

Llaf
2
= (1= a)b(wi ) + ar(CwP) + (VeP),w, — wf) + 2wy, — wi |

= (1 — )l + a(Ew) + (VO wp — w®)) + 2L, — e,y

s Lo

5 Jwe — w1 |)? (20)
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Let & = Gy — Vl(wM). Notice that the projection step can be written as w; =
arg min, ey {oy (G, v — wd) + 2 v —w;—1]*}. The function g : W — R, g(v) =
o (Grv — w) + 2 v — wyp—y ||* is a 7, strongly convex function. By the optimally condition
for strongly convex functions we can write, for every v € W

(G — ) + o —wia
md Tt 2 Mt 2

< ar (Gryv —w) + 5 v —wial|” = o — |

=y (VL(w™), v — w™) + ay (&0 — wP) + % o — we_y | — % lv—w?®. @D
By replacing v = w* where w* € argmin {(w, S,,) in Equation (21}, we obtain
a (L(wi) + (VE(w), wy — wi)) + % [we — wy ||
= até(wfgnd) + oy <Gt, we — wiﬂd> — O <§t,wt - wi“d> + % Hwt - ’LU,5_1||2
< n(E(u) + (TP, 0" = ) + i 0" —wr) + 2 a0 = | = 2 o — P

= apl(w*) o (G w* —we) + I o = wa P = 3wt =l 22)

From Equation (21)) and Equation (22) we can write
O(w;®) — 6(w*) < (1= ag)(U(w ) — (w*)) + e (&, w* — wy)

— L1012
* P = B

& * 2_7 _ _ 2
2t — e - 2 o = el - 25 wia.

Note that & is independent from the history up to time ¢ — 1, i.e., {(w™, w;, w ®)}.Z1. Therefore,
E[(&,wi—1)] = 0as & ~ N(0,021,). Using this observation, we can write

— La?
Efo (& w* = wi) = L= flwy —wia ]
—Lia?
= Elay (6, 0" = wi1) + o (&, wr — wim1) = 22wy = wi |
—Lia?
< Elow &l leor = weoa | = 2w = wia )
2
th 2
< g Bllal
2
@ 2
=t _.5% (23)
Y — Liof ’

where the second step follows from Cauchy—Schwarz inequality. Therefore, we obtain that

E[e(w®) — £(w")]

* o (0%d) Tt 2 N 2
< (1= ap)Bll(w;f ) — £(w™)] + m + o " —wea||” = o flw” — w724
LetI'; = 1 b=1__2 Note that since ¥ = 2L;, we have v, — Lia? =
T 0 —a)ly t>2  Ht+1) 1T T % =
4~ 41, 2y

D — e = Sk and %i = 2. Consider dividing both side of Equation |i by I';

and summing up from 1 to 7" to obtain

E[0(w®) — 6(w*)] o= ) ) | a2
< z *— T— - *— T 2d . _ T .
Ty - Tzzl or (" —wra|” = Jlw” —w-||") +o Tzzl Lr 9 —Lio}
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Note that %’t = 2. Therefore,

T
5 ) . 2
Y (= wen]® =t = we|*) = Jwo — w*||* < 4D
or.

T=1

Then, for the last term consider

AN a2 1
— . 0T~ CT(T+1)(T+2).
ZFT fY‘r_Lla?— 3’7 ( - )( +)

T=1

By by combining all the previous steps, we get the following bound on the expected excess error

T+2
E[l(ws) — f(w*)] € ———yD? + 20%d—=
() — ")) < gy D + 20
2 2L3T(T + 2)
=_—— _AD? 44—~ 25
T(T + 1)7 * 6ypn? (25)
Finally, optimizing Equation over T', we conclude that with at most 7" oracle calls where
D%pn? .1,
T =
o( (%"
the achievable excess error is given by
a . LoDVd
E[(wy) — £(w*)] = O( )-
n/p
O

B Appendix of Section

B.1 Proof of Lemma[5.1]

We begin the proof by a lemma from [AMN20].
Lemma B.1 (JAMN20, Prop. 4.1]). Forall 0 < p < 1 and A € R, we have

< Mo

2
+5 (log(pexp(A) +1 — ) — pA) < log(1/u — 1)

A

We will use the following reformulation of Lemma[B.I] Let & € R and $ € R be two constants.
Then, substitute ;. = 15:.:(;0&) and A = 8 — «ain Lemma By some simple manipulations we
obtain that V3, € R

log(1 + exp(B)) < log(1 + exp(a)) + (26)

1+ exp(—a) 7(5*4“)2 o=

X —1
e {4;(62;%)“) (B-a)? a0
Finally, let w,v,2 € R? and y € {—1,+1}, by substituting @ = (—yz,v) and 8 = (—yz,w), we
obtain the stated result in Lemmal[5.1]

B.2 Comparison of the Approximations

Consider f : R — R, f(z) = log(1 + exp(x)) which can be seen as a logistic loss in one dimension.
Figure [5] compares the three approaches for the quadratic approximation: second-order Taylor
approximation, our upper bound in Lemma|[5.1] and the upper bound based on smoothness. As can
be seen the upper bound in Lemma [5.1] provides tighter approximation compared to the upper bound
based on smoothness. Also, the second-order Taylor approximation is not an upper bound on the
function.
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— function

—— upperbound based on Lemma 4.1
254 —— upperbound based on smoothness
--- second-order taylor approximation

=15 -10 =5 0 5 10 15

Figure 5: Comparison between the approximation of the logistic loss function

B.3 Privacy proof of Algorithm 3for add

Theorem B.2. Assume in Algorithm [3|we choose add for the SOI modification. Then, for every
training set S, € (R% x {—1,+1})", wo € W, Ao >0, T €N, p € Ry, and § € (0, 1), by setting

VT T
n/2p—0) 7 (4nN3+ ho)v2el

wr satisfies p-zCDP.

Proof. For the privacy analysis, we assume a two stage procedure. The loss function is 1-Lipschitz.
Therefore, by setting

VT
n\/2p(1 —6)’
the mechanism in Line|10|of Algorithm satisfies (1 — ¢) £-zCDP by ??.

Notice that ¥, (H (w¢, Sp),add) = H(ws, Sp,) + Aolq. We need to bound the 5 sensitivity of the
search direction which is given by

sup sup
Sn€RIX{—=1,11)" 2, s 1 =(xpt1,ynt1)ERIX{—1,1}:
[Znt1]I<1

1. 1 1.
H [H (w¢, Sn) + Aold] LG — [H(wy, Sn) + ﬁH(wt, Zn41) + Aold) '3, (27)

By the definition of the operator norm, we have

—1. 1 —1.
H [H(wu Sn) + )\Ofd] 19t - [H(wm Sn) + ZH(wh Zny1) + )\OId] 19t

_ 1 - -
<H[H(wt,5n)+)\01d} o [H o S)+ S0, 200) + Aol H Il

Let A £ H(wy, Sp)+ Aola. For both type of the SOI, we have H (wy, Sy,)+ = H (wy, 2p41) +Aolg =
A+ an_i,_lxz_,’_l, where 3 only depends on x,, 1, w; and 8 < ﬁ (see Remark .

We can drop the subscript n + 1 and rephrase the problem as follows

sup ||(A+BxxT)71 —A7Y|. (28)
z€R?:||z||<1

We begin by applying the Sherman—Morrison formula [GV13] to (A + Bzx ") ~! to obtain

BA LT AL

Ty\-1_ 4-1_ P4 zx 4
(A+ Bax ) A 1T e ATz
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Ais a PSD matrix. Let the eigenvalue decomposition of A be A = Z efa Mivivy; =U AU where

A =diag()q, ..., Ag). Using this representation, we can write
HﬁA‘lxa:TA_lﬂ
sup (A+ Bz P =AY = sup —
z€RY: ||z <1 | | veRd|z|<1 1+ BrT A1z

B |BUA U T2 TUAUT|
o zeRiﬁ|€\|§1 1 + 5!)3TUA_1UT!E ’

Then, consider the change of variable to v = U T

HﬁUA_lvaA_lU—r H

A+ = s
IGRiﬁlleSl A+ pea) A7 ueRzﬁ\gnq 14 BuTA-1y
8 HUA LyvTA~ 1UTH
= su
’UERd:HI’U)HS]_ 1 + B'UTA 1'U

Notice that UA~'vv T A=1U T is a rank-one matrix. For a rank-1 matrix, the operator norm is given
by its non-zero eigenvalue. Thus,

[UA= 00T AT = A
—1 2
= [[A7 ]l
The last step follows from the fact that U is an orthonormal matrix. Therefore, by combining the

previous representations we obtain

e BA~ vl
A+ Ty\—-1 __ A 1 — 2
zeRiﬁgugl A+ Bzzt) | UEREU\.|pH<1 14+ pBoT A=ty

For every a > 0, define h : R — R, h(z) £ Traz and notlce that A is increasing for z > 0. Using
this fact and by considering v ' A~y > 0and 0 < 3 < < 4> We obtain

— _ 2

wp P, P

veR:|jv||<1 1+ ﬂ’UTAflv - veRY:||v]|<1 Be0, 1+ ﬂ’UTA Ly
s e

1 _
veRd <1 1+ 50 A" v
d 1,2
Zz 1 >\2v’L
1
vern |\<14n+21 v

Notice that by the definition of A, for i € [d], Ay < A;. Therefore,

Z;j 1 %”'2 < 1 Zd /\%vf
4”+211,\ /\4n+211,\1 v
Then, note that for every v € R? such that ||v|| < 1, we have Zl 1 )\ v < /\io Also, h : R —
R, h(z) £ Tnr 18 increasing for z > 0. Thus, using these two facts we obtam
1 Yl L? o1
Ao 4n, + Z )%U 477/)\2 + )\0
Therefore, we showed that
—1. 1 —1_
sup H [H (we, Sn) + Xola] g — [H(we, Sn) + —H(we, zn41) + Mola] Gt
Zn+1:(xn+17yn+1): n
lzniall<1
1
- 47’1)\% + )\0 ’
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This shows that by setting

VT
(4nA2 + Xo)v/2p0’

the mechanism in Line|l1|of Algorithmis 6’T”-ZCDP using ??.

09 =

In each step of the algorithm we have two privatizing step that satisfy % and %p. By the
composition property of zCDP [BS16, Lemma 2.3], we conclude that wr satisfies p-zCDP. O

B.4 Privacy Proof of Algorithm [3]for clip

Theorem B.3. Assume in Algorithm[5} we choose clip for the SOI modification. Then, for every
training set S, € (R4 x {=1,+1}1)™, wg € W, Ao > 0, T €N, p € Ry, and 6 € (0,1) such that

1 .
n> o by setting

VT VT
T 02 = )
n/2p(1—0) 0 (4nA2 — Ao)v/2p0

g1 =
wr satisfies p-zCDP.

Proof. Similar to the proof of Theorem[B.2] we use a two-stage approach. Since the logistic loss is a
1—Lipschitz function, by setting
VT

n\/2p(1 —6)’

the mechanism in Line|10]of Algorithm 3{satisfies (1 — ¢) £-zCDP by ??2.

For the second step, following the same line as in the proof of Theorem[B.2] we need to upper bound

sup sup
Sp€(RIx{-1,1})" zn+1:(zn+1,yn+1)€Rd><{71,1}:
lnall<1

. \1—1 1 . 1—1
|, )] = [ (5, + a2 clio)] |
Let A = Wy, (H(wy, Sp),clip) and B = Wy (H (wy, Sp) + £ H(wy; 2p41), clip). We need a lemma
for the next step of the proof.
Lemma B4. Let A, B € R4 pe positive definite matrices. If ||A — B| - |A7Y|| < 1, then

|4 B| - A7)
—TA= 5] TA-T]

lA™ =B~ <
1

Proof. Let B = A — C. We have the identity (A — C)~! = A71 Y27 [(CA~1)*, which holds as
long as ||CA™!|| < 1 [Ste98, Thm. 4.8]. Thus

At = 51 = 4= S (cay| < a3 oty = ML IOA T g,
- 1—[CA-Y
k=1 k=1
Now |[CA7Y| < ||IC| - [JA7Y|| = ||[A — BJ| - ||A~!]|, which gives the result. O
Using Lemma |B.4] we can write
— . —12
a1 g < JA= Bl A7 o

1—[[A=B[-[[A=H

provided that ||A — B|| - ||A~!|| < 1. Note that Frobenius norm of a matrix is not smaller than the
operator norm, i.e., ||A — B|| < ||A — B|| z. For the next step of the proof, we need a lemma.
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Lemma B.5. For every A\g > 0 and A € R4 ywith AT = A, we have

Uy, (4,clip) = arg min |A— A|p. 31
AcRIxd: AT =A, VzeRe o T Az>Ao||z||2

Moreover, for every Ao > 0 and every PSD matrices A € R*™*? and B € R**%, we have
[Wx, (A, clip) = Wy, (B, clip)||p < |[A = Bl .

Proof. Consider the eigenvalue decomposition of A as A = Zle Niwju] = UAUT where A =
diag(\1,...,A\q) and U € R¥*9 is matrix with u; on its i-th column. We can represent every
matrix in the feasible set of the optimization in Equation as A = 3% o[ A = VAVT
where {v; };¢[q) are a orthonormal basis for R? and min; g Ai > Ao By using simple facts about
Frobenius norm and the eigenvalue decomposition, we can write

~112 112
|4~ 4l = [Joav™ - 4
F F
= trace((A — UTAU)Q).
We have (A — UTAU)2 = A2 —UTAUA — AUT AU + UT A2U. Thus,
~112 - ~
HA — AHF = trace(A?) — 2trace(U T AUA) + trace(U T A%U)
= trace(A?) — 2trace(U ' AUA) + trace(A?), (32)
where the last step follows from trace(U T A2U) = trace(A?) = trace(VA2V ) = trace(A?).

As the trace operator is invariant under the cyclic permutation, we have trace(U TAU A) =
trace(UAU T A) = trace(AA). Then, we invoke Von Neumann’s trace inequality [Mir75] which

states that
d ~
trace(AA) < Z AiNis (33)
i=1

where the equality holds if A and A share the same eigenvectors. Therefore, by Equation and
Equation (33)), we have

|a-4

® > trace(A?) — 23" A + trace(i?
>t —2 i+t
2 race(A”) ; + trace(A?)

d
=> (=A%
i=1

It is straightforward to see that
d R d
Z()\z — )\1)2 > Z()\z — max{)\o, )\i})2~ (34)
i=1 i=1

Thus, we obtain that for every A in the feasible set of Equation the following holds

HA - AH? > Ed:(Ai ~ max{Ao, \i})2.
i=1

For deriving this lower bound we used two inequalities in Equation (33)) and Equation (34). The
equality condition for Equation is that A and A share the same eigenvectors, and, for Equa-
tion , the equality condition is A; = max{\;, Ao} for every ¢ € [d]. Therefore, we conclude that
W, (A, clip) is a minimizer of Equation (31).

For the second part, notice that the feasible set in the optimization problem Equation (31)) is a convex
and closed subset of R%*?. Also, Frobenius norm is a metric induced by an inner product over
the vector space of the real symmetric matrices. Therefore, we conclude that for every A\g > 0,
U, (-, clip) is a projection onto a convex and closed set, and the second claim follows.
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In Lemma [B.5] we show that ¥, (-, clip) is a Frobenius-norm projection onto a convex and closed
set. Therefore, by the contraction property of the projection, we have

1 . .
|A = Bl = ||¥x, (H(we, Sn) + EH(wt,an),cllp) — U, (H(wg, Sp), clip)

F
1
== I H (we, zn11) | -

Since H (wy, zn+1) is a rank-1 matrix, we have 2 || H (wy, zn41)|| p < & (see Remark[5.3]).

Forevery a > 0, h : R — R, h(z) = =% is increasing for z < % Therefore, from Equation
1A - Bl
1—[[A=B[- A~
-2
1Al
" dn— A

A7t =B~ < A7

Consider i : R — R, h(z) 4;'2 This function is increasing in the interval 0 < z < 4n. Using

—x"

this observation, ||A||_1 < /\%’ and 4n)\o > 1 we obtain

)
||A71 7B71|| S ||A|| —
4n — || Al
1
< — .
- 471)\(2) — Ao

Therefore, we have shown that

sup sup
Sn Z71+1:(wn+1 7yn+1):
lzni1l<1

w@Muﬂwh&»dmﬂ1@-¢WMuﬂww%)+;me%Hgmmﬂ1@

|G|
= and2 - Ao

This shows that by setting

VT
(4nA2 — Xo)v/2p0’
the mechanism in Line|l1|of Algorithmis %’J-ZCDP.

09 =

In each step of the algorithm we have two privatizing step that satisfy % and %’). By the
composition property of zCDP [BS16, Lemma 2.3], we conclude that wr satisfies p-zCDP. O

B.5 Description of Double noise with adaptive minimum eigenvalue selection

In Algorithm 5] we provide the detailed algorithmic description of the variant of our algorithm with
an adaptive minimum eigenvalue selection. We use this variant in our numerical results.

B.5.1 Derivation

Let ¢ : R? — R be the second-order approximation of (v, S,,) at w; given by

B(0) = i, Su) + (e, Su)yv =) + 5

where H (w¢, Sy,) can be either Hqy (wy, Sy,) from Lemmaor V2 (wy, Sy).

H(wy, Sp) (v —wy), (v —wy)), (35)

Let A > 0, H; = W, (H(wy, S,,), hessian modification), and vy = w, — H;lgt + o2 ||g¢|| & where
o9 > 0 is a constant and & ~ N(0, I;). Our goal here is to find A > 0 as an approximate minimizer
of B¢, ~nr(0,1,)[@(va)]. Note that we condition on the random variables w; and g;.
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Algorithm 5 Newton Method with Double noise and adaptive min. eigenvalue

1: Input: training set S,, € 2™, 6 € (0,1) for dividing privacy budget for gradient vs SOI,
~ € (0, 1) for dividing privacy budget for trace estimation, 8 > 0 as the coefficient for min. eig.
value ,privacy budget p-zCDP, initialization wg, number of iterations 7', Hessian modification
€ {clip, add}.

. _ VT
2: Set o1 = n\/m
3: Set O — 4’”\/%
4: fort=0,..., T —1do
5: Query V{(wy, Sy,) and H (wy, Sy,)
6: trace; = max{trace(H (w;)) + N(0,0214),0}
7: N »
8: Aot = max {[3 - (trace; )/ (77,2(1T’y)p(9 , %} > To prevent )\ ; makes o5 negative.

9: if Hessian modification = Add then
VT

10: 09 =

(4nA3 +X0,0)1/2(1—7)p0
11: else if Hessian modification = Clip then
12: oy VT

T (4nX2 ,—Xo,e)y/2(1—)pf

13: H, = U, (H(w;, S,), Hessian modification)
14 g = H(wy) + N(0,0714)

150 win = w — Hy g+ N(O,]|3]1* 03 14)

16: Output wr.

We begin by expanding ¢(vy) as follows:
E¢, N 0,1)[0(2)] = E¢,nr(0.10) [g(wt; Sn) + <V€(wt» Sn)s *Ht_lgt + 02 |||l ft>

1~ 4 - o1~ -
5 (7 G+ 021300 €) T H we, Su)(—H7 e + 02 3011 €0)|

S 1._ . -
= é(wta Sn) + <ve(wta Sn)v _Ht 1gt> + ig;r(Ht I)TH(wh Sn)Ht lgt

1 -
+ E¢,on(0,10) [203 el € H (wy, Sn)ét}

R 1771
= tGwe, 5,) + (Ve(wn, S2), ~H7 e ) + 507 ()T Hwn S ;g
2 s 12
+ MtraCC(H(wta Sn))s o
where we have used E[¢,] = 0 and E[{] H(w,S,)&] = Eltrace(§8] H(wy, Sy))] =

trace(H (wy, Sy)).

Consider the eigenvalue decomposition of H, 2 UAU T and H (wy, S,) 2 UAUT. Notice that by
the definition of the adding and clipping operators in Definition H(wy, Sy,) and Hy share the
same eigenvectors.

To approximate Equation , we assume §; =~ V{(wq,S,). Then, by the change of variable
b= U"g, we can rephrase Equation as follows

. 1orx1x 2 1)?
arg min E¢, wnr(0,1,)[#(vr)] ~ argmin { — bTA I+ ZbTATTAA T + mtrace(H(wt, Sn))}-
A>0 ' A>0 2 2
(37)

Consider the eigenvalue modification using add operator. In this case ]EIt = H(wy, Syp) + M. Let
A = diag(\q, ..., \g) and A = A+ \I,. Also from Theorem 09 = m where py > 0

26



is the privacy budget. Setting these parameters in Equation (37), we get

-1 0.5\ I1b]|? 1
_|_

d
h(X) = Z:b?(xi R s ve e a 7myean A)\/%>2“a°e(H(w“ Sn))-

By taking the derivative of h(\) and setting it to zero, we obtain

(38)

* d * s *
dh(X) _ o 32 > G| trace(H (wy, Sp)) 1+ 8nA N
dAr S (g + A3 2p3 (An(A*)2 + \*)3

In many practical scenarios, the SOI matrix has zero eigenvalues. This observation motivates us to
use the approximation m ~ ﬁ forall i € [d]. Let 8 € (0,1) such that

d d
A* 15}
POUINE—CN

Py ()\7, + A )3 (>\ )2 Pt

B 131
()2 gell” -

where we have used [|b]| = ||U T || = ||§¢||. We can approximate Equation (38) by

_ trace(H (wy¢, Sp)) 1+ 8nA\*
N 2po (4ni* +1)3°

BAT

Assume nAj > 1, we obtain

3 A (trace(H(wt,Sn))>3. (39)

n2po

The derivation for clip follows similarly using the smooth approximation of the max function:
Llet m > 0 be a constant. For all i € [d], we approximate max{\;, A} ~ m~!log(exp(mX\;) +
exp(mA)).

B.6 Generalization of Algorithm [3|for convex, Lipschitz, and smooth loss functions

Algorithm 6 Generalization of AlgorithmE] for convex, Ly-Lipschitz, and L;-smooth losses

1: Inputs: training set S, € Z”, A\g > 0, § € (0, 1), privacy budget p-zCDP, initialization wy,
number of iterations 7', hessian modification € {clip, add}.

. — LoVT
2: Seto; = nm
3: if hessian modification = Add then
4: Condition: nAg > Ly
L VT
5: o9

o n/\% — )\0L1 . \/2[)9
6: else if hessian modification = Clip then

7. Condition: ng > Ly (2 + & + L log (2825201 )) and 2)) < Ly

(414 bog ()]
TRk (25 4+ Lo (AR VB
9: fort=20,...,7T—1do
10: Query V/(wy, Sy) and V2(wy, Sy)
11:  Hy =Wy, (V%(wy, S,); hessian modification)
122 g = Vl(wg, Sp) +N(0,071).
130 wepr = wp — H o+ N(O, |66 031a)
14: Output wr.

8: 09
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Theorem B.6. For every convex, Lo-Lipschitz, Ly-smooth loss function f(-,-), training set S,, € Z"™,
initialization wg € W, T € N, p € Ry, and 6 € (0, 1), wr in Algorithm|6|satisfies p-zCDP.

Proof. We follow the two-stage procedure of Theorem [B.2)and Theorem [B23] Since the loss function
is Lo-Lipschitz, by setting,
LovVT
n\/2p(1 —6)’
the mechanism in Line|12{of Algorlthm|§| satisfies 2 ( 9 7CDP.

First consider the case with using add for the SOI modlﬁcatlon. For the second step, following the
same line as in the proof of Theorem [B.2] we need to upper bound

g1 =

-1 —1

1
[\I/,\0 (VQE(wt, Sn) + EVQf(wt, Zn-&—l), add)]

sup  sup
SnEZ™ 2, 11€2

Let A = W) (V20(wy, Sp),add) = V2(wy, S,) + Aolg and B = V2 f(wy, 241). We need a
lemma for the next step of the proof.

Lemma B.7. For every PSD matrix A € R¥*4, B € R¥4, and \y > 0 such that | A|, || B|| < oo
we have

. . 2 1 1
||\I]>\0(A + B7C||p) - ‘I’,\O(A,dlp)ll < ||B|| (ﬂ +5+ ; log (

_ [\I/,\O (V20(wy, Sy), add)]

1A = Aolall + HBH)
2 )

1Bl
[Wxo (A + B, add) — Wy, (A, add)[| < |[B] .

Proof. The Lipschitzness of ¥y, (-, add) is obvious from Definition We prove the result for
‘1/,\0 (~, clip).

For a symmetric matrix A € R4*4, let A = UAU" be the eigenvalue decomposition of A where
A = diag(\1,...,\q). Then, define the absolute value of A as |A] = UJA|UT € R4 where
[A] = diag(|As], - - - [Aal)-

It is straightforward to see that

\I/)\O(A,C“p) = (|A*/\0[d‘ +A+>\0[d).

DN | =

Therefore,
H\IJAO (A + Ba dlp) - \IJ)\O (A7 Cllp) ||

1

5 1A+ B = Xola| + (A+B) + Xola) = (|4 = Mola| + A+ Xola) |
1

=3 [|A+ B — Aola| — [A = Aola| + B]|

1 1
< §H|A+B—/\ofd|—|A—/\ofd|||+§||BH~ (40)

Then, we invoke the result of [Kat73] which states that

1 Bl 1A — XoZa| + || B]]
—||A+ B — Aol A—Xlyl]| < 241 41
S 114+ B = xol| - | s o (g ) @
Combining Equations #0) and {I)) concludes the proof. O
Using Lemma|[B.7]and Lemma[B.4] we can write
1 —1 -1
[V, (V2 l(wy, Sp) + —sz(wt, zn1),add)] T = (W, (V2U(wy, Sp), add)]
= [[(a+B)~ = A7
TSTREN .
I s (P2
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Letn > L; )\ ' Notice that |[A=1| < Ag " and || B|| < Lin~! because of the modification operator
and the smoothness of the loss function. Using this observation, we can write

L—[[AZH[IBI ™ o<a<iin-1 L= [[A7 [z
Ay
4~ n—[[A7 L,

Here the last step follows from the following fact: For every a > 0, h : R — R, h(z) = is

l—ax
increasing for x < % Then,

2 L 2L
A e < sw :
n— || ALy OSzS/\o‘ln_‘ﬂ“l
N n)\% — A()Ll ’
where the last step follows from the following fact: h : R — R, h(z) = n_xiLl is increasing in the

interval 0 < z < nLl_l. Therefore, we conclude that

1

1 _ _
sup  sup [‘IIAO(VQK(wt,Sn) + Evgf(wt,zn_s_l),add)} - [‘IIAO(VQK(wt,Sn),add)]

SnEZM 2, 11€2
L
<5
n)\o — )\0L1

This shows that by setting

(43)

LivT
02 = ,
2 (n)\% — )\0]'_.1)\/ 2p9
the mechanism in Line|13|of Algorithm|§|is QT—”-ZCDP.

In each step of the algorithm we have two privitization step that satisfy % and %p. By the
composition property of zCDP [BS16, Lemma 2.3], we conclude that wr satisfies p-zCDP.

Next, we provide a privacy analysis for the clipping operator. We are interested in upper-bounding
the following term

sup  sup
Sn€2Z" zn1€Z

(W, (V2 (wy, S,) + %VQf(wt, znﬂ),clip)]_1 — [ (V2(wy, Sp), clip)] _1H )

Let
1
A= \I/AO(VQZ(wt, Sn),clip), B=T,, (V20(wy, Sp) + EV2f(wt, Zn+1),clip).
Then, using Lemma[B-4] we can write
1 _ _
H (W7 (V2 H(we, ) + — V2 f(we, za41), clip)] L [, (V2w S, clip)] 1”

18— Al A~]*
ST B ATA T

| 2

(44)

Then, we invoke Lemma[B.7]to write
1B — Al

IN

1 2 1 1 n ||V2(wy, Sn) = Xola|| + || V2 f (we, 211 ||
EHvzf(wuZnH)H <W++7T10g( V2 F (wn 2me )] ))

2
2 1 1 (“(Ll—)\O)ﬂLf(wt,zn+1)||)>7

1 oo
- V2 f (we, 2n+1) || (W +5+ log V2 f(w, z41) ]|

IN
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where the last step follows from the smoothness of f and the assumption that 2\ < L;. By the
smoothness we have ||V? f(wy, zn41)|| < L1, therefore, to upper bound || B — A|| we can write

2 1 1 (n(Ll—/\0)+Hv2f(wtazn+1)u)>

1
v -4+ =+ -1
n || f(wt,zn—‘,-l)H <7-[- + 2 + e 08 ||V2f(wtazn+1)||

2 1 1 L1 — Xo) +
sup y<++1og(n<1yo>y)>

0<y<L, P\T 2 T

Li/2 1 1 Li— A L
1(++log(n(10>+1)> N
™ T Ly

IN

1B — Al

AN

where the last step follows from the following technical lemma.

Lemma B.8. For every a > 0, function f{ : R — R, f(z) =z <log T a) is increasing for
x

x> 0.

Proof. The derivative of f is given by %Ef) = log(1+%)— 744 - By using the inequality log(1+y) >

ﬁ for y > —1, we can show that % > 0, as was to be shown. O

Then, we can further upper bound Equation as follows:

IB-AlA* _ aja
1—|B=A[ A7 — 1= A[A=Y]
A
<
A - AN

where the last step follows from HA*1 H <At

Therefore, we conclude that

sup  sup
Sn€Z™ z2n11€2

L (72r + % + %bg (n(Ll_LA10)+L1)>

n)\% —LiXo (?T + % + %log (;’L(LI—L);(J)-&-Ll ))

[0y, (V2(wy, S,) + %v%(wt,znﬂ),cnp)}’l — (W, (V2(wy, Sn),clip)]lH

<

The rest of the proof is similar to the proof of the Hessian modification using the adding operator. [

B.7 Suboptimality Gap for Logistic Loss and |||,

From Lemma|5.1] since V11, (w*, S,,) = 0 we have

- C2RT)
(i (w, Sp) < lop(w*, Sp) + (w—w*) " (711 Zﬁﬂ;—tamh(h)) (w—w*).

— 4 (x;, w*)

By definition of V, Vz; = x;. Therefore,

1 ¢ tanh((@:w")
lon(w, Sp) < o (w*, Sp) + (w—w*) 'V <n lez:an(/2)> V(w—w").

— 4 (z;, w*)

Since (% > mlx;r%) < 1I;and V2 =V, we have

1
fun(w, 8n) < b (w”, Sp) + 2 (w = w*)" V (w— w*)

1 2
= s llw—wli,

which was to be shown.
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B.8 Proof of Theorem 5.8

We start this section by recalling some of the well-known properties of Mahalanobis semi-norm.

L

Lemma B.9. Let A € R¥*? be a positive semi-definite matrix. For every x,y € RY define (x,y) A
x" Ay and ||z|| , = \/(x, %) 1. Then, the following holds:

* For every x € R%, we have ||z|| , > 0.

* forevery a € R, we have ||ax| 4 = | ||| 4

* Foreveryz,y € RY, [z +yll, <zl 4+ [yl 4

* Forevery z,y € RY, we have | (z,y) 4| < ||z] 4 [|y]] 4-

Lemma B.10. Let A € R¥*? be a positive semi-definite matrix. Then, for every M € R¥*? define

M
1] 2 sup 1200l
= AT

Then,

M| 4 ll2ll 4 = M| 4. Also, for M, M" € R, we have | M + M'|| y < [[M]| 4+[[M’]] 5.

The following lemma summarizes some of the properties of the logistic loss that will be used in the
proof.

Lemma B.11. Fix n € N and data set S, = ((x1,y1),--, (Tn,yn)) € (R? x {=1,+1})™. Let
V' € R4 denote the orthogonal projection matrix on the linear subspace spanned by {1, ..., 1, }.
Then, the following holds:

1. Foreveryw € R? and w' € R?
||V2€LL(U1', Sp) — V20 (w, Sn)HV <01 flw' —wl .
2. For every w € R% V2 p(w,

w
of zero eigenvalue of V(11 (w, S,
{z1,..., 25}

Sp)u = 0 < Vu = 0. In words, the directions
) are orthogonal to the linear subspace spanned by

3. For every w € RY, the eigenvectors of V2{11,(w, S,,) corresponding to non-zero eigenvalue
lie in the linear subspace spanned by {x1, ...,z }.

4. Fixw € R and consider the eigenvalue decomposition of V{11, (w, S,,) as Z?:l )\Zuzu;'—
where {\; € R : i € [d]} and {u; € R : i € [d]} denote the eigenvalues and eigenvectors.
Let A\yinw = min{\; : A; > 0}. Then,

Amin,w = min uTVQZLL(m Sp)u.
u€span{x1,...,xn },||yl|=1

Also,
|Amin,w - Amin,w’| < HV2€LL(w7 Sn) - V2€LL(UJ/, S”L)HV .

5. Let \g > 0. For every w € R?,

1
maX{)\Oy Amin,w} ’

where Wy (-, -) is defined in Definition[5.4}

1

190 (V*1n(w, S), clip)|,, = Wy = o

W, (V*eLL(w, Sn),add

Proof. For Part 1, from Equation (3], we know that for every w

V2l (w, Sy :l . 2
bl Sn) = 5D e T 72) + o (e 72)
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Forevery i € [n],letg: R — Rbe g(t) = . Then

1
(exp(—t/2)+exp(t/2))

V2L (w, S,) — V2 eLL(w', Sn)|,, = Zxﬂj(g((u},xi)) — g((w', z;))

1
n

14

1 n

<= el maxe|(g((w. 24) = g((w', )
i=1 i€ln

< ma lg((w, 2:)) — g((w', z) ||,
1€e|n

where the second and third steps follow form Lemma[B.10|and szxj HV = HxlxlT H o < 1. Itis easy
to show there exists Ly < 0.1 such that g is Ly-Lipschitz. Therefore,

lg((w, z:)) — g((w’, @) || < Lof{w — w', ;)|
= Lo[(w — w’, ;)|

< Jw—w'lly,

where the second step follows from (w — w’, z;) = (w — w') "z; = (w — w') "V, since z; = V;

by definition. Also, the last step follows from Lemma [B.9]
For Part 2, by Equation (3], we have
1 — Tu)?
UTVQZLL(’ULSTL)U _ 72 (QT,L u) .
n = (exp (= (w, x;) /2) + exp ((w, z;) /2))

Notice that every summand is positive, therefore, given u € R such that u " V2/y 1, (w, S,)u = 0
implies that for every i € [n], 2/ u = 0. The other direction is obvious.

%

The proof of Part 3 follows from the definition of eigenvalues. Let u € R? be an eigenvector
corresponding to eigenvalue of A > 0, then

2
= nA(exp (— (w, x;) /2) + exp ((w, z;) /2))

which shows that u is a linear combination of x;s.

VQELL(w, Sp)u = Au =

T; = U,

For Part 4, the first statement is a corollary of Part 3. For the second statement, let u € R4 be the
eigenvector corresponding to Amin..o. Then,

)\min,w/ — )\min,w = min (ul)Tvz‘eLL (wl7 Sn)(ul) - UTV2£LL (w17 Sn)u
w’ €span{xy,...,xn },||u’||=1

<u' V2 (w, Sp)u —u' V2 (w', Sp)u

== UT (VQELL(U}, Sn) - VQELL(U}/, Sn)) u

=u'V (V2L(w, Sp) — V2LL(w', Sp)) u

<lully [|V? (fon(w, Sp) — VL (w', Sn)) |,

< ||V*L(w, Sn) — VL (w', Sn)|], -
Part 4 is based on the definition of the matrix norm in Lemma[B.10]and Parts 2, 3. O
Let S, = ((z1,%1),- -+, (Tnyyn)) € (RY x {=1,+1})". Let V € R¥*? denote the orthogonal
projection matrix on the linear subspace spanned by {x1, ..., x,}. Let w} denote the minimizer of

the empirical loss. We assume it exists and V/r,(wf, Sp,) = 0. To reduce notation clutter we drop
Sn. Let & ~ N(0,1;) and & ~ N(0, I;). We can rephrase the update rule of Algorithmas

~ 2
s = w I = [|we = w” = B (Veis(we) + 0160) + [ Veww (wr) + o1 lly 022 |

~ 2 ~ 2
= H’wt — w* — H{1V€LL(wt) v =+ HUlHt_lgl — ||VELL(’LU,‘) + O’1§1H2 O'QSQHV

-2 <wt — ’U)* — ﬁ;lngL(wt%Ulﬁ;lfl — HVELL(wt) + 0'161”2 0’2§2>V .
(45)
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In the next step we analyze the first term in Equation (@3):
. 2
H’U}t — Ht IVKLL(U/t) — U)*HV
~ —1 2
= ||W¢ — ’LU* — Ht (VELL(wt) — VgLL(w*»HV

1 2
= ||lwy — w* — LNI,:I (/ V20 (w* + 1(wp — w*)) (wy — w*)dT)
0

\%4
2

= [|lwy — w* — ﬁt_l (/0 (V2L (w* + 7(wy — w*)) — Vo (wy) + VL (wy)] (wy — w*)dr)

v

For every w € R? and 7 € [0, 1], let A, (w) = V2l (w* + 7(w — w*)) — V21, (w). We write

Hwt — ﬁt_1V€LL(wt) — w*Hi

N 2 - 1 2
< Hwt —w* - Ht_1V2€LL(wt)(wt — w*)HV + HHt_l (/ A (we)(wy — w*)dr)
0 v
1
+2 Hwt —w* — H[1V2€LL(wt)(wt — w*)HV ‘ H[l (/ A (wy)(we — w*)dr)
0 1%

2 5 2 1 2 5
* rr—1 *
e =t + 1 (f 1etwly ar) -l
4 V- \Jo

1
o o

], (f iacoly ) voc- i

Here, we repeatedly use the properties of ||-||,, from Lemmas[B.9]and

< HI —H7Y2 ()

+2 HI — A7V (wy)

Consider the eigenvalue decomposition of V341, (we) = Zle )\iuiuiT where some \; may be zero
since we do not assume that V2¢y1,(w;) is a full-rank matrix. Let Apin ¢+ be the smallest non-zero
eigenvalue of V2¢y 1, (w;). Then, by Deﬁnition

d
1
Z ——wu;  if Hessian modification is clip,
~ 1 . max{)\i, )\0}
H+ =45t (46)
1
Z usu; if Hessian modification is add,
it
and
s
Z <1 - )\Z> usu;  if Hessian modification is clip,
£ 0
T H; 'V (w) = 9" 47
: gy if Hessian modification is add,
7 i + Ao
Therefore from Equation (@6), Equation 7)), and Lemma [B.TT]
1
—————— if Hessian modification is clip,
Hﬁ;lH _ maxﬁ)\m >\min,t}
v _ if Hessian modification is add,
)\O + )\min,t
and

min{A07 )‘min,t}
Ao

)\min,t

- A0 + )\min,t

1-— if Hessian modification is clip,

HI — BV (wy)|

if Hessian modification is add.
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Also, from Lemma[B-11]
1 1
[ 18wl dr = [ 926w + rw - w0) - V)], dr
0 0
0.1
S5 [lwe —w]ly (48)

Therefore,

+01- HI H7Y2 1 (wy)

2
, lwe =ty

- _ 2 - 2
wy — H, 'Vt (wp) — wH < HI ~H7Y2 ()

| e *HV+7HH H lwy —w?[l}, . (49)

Consider the second term in Equatlon (@5). Using the facts that E[¢;] = E[&] = 0, & 1L &,
(&1,&2) AL wy, and E[||§1|| = [H§2|| ] = rank, we obtain

E; |:H01Ht_1§1 — IVl (we) + o1éaly Uz&”i}

— ot 6] | + o [Vt o) + r6a 1 el

= of || B lnl?] + 03B [V () + oncall3] B [l
e L W [ R AN A A

lenl?] B [l ]

_ 2
=o? ‘Ht’l ‘V rank + o3 ||w; — w*H%/ rank + o307 d rank. (50)

2 2
+ o507 E;

—

Notice that the expectation of the third term in Equation (@3] is zero. By combining Equation (43),
Equation (#9), and Equation (50) we obtain

E, [me —w*||zv} < (“I—ﬁt1V2ELL(wt)

2
v + 0% . rank) |lwy — w*||%,

+0.1- HI A7V (wy)

B IR e o 7 e

+a§HH;lerank+0201drank. (51)

Finally, setting the values of o1 and o5 from Algorithm [3|completes the proof.

B.9 Global Convergence of of QU-clip and QU-add

Theorem B.12 (Global Convergence Guarantee of QU-clip and QU-add). Let A}, be the minimum
non-zero eigenvalue of V{r1,(w*,S,), p be the privacy budget (in zCDP) per iteration, §; =
lur(we, Sy) — lun(w*, Sy) be the suboptimality gap at iteration t, and Ay, be the maximum
eigenvalue of Hy,(wy, Sy,) from Lemma Let
5 _ [max{Xo, Apar,t }  if SOI modification is clip,
max,t = ()\0 + Aax,t) if SOI modification is add.

Then, if || VL (wy, Sp)|| >3 mm
9

E¢ [6141] < 6 — 8)\’:“" vt A, (52)
Also, if |Vl (wy, S,)|| < 2 "“” , we have
]Et [6t+1] (1 - Z/) 6t + A (53)
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where
)\*

min

Amax A rank rank

- - e . A=0 <) ,  if SOI modification is clip.
axe 80 (4nX2 — Xo)’ Aopd(1 — O)n?

A;un o )\max)\mmrank . < I’ank

Anare 80 (4nA2 + Ao)® 4Xopd(1 — O)n?

) ,  If SOI modification is add.

Proof. We begin the proof by quoting a result from [Bac14]]. Note that the statement in [Bac14] is
stated in terms of [|-||,, but the extension to the norm induced by V is straightforward.

Lemma B.13 ([Bacl14, Lemma 9]). Let S, be a training set and w* = argmin/ry(w,Sy).

Let \}4;, be the minimum non-zero eigenvalue of V{11 (w*,Sy,). Then, for every w such that

Vel (w, Sp)|| < 3N%,,, we have

4 ‘min

IV (w, Sy
X '

min

ZLL(w, S’n) - ELL(IU*, Sn) S 2

Define the E; [-] as the conditional expectation conditioned on the history up to time ¢, i.e.,
{wo, ..., w}. We can write by Lemma5.1|

1
i(wt+1 - wt)THqu,t(wt-s-l - wt)- 54

Let g; = VO (we), & ~ N(0,14), & ~ N(0, I). Then, by the definition of the update rule,

lrn(wepr) < lon(we) + (VOL(we), w1 — wy) +

Wi —wp = —H; Y (ge 4+ 0161) + ||ge + 0161 ]| 026a.

We use H; to denote ¥ o (Hqu,t, SOI modification). Then,

E; (VL (we), wep1 — wy)] = Ey th, —H; " (gr + 01&1) + llge + o1& | 02§2>}

=—g{ H g1, (55)

where the last step follows from £; and &5 being independent of w;. For the third term on RHS of
Equation (54), using E[¢1] = E[$2] = 0 and & 1L &, we can write

B [(wipr — wi) " Hau(wegr — wy)]

=E [(gt +o160) " Hy " Hou o Hy (g0 + 0151)] + o3k, [Hgt + o1& |° & Houibo
= g  H Hyy  H; gy + 02E, [ngH "o Hy gl}

+ (o3 llgell® + o3o3Ee el ) Be (6] Hunelo]

By the definition of the modification operators in Definition we have ﬁt_lHqu,th P ~t_ L

Also, by the fact that for a symmetric matrix A and  ~ N(0, 1), it holds E [¢ T A¢] = trace(A),
we can write

1
§Et [(thrl - wt)THqu t(weyr — U}t)]
1 1
fgt Ht g + 2Ultrace(H Hqu tH ) + 503 ||gt||2 trace(Hgqy,¢) + 50%03 d trace(Hqu,t)
1 k A A
g H g 5ot B At 02 rank + 2T 6202 g rank
2 27 /\0 2

R R (56)
where the last line follows from trace(Ht_lHquyth_ 1) < 'a"k and trace(Hgy ¢) < rank - Amay,+ Where
the maximum eigenvalue of Hy, ¢ is denoted by Apay.- Also

A, < Ay 2 {max{)\o, Amaxs }Iq  if Hessian modification is clip, 57)

(Mo + Amaxe) L if Hessian modification is add.
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Therefore,

1 +-_ 1 yrank  Amax, Amax
By [fuL(wiqr) — fon(wy)] < _igtTHt Yot + 5”5 N m; =03 ||gi]|” rank + =5 ot03 - d - rank
0
1 2 1 1 orank  Apaxst
< _5 Hgt” (Xmaxyt - Jg -rank - )‘max,t> + 50%)\70 + m; J%U% -d- rank, (58)

~ 1
where the last step follows from the fact that for every u € R%, u" H; 'u > = [l
max,t

In the last step, we will use Lemma Let Ax., be the minimum non-zero eigenvalue of

V2011 (w*, S,). Since g, is a linear combination of x;s (See Equation , we have ||, = [|g¢|ly -
Consider two cases: Case 1) ||g¢||;, > 3A%., Case 2) ||ge]l,, < 3A%

4 7*min? — 4'min*

For Case 1, we can simplify Equation (58) as follows

E; [lrn(wigr) — fon(w™)] < fop(wy) — lop(w™)

9 1 1 kK Amax
- ﬁ()\,*nin)Q (5\ — 032 -rank - Amax7t> + 50%% + 5 L5202 d rank.
max,t 0

For the second case, from Lemma[B.13] we have

Et [lLL(wir1) — fu(w™))

2
. [1 Nain , 030K A, A srank  Amact 5 o

Jlﬁ 5 0102 d rank.

Amax ¢ 4 ] (fur (we) — frn(w?)) +

(59)

The stated results follow from setting o and 0. O

C Appendix of Section [6]

In this section, we present the details of the implementation and additional experiment results. An
implementation of our proposed optimization algorithms can be found in github. com/tensorflow/
privacy/tree/master/research/dp_newton.

C.1 Subsampled variant of Our Algorithm

In this section, we show how to extend Algorithm to the minibatch version.

Let’s assume we have m queries, denoted as ¢; : Z* — RY, where i € [m], and each query
has an /5 sensitivity of one. We want to sequentially compose these queries using the Sampled
Gaussian Mechanism (SGM), which combines subsampling and additive Gaussian noise [MTZ19].
To determine the appropriate noise level for achieving the desired privacy, we assume we have
an access to function get_noise_multiplier which takes as input the total privacy budget, m, and
the subsampling probability and outputs the minimum standard deviation of noise for Gaussian
Mechanism to achieve the required privacy. Such a function can be found in various publicly
available privacy libraries.

Theorem C.1. For every training set S,, € Z™, Ao > 0, 6 € (0,1), privacy budget (£,0)-DP,

initialization wo, number of iterations T, SOI modification € {clip,add}, and sampling rates
D, PE € (0, 1) for gradient and SOI, the output ofAlgorithm[?] i.e., wy satisfies (¢, 06)-DP.

Proof. In Algorithm[7} we have two types of SGMs, 1) gradient SGM, 2) SOI SGM. The result from
[Lyu22; VZ22] indicate that we can interleave these mechanisms in a way that we have T' composition
of only gradient SGM followed by T composition of SOI SGM. Using this observation, the privacy
proof is a straightforward extension of the sensitivity analysis in TheoremB.2and Theorem O
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Algorithm 7 Newton Method with Double noise - Minibatch Version

Inputs: training set S, € Z™, Ao > 0, 6 € (0, 1), privacy budget (&, §)-DP, initialization wo, number of
iterations 7', SOI modification € {clip, add}, sampling rates py, pg € (0, 1) for gradient and SOL
Set o1 = get_noise_multiplier (privacy budget = ((1 — )¢, (1 — 6)4), sampling rate = pg, steps = T')
if SOI modification = Add then
02 = m - get_noise_multiplier (privacy budget = (f¢, 69), sampling rate = pg, steps = T')
else if SOI modification = Clip then
o9 = m - get_noise_multiplier (privacy budget = (e, 65), sampling rate = pyr, steps = T')
fort=0,...,7 —1do

Take a Poisson subsample Z; ;, C [n] with sampling probability pg

Take a P01sson subsample Z; i C [n] with sampling probablhty PH

Query g: = W Zzezt VfLL(wt, z;) and Hy = H(w, z5)

H, = P, (Ht, SO1 modlﬁcatlon)

ge =gt + *g/\/‘(o oila)

wisr = wi — Hy "o+ N(0, |3l 03 1a)

n;DH J€LL, H

Output wr.
Parameter Value
6 : fraction of the privacy budget for the search direction in Algorithm [5 0.3
~ : fraction of the privacy budget for computing trace in Algorithm [5 0.1
/3 : the coefficient for minimum eigenvalue in Algorithm 5| {0.5,1,2}
number of independent runs 15

Table 2: Hyperparmeters of Algorithm

C.2 Details of the experiments

Table 2] summarizes the hyperparmeters of Algorithm [5|used for the experiments. Notice that these
parameters are data-independent. Table [3|lists the public datasets used in our experimental evaluation.

dataset name number of samples | dimension Reference
ala 30956 134 [DG17]
adult 45220 104 [DG17]
(binary) covertype 53121 55 [BD99;DG17] |
synthetic 10000 100 See Section
(binary) FMNIST 12000 784 [XRV17]
protein 50000 74 [CIBO4] |

Table 3: Datasets used in the experiments

C.3 Privacy-Utility-Run Time tradeoff

protein

10 FMNIST
g 10 ! . —— DP-GD
% 3 AOP [INSTTW19]
ki % —+— Damped Newton [ABL21]
" - —=— OQurs
10!
1072 107! 10° 10! 1072 107! 100 10!
e-DP =DP

Figure 6: Privacy-Excess Loss Tradeoff for FMNIST and protein
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e T (se0)

ours

e=001 =01 e=1 =10 min(T},) (sec.) max(Ty,) (sec.)

ours
FMNIST  3.44x 2.79% 2.77x 8.74x 11.36 25.61
protein 6.65 % 9.62x  24.16x  26.99%x 3.99 4.66

Table 4: Comparison between the run time of our algorithm and DP-GD in terms of the ratio
TPp.6p/ Tour- The last two columns show the minimum and maximum run time of our algorithm.

C.4 Second Order Informatiqn vs Ontimal Stepsize

ala- ==3.0-DP

0 — DP-GD
—+— HESS-ADD
-e- QU-ADD
—— HESS-CLIP
=+= QU-CLIP
—*— DPGD-Oracle

Excess Loss
Excess Loss

0 2 1 6 10 2 0 2 ' 6

6 s 6 5
Iteration Iteration

adult- ==1.0-DP adult- ==3.0-DP

—— DP-GD
—— HESS-ADD
-e- QU-ADD
—— HESS-CLIP
-+= QU-CLIP
—%— DPGD-Oracle

Excess Loss

Excess Loss

10

0 2 1 6 w12 ou 0 2 ' 6 0w

6 s 6 5
Iteration teration

N fmnist- £=1.0-DP
10 - fmnist- ¢=3.0-DP

—— DP-GD
—+— HESS-ADD
—*= QU-ADD
—— HESS-CLIP
=+= QU-CLIP
—— DPGD-Oracle

Excess Loss
Excess Loss

107! 1071
0o 2 16 8 1w 12 u 0 2 4 6 8 10 12 u
Iteration Iteration

; protein- ==1.0-DP
w » protein- £=3.0-DP

—— DP-GD
—+— HESS-ADD
-~ QU-ADD
—— HESS-CLIP
-+=- QU-CLIP
—— DPGD-Oracle

10!

Excess Loss
Excess Loss

0 2 4 3 5 10 12 1 02 fo6 8 10 12 1
Iteration Iteration

Figure 7: Comparison with DP-GD-Oracle (left (g,0) = (1,n72), right = (¢,6) = (3,n72))

C.5 Experiment with different learning rates for DPGD

adult, (,0)=(5.0,n"2)-DP

100 10°
(FE N N S,
. DPGD-LR=0.01 . DPGD-LR=001 ~~ """~~~
= ~—- DPGD-LR=0.1 3 ~—- DPGD-LR=0.1
710! . g 10 \N
¢ ~.— —-- DPGD-LR=10 8 ‘—._ —-- DPGD-LR=10
g § .
& — ours i
1072 1072
0 2 4 6 8 10 0 2 4 6 8 10
Wall Time (sec) Wall Time (sec)
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C.6 Minibatch Variant

fmnist, e=3-DP

protein, e=3-DP

6% 107"
.+)=(2000,2000)
—(2000,2000)
(2000,2000)
+)=(2000,2000)

1x 107

-
310 ==+ DP-SGD, By,

\ === Full Batch

—— HESS-ADD, (B,
—— HESS-CLIP,(B,

grad: Bress)=(2000,1000)
=(2000,1000)
2000,1000)

2x 107!

Excess Loss
Excess Loss

— - DP-SGD, By, =1000
--- Full Batch

107!

0.0 0.2 0.4 0.6 0.8 1.0 12 1.4 0.0 0.1 0.2 0.3 0.4
Time (sec) Time (sec)

Figure 8: Minibatch variants for FMNIST and protein

C.7 Memory Usage of SOI modification

The proposed method for SOI modification may need a large space. The memory usage varies with
the chosen SVD implementation; we utilized numpy’s linalg.eigh in our experiments. For Adult
dataset with dimension 100, the memory usage is 52 mebibyte (MiB), and for Fashion-MNIST with
dimension 784, the memory usage is 67 MiB.
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