A Further Preliminaries

A.1 Why Floating Bodies?

The main object of interest in the present work is the convex floating body. This is a well known
construct in convex geometry, which takes its name from the work of Archimedes (see e.g. [ D,
and shares fascinating connections with non-parametric statistics. Here we further elaborate on the
motivation to study floating bodies as a natural, robust high-dimensional statistical object. We refer
the interested reader to the survey of Nagy et al. [ ] for an extensive discussion of its statistical
relevance.

Let us first recall the definition of the convex floating body. Let ¢ € [0, 1], and let Y be a random
variable in R. The ¢-quantile of Y, which we denote ), (Y), is

Q,Y) :=arginf{t e RIP (Y <) > q}.
That is, Q,(Y) is the infimum value satisfying P (Y < Q,(Y")) > ¢. Now, for a random vector X, in
R, the (convex) g-floating body, Fq(X ), is defined by

Fo(X)= (] {zeR?:(2,6) < Q,((X,6)},

feSd—1

where we denote by S¥~! C R? the unit Euclidean sphere, in d-dimensions. In other words, the
convex floating body is the intersection of all halfspaces containing at least a 1 — ¢ fraction of the
mass of the distribution. See Figure 1 for a pictorial representation of the floating body of a data-set
and [ , Figures 1-4] for illustrations of floating bodies in various interesting contexts.

The floating body has the following desirable properties.

Existence. The convex floating body always exists for ¢ > 1 — 1/(d + 1). This follows from the
fact that for any set S of n vertices in d dimensions, there is some point with Tukey depth n/(d 4 1)
with respect to .S, which in itself is a standard implication of Helly’s theorem from convex analysis

(e.g., [ D.

The above result holds under worst case assumptions, and can be overly pessimistic for many types
of realistic data distributions (in the sense that the maximum Tukey depth guaranteed, n/(d + 1),
depends inversely on d). However, for many distributions of practical interest exhibiting some sort
of “niceness” properties (or “admissibility" as we say in the current work — see Definition 2, that
ensures Fq(D) contains a ball of radius R,,;, centered at ¢), much stronger guarantees are known.
One example is the wide and important family of centrally symmetric log-concave distributions,
which includes for example the Gaussian, uniform, and Laplace distributions, among many others.
When the random vector X is generated from any such admissible distribution, it suffices to take
n polynomial in d to ensure that the empirical g-floating body is non-empty for any fixed ¢ > 1/2
(independently of the dimension d); see Appendix E for more details.

The floating body is a natural high dimensional statistical construction. Privately outputting
descriptive statistics of a given dataset is among the most fundamental tasks in the privacy literature.
Indeed, a large body of very recent work in the differential privacy literature is devoted to privately
estimating quantiles in one dimension (e.g., [ , s D,
or uses the interquantile range to privately output meaningful measurements of the standard deviation
of one dimensional distributions [ ].

However, one-dimensional statistics (applied to projections of some high-dimensional data) cannot
generally capture the complexity of high dimensions. Suppose, as a running and motivating example,
that we maintain a large high-dimensional database, where each (high-dimensional) entry represents
the feature vector of a single user in the database. Naturally, one might want the ability to privately
generate artificial users that exhibit the “typical” behavior of actual users in the database, without
compromising on users’ privacy. An important application is private generation of high quality
synthetic data for training machine learning models on the database, which should be accurate
enough to work well on actual users, yet maintain the privacy on existing users in the database (e.g.,

[ ’ ’ ’ ])'

Privately sampling from the floating body of the random variable X ~ D (for an unknown distribution
D) is arguably the most statistically principled approach to privately generating a large and diverse
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yet "representative” collection of points (which is the type of access needed for the synthetic data
generation application) from the unknown D, given only sample access to it.

Robustness. The existence of outliers in the data is one of the most challenging aspects to statistics
and machine learning in high dimensions. One of the main difficulties is that there is no canonical
definition of what constitutes an outlier in the data. The convex floating body offers a very simple,
nonparametric interpretation of “central points” of the distribution: these are precisely all points in the
floating body F7, (where g can possibly depend on the data), i.e., all points that in every direction fall
in the g-interquantile range. This point of view affords a high-dimensional interpretation for outliers;
A point z € R? is an outlier in direction 6 € S, if (x,60) > hp, (p)(6), where hp, (py is the
support function of F, (D), as described below in (10). One appeal of using the support function, as
opposed to the quantile in direction 6, is that the latter only depends on a marginal, while the former
depends on the joint high-dimensional distribution, and so represents a more integrative decision rule.

Rich convex geometry foundations. As is demonstrated throughout the paper (and in more detail,
e.g., in the survey [ 1), there is a very rich understanding of convex floating bodies in high
dimensions from the convex geometry perspective. Indeed, objects and questions of this type have
been systematically studied in the last two hundred years; the earliest modern work is Dupin’s book
from 1822 [ ]. As described in the survey, the interplay between different notions of symmetry
and depth arising in convex bodies and log concave measures (which are, in many ways, the natural
measure-theoretic generalization of a convex body) gives rise to deep and interesting mathematics.
Thus, working with the convex body provides us access to this rich literature without the need to
establish a mathematical theory from scratch.

A.2 Omitted Useful Definitions

Approximate Differential Privacy Throughout the paper we referred to a similar notion to “pure”
e-differential privacy (Definition 1) called “approximate” (e, 0)-differential privacy. We now formally
define it.

Definition 16. A randomized algorithm A is (&, 0)-differential private if for all subsets S € F of the
output measurable space (2, F) and n-tuples of samples X1, Xo € (R?)™ it holds

P(A(X)) € §) < eft(XuX2)p(A(X,) € §) + 6. )

Clearly (e, ¢)-differential privacy is a weaker notion to e-differential privacy, in the sense that for any
g,0 > 0 any e-differentially private algorithm is also an (e, §)-differentially private algorithm.

Support function and Hausdorff distance Let us also introduce a useful object called the support
function of a convex body. If K C R? is a convex body its support function, hx : S~1 — R, is
defined by

hi (6) = max(z, 6). (10)

Using the support function we can give an (alternative) functional definition of the Hausdorff distance,
with the following equivalence (see [ D:

5Haus(K7 K/) = Ssup |hK(6‘) — hK/(Q)‘ (11)
pesd—1

when K and K’ are convex bodies.

B Proof of Theorem 10

In this Section we establish our main meta-theorem, Theorem 10. For convenience, we first recall the
statement of the theorem.
Theorem 17 (Restated Theorem 10). Fix g € (1/2,1) and assume that D € Ay(Rmax; Rumin, 7, L).

Further, for h, K > 0 and A C S, let f : Cq — RM be an approximate h-Holder function
with constant K, with respect to A. Then, there is an e-differentially private algorithm A which for
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input X = (X4,...,X,), sampled i.i.d from D, satisfies for all o < min{1, K}% that
P(|A(X) — f(Fy(D))|l, < ) > 1 — B, for some n such that

K?/h (dJrlog (%)) WKY"(log (%)1/}1 M/ W ML/h

0
n POy R )L T emin{r, R ) L |

where W = min{d, log |A|} + log (%) :

We also recall the definition of an approximate Holder function and fix the parameters in the definition.
Thus, we say that f : Cq — R is an approximate h-Holder function, with constant /&, with respect
to A, if,

1F (Fy(X)) = F(E,(Y)lp < K&o(X, Y3 A)",

whenever Fi,(X) contains a ball of radius % is contained in a ball of radius R,,,; + r, and

54(X,Y) < Hmin,

The rest of the section, and the proof itself, is divided into three main parts. The first part is to
analyze a natural non-private estimator for the task (see Section B.1). In the second part, we begin
“privatizing" the non-private estimator. To do so, as described previously, we first restrict ourselves
to a “typical” subset of possible inputs (described in Section B.2). On the typical subset we apply
to the non-private estimator a flattened Laplace mechanism, and calculate its accuracy (see Section
B.3). Finally, the third part is to extend the “restricted” estimator to the whole space of inputs while
keeping the same privacy and accuracy guarantees by appropriately applying the Extension Lemma ,
described in Proposition 6 (see Section B.4).

B.1 Admissibility and the Empirical Non-Private Estimator

Recall Definition 2, which introduced the minimal assumption of being an admissible distribution. The
first aim of this section is to establish one desirable (yet, non-private) consequence of admissibility;
the quantiles of polynomially many samples drawn from an admissible distribution are uniformly
close to the quantiles of the distribution (that is, the sample is close to the distribution in the J,
distance). In particular, for any Holder query f, as in (5), simply outputting the value of f on
the empirical floating body produces a natural non-private estimator with desirable accuracy using
polynomially many samples.

To formalize and prove this property, we shall require the following lemma from [ ].

Lemma 18 (Lemma 8 in [ 1. Let X andY be two random variables with respective CDF Fy
and Fy. Then, for every q > %, ifb:=sup|Fx(x) — Fy (t)| and the following conditions hold, for
t

some a > 0:
¢ Fx(Qy(X) - a) — Fx(Qy(X)) > b, and
* Fx(Qq(X)) — Fx(Qq(X) —a) > b,

then,

1Qq(X) = Qq(Y)| < a

The following is our non-private estimation result which applies to admissible distribution.

Theorem 19. Let X be a random vector in R with law in Aq(Rmax, Rmin, 7, L). Let (X;)7 be
i.i.d. copies of X and letY be chosen uniformly from (X;)?_,. Then, for every o, f > 0 with o« < %,

P(0,(X,Y)<a)>1-5,

16 16d 4

Proof. We begin by defining the set of hyperplane threshold functions
hyper, := {f : R — {0,1}| f(x) = 1({z,0) < t) for some § € S*~! ¢ € R}.

provided that
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For some «v; > 0, using standard VC arguments, as in [ , Theorem 7], and the fact that the VC
dimension of hyper, is d + 1, we get

f€hyper,

IO

For § € S, let F, (x,0) stand for CDF of (X, 0) 9 (and with a similar notation for Y"). With this
notation, (12) may be altematlvely written as,

IP’( sup I]E[f(X)]—]E[f(Y)]|<a1>>1—67 (12)

whenever,

IP <S;1p ‘F(Xﬁ)(t) — F(y;g) (t)l S Oq) Z 1-— ﬁ (13)
N

We now show that the event 1n (13) together with Lemma 18 and the admissibility of X implies the
result. Indeed, assume that 221 < r, fix § € S?~! and denote Xy := (X, 0). In this case, since
X € Ay(Rmax, Rmin, 7, L), we have,

Qq(Xo)+27+
201
P, (@0 + %)~ @ = [ iz 20>
Qq(Xe)
5 Qq(Xo)
@
FX@ (Qq(Xg)) — FXg (Qq(Xg) L1> = / er (t)dt > 201 > Q.
Qq(Xe)— 71
Hence, Lemma 18 implies,
20[1
|Qq(X9) Qq(Y9)| < T
for every 6 € S?~!. The proof concludes by choosing a; = 504. fora < 3. O

B.2 The Typical Set of the Private Estimator

As mentioned in Section B.1, Theorem 19 implies the success of a non-trivial estimator for any
Holder query: Take a large sample and calculate the query on the empirical floating body. Naturally,
such a procedure offers no privacy guarantees.

In order to make this algorithm private, we follow the general approach described in Section 1.3.
Recall that our first step is to restrict the possible samples into “typical” ones. The “typical” samples
will enjoy two important properties: (a) they are drawn with high-probability over the distribution
and (b) they are not “too sensitive" to changes in a small number of sample points. These are the two
properties we establish in this section. Then, using these properties in Section B.3 we construct of a
“restricted private algorithm” defined only on the typical set. Finally, with the extension lemma we
will produce the final private algorithm defined on every input.

Definition of the typical set We now define a "typical’ subset H C (R9)" of the sample space. Let
W > 1 be a parameter, and, for a fixed direction 6 € S?-1, define the event:
e H{Xis0) = Qu((X,0)) € 0,59} > s+ 1
9 | S M@ 0) (X 0) € 0,55} 2 w41
Hy =4 XeRN)": {re{l, -, Ln}
QQ(<X79>) [ Rmax_%7Rmax+%]
(X;,0) < B,i € [n]

If A C S is the subset of direction we consider, the typical set (with respect to A) is defined by
H(A) =Hw(A) = (ﬂ H%) N{X € (RY)"|F,(X) contains a ball of radius Ryyin/2}. (14)

0cA
We abbreviate H(S471) = H.
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Intuition behind the definition We now discuss some intuition. The first two conditions in 19,
mean that, when projecting X in direction 6, the quantile has some fraction of points surrounding it,
in different scales; in each interval [Q, ((X,0)),Qq ((X,0)) £ 2], there are at least x + 1 points,

forevery k € {1,---, QL—V’I’,n} This is the main property which guarantees the stability of the quantiles

under small Hamming distance changes on the input. The third and fourth conditions in ’H%, as well
as the ball containment property in 7 (A) ensure, respectively, that the quantiles and projections are
bounded. Note that by Part 4 in Definition 2 we can, and do, assume

B = poly(n,d). (15)
These “boundedness” properties crucially implies that the Hausdorff distance between two floating

bodies is of comparable size with the “quantile” distance J, between them (e.g. see Lemma 8).

High probability guarantees We now show that the typical set is a high-probability event, provided
sufficiently many samples are drawn from an admissible distribution.

Lemma 20. Suppose that the sample X € (R%)" is drawn from an admissible distribution D €
A (Rmax, Rmin, 7, L) and that W < e™ is large enough. Then, for any A C N

PHw (A)] =1 - W e ©(W+min(log(|A]).d)) _ e—C:)(Lgrzn-l-min(log(\A\),d))7

whenever

a d

n= .
min{Rmirn T}2L2

In particular, for any 8 > 0, we can ensure,

PlHw (A)] > 1 -5,

for some,

~ d ~
n=0 (mm{Rmm,r}%? +log (;)) and W =0 (min (log(|A]), d) + log (;)) .

The proof, which is deferred to the following section, is an outcome of combining the one-dimensional
Lemma B.3. of [ ] and an appropriate covering argument.

Low Hamming distance sensitivity Our next task is to show that typical samples produce empirical
quantiles which are not very sensitive to individual sample points. Note that if one changes all n
sample points the quantile can take arbitrary values in [— Ruin — 7/2, Rmin + /2], given that they
only need to be realized from input in the typical set. Our next result shows when a fraction of the
sample points change, the typical set guarantees the quantiles remain stable.

Lemma 21. Let A C S ! and suppose X,Y € Hy (A) with Hamming distance dp (X,Y) <

2LT;/’I”L. Then, -
0, (X, Y:A) < —dy(X,Y).
Q( 4 )7 n H( ’ )
In particular,

Ln .
o — {04(X,Y;A),r} <dp(X,Y).

The proof is also deferred to the following section.

B.2.1 Proofs of Lemma 20 and Lemma 21

Proof of Lemma 20. First, according to Definition 2, we may assume that, that when B satisfies (15)
with a large enough degree,
P (max 1X|l2 > B) <e

Moreover, by taking o = W and 8 = e~ ©() in Theorem 19, we can see that when

_g d
"= min{ R, r}2L2 )’
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we have

P <6q(X, D) > nm{R;”lﬂ’) <m0 (16)

In particular, coupled with Definition 7, this shows that there exists ¢ € R?, such that,

P (ve € 8 1Qq((X,0) — (e.0)] < 2 and [Qy((X,0)] < Runes + ;) < o),

Thus, since our claim probabilities are of larger order than e™", the rest of the proved is focused on
bounding the probabilities of the events

5 1 {en - oy e o 5] 2w

i€[n] "

> I{Qq(<X,9>) —(X;,0) € [0, ””LIZ]} >r41y,

i€[n]

forx € {1,--, Zn}.

We now claim that, for a fixed § € S?—1,
P [Hyy] > 1— We W) _ om0 ), (17)

Indeed, this is a consequence of [ , Lemma B.2]. Note that Definition 2 implies that the
marginal of D, in direction 6, which we denote as Dy, is an admissible distribution around Qq(Dg),
in the sense of [ , Assumption 1.2], and (17) follows, mutatis-mutandis, from the proof of
[ , Lemma B.2]°.

If |A] < €4, then, with a union-bound
P(Hw (A) > 1—|A] (We-®<W> + e—@@zrz"))
—1- (Wef@w“og(mm " 676<L2r2n>+10g<|A\>> ,

When |A| > e?, we will use the inclusion Hy(A) C Hy, and prove the result uniformly on the

sphere. For this, fix v := %ﬂ and let NV, C S9! be an y-net. Standard arguments show that one

d ‘
can ensure | N, | < (%) = ¢?15(3) | Denote My, == () Hw. A union bound over N, shows,
0EN,
IP’[HZV] >1- (WG—G(W-&-dlog(%)) +e—é(L2r2n)+dlog(%)) . (18)

Now, assume 7y, holds, and let § € S?~1 with 0’ € N, such that, [|§ — ¢’|| < . In this case, since
the || X;|| < B, foreveryi=1,...,n,

w
(X, 0) = (X3, 0] < | X:ll]0 = 0'l] < By < .
This implies the following bound on the infinity Wasserstein distance: W, ((X;,0), (X;,0")) < ¥

4n?
which in turn implies |Q,((X,0)) — Q,((X,8))| < % (the reader is referred to Section 2.3 in
[ ], and the discussion following Equation 2.14, for more details). In particular, for every ¢,

w
(X6, 0) = Qq((X,0)) < 5+ (X3, 0) — Qq({X, 6))-
Thus, we have proved the implication H%, C ’H%. By (18),
P (HK) >P(HYy) >1- (We—@(W”log(%)) + e—@@z”"Hdlog(%))

> 1= (WemO(Wios(332) 4 =60 ion(13p2))

By (15), log (1282) = O(log(n)), hence we subsume it in the © notation, completing the proof. [J
SWesetT = 1in [ , Lemma B.2]
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Proof of Lemma 21. 1t suffices to show for every 6 € A,

w
We again employ Lemma 18. Let Fj stand for the CDF of the empirical distribution of (Y;,8),i =
1,...,n and Gy for the CDF of the empirical distribution of (X;,0),7 = 1,...,n. It clearly holds
that

1P~ Gl < 21,

Now, since X € H(A) and dy (X,Y) < £Ln,if a = 57-dy(X,Y), it holds that,

ColQu((X,0) + @) — Go(@q((x,0))) > WL

n

Then (19) follows from Lemma 18. The second part follows from rearranging the terms. Indeed, note
that if » < 0,(X,Y; A), then,
Ln

. Lr
Sy in {64(X,Y;A),r} = T <dp(X,)Y).

B.3 The Restricted Private Algorithm: Construction and Analysis

The aim of this section is to construct a private algorithm and prove that it satisfies the conclusion
of our meta-theorem, Theorem 10. The construction of the algorithm is naturally based on the
construction of the typical set in Section B.2.

B.3.1 Definition of the Restricted Private Algorithm on the Typical Set

To prepare the proof, we define a randomized algorithm Aon inputs from the typical set H = Hy (A4),
as defined in Section B.2.

On input X € H, the density of the algorithm is given by,

o (—j min { (;;;)hfrlnt — HEED, (W)h}) |

(20)
on the region {||t||, < 2K (Rmax + 7/2)}. The density is 0 outside of this region. The normalizing
constant, Zx, is given by,

Facx)(t) =

= [ ew <—f1 min { (f;;)hK-lnt — FECO),, (W)}) a.

l[tllp <2K (Rmax+1/2)
2
We call this distribution a “flattened” Laplacian mechanism, similar to [ 1.

B.3.2 Privacy Guarantees of the Restricted Algorithm

Our first result is to show that A is an e-differentially private algorithm we shall require the following
lemma.

Lemma 22. Suppose n > % The algorithm A defined on H(A), is 5-differentially private.

Proof. Tt will be enough to show that, whenever X, Y € H(A),

Faco®) < e5dn(XY)

, 2
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for every t € RM ||t||, < 2K (R + r/2). We first observe that, by applying the reverse triangle
inequality,

exp (e min { (H8 ) Kt = F(F, (X)), (Ll ftund 1)
Ln
2w

exp (g min { (F)" Kt = F(E(Y)]p, (Ftgfttendyn })

=exp<—;(<min{<§w>hf< e = OO (i

i { (VK e~ D) <W)h}>>

gexp(;(mm{gW) T FF(X) ~ f(Fq(Y))IIp,(MT’Rm“})h})

8W
< e (Zmin{éwa (X ysap, ()

oo s )
< exp (ZdH(X7 Y)h) < exp (ZdH(Xy Y)) )

where the second inequality is the Holder property (5) using that ,(X,Y; A) < Ryin/4, and the
second to last inequality is Lemma 21. The last inequality is a 51mple consequence of the fact that
the Hamming distance takes non-negative integer values. Since the above inequality holds for every
t € RM, we may integrate it to obtain,

IX _ 5dn(XY),

Zy

Combining the two estimates gives (22). O

B.3.3 The Accuracy of the Restricted Algorithm

The analysis of the accuracy of A, on the typical set, will be preformed in two steps. First, we will
bound the normalizing constant in (21) from below, then we shall establish that the integral over (20)
is small. We record the following elementary calculation that will facilitate the coming calculations.

Lemma 23. Let k € N, and set gy (z) = (2% + ka* =1 + k(k — 1)2*=2 + ... + K!). Then, for any

0 < a < bitholds,
b

/tke_tdt = gr(a)e™® — gr(b)e".

a

Proof. We prove the claim by induction. When k£ = 0, go = 1, and the base case follows. Otherwise,
use integration by parts,

b

b
/ thetdt = —thet
a

= (a" + kgr—1(a))e™" — (" + kgr—1(b)e™" = gr(a)e™ — gr(b)e".

The last identity uses the observation that g (z) = ¥ + kgp_1 (). O

b
+k / th=le=tdt = ake™@ — bFe b + kgr_1(a)e™® — kgp_1(b)e™®

Lemma 24. Suppose W > 1 and let X € Hyw (A). Then for any L, Ryax, Rmin,” > 0 and
a € (0,min{r, Ryin}), 8 € (0,1) for some

(log £)'/" + (M log M)'/" WMl/h(log(RmZX+r+l))1/h>

_ K/
"o (W (ea)V/hL (e min{r, Ruin})*/"L
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it holds
P(JAX) = f(Fy (X))l > o] < 8,

where the probability is with respect to the randomness of the algorithm A

Proof. We prove the claim under the assumption that K = 1, in (5), the general case follows by
re-scaling by K of the target error o and the output of the flattened Laplace mechanism. Moreover,
to slightly ease notation we set v’ = min{r, R, } as the variable R,;, appears in the definition of
the mechanism only together with r via the min operator. The final result simply need to replace r’
with min{r, Rynin }. We also denote R,y simply by R.

In our calculations we shall use the following change of coordinates: for any function i : R, — R,

/ h(||t]|p)dt = wM’p/xM_lh(x)dx, (23)
RM 0
where w)r, > 0 is some explicit constant (see e.g. [ , Page 5]). Moreover, by combining

the Holder property of f and that the zero data-set is inside the typical set we have
1F (Fy(X))lp < 84(X,0;4) < (R+7/2)" < R+71/2,

assuming without loss of generality R > 1.
Step 1: By switching to polar coordinates, as in (23), some elementary algebra and since 7’ > r, we
have,

2= exp<—jmm{(jvﬁ)h|t—f<Fq<X>>||p,(?mf)h}>dt

It <2(R+r/2)

€ . Ln th” Lnr' \" gt
xp [ —=min{ [ =— -
P\ oW P\ 8w
It]lp<R+r/2

R+71/2

h h
L Lny'
> Wity / M1 exp (—Zmin { (21/?/) z, (835) }) dz
0
r' /2

€ Ln\"
> WM p / M1 exp (4 . <W> :c) dx
0

Y

W (M log M)*/"

where the last inequality is Lemma 23. Now, assuming n = w( @I ) we have
M—1
(nL)"er! (nL)her! (nL)her! (nL)rer! (M -1)!
A A )< A St A —
-1 ( swh )P\ g ) =M T P\ mwr ) S T2
which implies
) awh M (- 1)
Zx > — 24
X_W]W,p<(nL)h€> 5 (24)



Step 2: By applying (23), similarly to Step 1,
PIA(X) — F(E(X)p = o

3(R+r/2)

WL € Ln\" Lnr' \"
< 2 P M—-1 T - d
<7 / x exp< 4m1n{(2w> x’(SW) }) x
—+oo h
WM,p M1 e (Ln
ey d
([ ) )
3(R+r/2) N\ P
M1 e (Lnr
- d
/mh v eXp( 4<8W>> x)
< WMp awh M e (nL ha . e (nL ha
-~ = N1 — - p——— X I ———
=7 \\mL)yre M=\ 3 \aw P Low
h

IN

Hence we conclude for all X € Hy (A),

P[IA(X) = f(F (X))l = o]

§4< -1 (5( %%'ha)exp< (;ﬁ/)ha)+
aso () oo (4 (57))

From this and an elementary asymptotic calculation, we conclude that for W > 1 when

(log §)'/" + (Mlog M)/" (M log((( + £ + 1)M)))"/* + (log 5)"/"
n=.0Q (W /i +W (er)/AL )

it holds for all X € H, P[||A(X) — f(F,(X))|, > a] < 8. Since a < 1/, the above sample
complexity bound simplifies to
log Uh 4 (M log M)/ MY/ (log (B 4 1))1/k
o QoD O Ao (e 4 1))
(ea)V/ML (er)/hL

The proof of the Lemma is complete. O

B.4 Putting it Together: The Extension Lemma and the Proof of Theorem 10

In this Section we put everything together and conclude Theorem 10 from an appropriate use of the
Extension Lemma.

Proof of Theorem 10. We use the Extension Lemma, as in Proposition 6, to extend A to the entire
space of inputs, (R?)", endowed with the Hamming distance (for more details on this step we direct
the reader to Section F). Call the extension .4, and note that A is e-differentially private. Indeed, by

Lemma 22, A is 5-differentially private, and Proposition 6 implies the required privacy guarantees

for A. Moreover, for all X € Hy (A), A(X) fa A(X). Thus, we are left with addressing the
accuracy of A.

First, we note that by the assumptions of the theorem

W =0 (min{10g<|A|), dlog(B/W)} + log (2)) ’
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and

d
=9 (L2 Inin{lena?"}2 +log ( ))

Therefore, by Lemma 20, with probability 1 — 2, we have X € H(A), and so A(X), A(X) follow
the same distribution.

Hence, under the event X € H(A), by Lemma 24, we have that for some

1y1/R 1/h 1/h Rmax+r 1/h
n:O(WKl/h(logﬁ) + (M log M) WM (log (Hmastr 4 1)) d

with probability 1 — 2, it holds
[AX) = fF (XD <
Since & < K Rpin/2, by Theorem 19, there is some
K%/ 16dK2/0 4
=0 (e (10 () s (3))
such that, with probability 1 — g, it holds that
a \1/h
X,D; A) < (7) .
5(1( 9 ’ ) — 2K
Using the triangle inequality and then the Holder property, (5), we have

AX) = f(E(D)lp < IAX) = F(F(X))lp + 1 (Fg(X)) = f(F (D)l
< % + K§q(X7D§A)h

vo| 9

A union bound shows that the probability of the event above is at least 1 — 5. The result then
follows. O

C The Steiner Point: Proof of Lemma 12

In this section we prove Lemma 12, the stepping stone from Theorem 10 to Corollary 13. Recall that,

if K C R%is a convex body, its Steiner point is given by,

K):=d | 0hg(0)do
J

where o is the uniform probability measure measure on S%~1, and h is the support function of K,

as in (10).

Proof of Lemma 12. We first show that, for every convex body K, S(K) € K. Indeed, define

fx(0) = arg ma};{c(m, 0). Observe that Vh = fx. Hence, a straightforward application of the
e

divergence theorem (see [ , Chapter 6]) gives:
=d / GhK dO‘— / fK(e)dO’,
gd—1
So, S(K) is a convex combination of fK( ). By definition, for every 8 € S, fx(#) € K which

implies, through convexity, S(K) € K. To prove that S is Lipschitz, let K’ C R be any other
convex body. We have

ISUR) = SUa = sup {1 S() = SUN) < [ (w0l 0) = hoc (0] do
géHaUS(K,K’)d/ (u, 0)|do < Spaus(K, K')d
Sd*l

= \/aaHaus(Ka Kl)
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The second inequality uses (11) and the third is Jensen’s inequality. The last identity uses the
well-known fact, obtained through symmetry, that the averaged square of a coordinate on S~ is 5.
Finally, let X, X’ € (R?)" and assume that F},(X) contains a ball of radius Ry /2, is contained in
a ball of radius Ry,.x + 7. centered at the origin, and that §,(X, X') < RT

This allows us to invoke Lemma 8, which, when coupled with the above bound, yields

ISCE(X)) = S(F(X)) 2 < Vabiaans (Fy(X), F,(X7) < 6V 225 0 x7)

and concludes the proof. 0

D Private Projection and Sampling

In this section we prove Corollary 15, restated below for convenience.
Corollary 25 (Corollary 15, restated). Let D € A;(Rmax, Rmin, 7, L) be an admissible measure on

R and let U, be a random vector which is uniform on Fy(D). Assume that F,(D) contains a ball of
radius Ry around the Steiner point S(K). Then, there is an e-differentially private algorithm A

which for input X = (X1, ..., X,,), sampled i.i.d from D, satisfies for all o« < %
1
W) vy <o

for some

o O (pOIY(RmaX +r+ ].) ( d2 d4 d4 >>

"= poly(Rmin) alt[? + e2a8L + e2a? min{r, Ryin }2L
D.1 Proof Sketch

We start with outlining the steps we follow to establish Corollary 15.

* We first employ a non-private algorithm from the sampling literature [ ], restated below
in Theorem 26, which produces an approximate uniform sample from a convex body given
access only to a) the Steiner point of the body and b) projection operator onto the body.

* Our next step is to establish that the sampling algorithm is robust to a certain amount of
noise. That is, given access to an approximate version of the Steiner point and the projection
operator, the non-private algorithm still produces an approximate uniform point from the
convex body of interest.

* Qur final step specializes to privately sampling from the convex body of interest, the floating
body of a distribution, where we remind the reader that we are only given samples from
the distribution. Using the previous steps, this part is proven by appropriate applications
of our meta-theorem, Theorem 10. We show that Theorem 10 implies that differentially
private estimators can achieve the desired approximation guarantees, both when applied to
the Steiner point (as proven in Corollary 13) and the projection operator (see Corollary 31
below).

D.2 Background in Wasserstein Distances

We start with some background material on the W), distances.
First, for p > 1, we define the Wasserstein distance between two random vectors X,Y € R?, as

1
Wy(X.Y) i= inf (E[|X - Y57
where the infimum is taken over all coupling of X and Y’; that is, random vectors in R24 whose
marginal on the first (resp. last) d coordinates has the same law as X (resp. Y). The Wasserstein
distance turns out to be a metric which metrizes weak convergence and convergence of the first p
moments, see [ ] for further details. In this work we are mainly interested in the quadratic
Wasserstein distance 1¥/,. However, note that bounds on W5 gives the same guarantees for W, when
p < 2. Indeed, by Jensen’s inequality,

W, < W, whenever p < p'.
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D.3 A Non-private Sampling Algorithm

If K C R%is a convex body, we utilize the following, non-private, sampling algorithm with guarantees
in Ws. Set n > 0 and consider the discretized Langevin process:

X1 = Pr(Xt +ng), Xo=S(K), (25)
where {g; }:+>0 are i.i.d. standard Gaussians, and S(K) is the Steiner point of K, as in (7). The
following result holds.

Theorem 26 ([ , Theorem 2]). Suppose that K contains a ball of radius Ry, centered at S(K),
and is contained in a ball of radius R,.x. Then, if, for some a > 0, we take n = S (# 0‘72)

Riax+1)%

and k = © ((W%) the following bound holds:
1
d

where U is a random vector, uniformly distributed over K.

WQZ(an UK) S «,

D.4 Noise Robustness of the Non-private Algorithm

Theorem 26 requires exact access to the projection operator and to the Steiner point. To allow some
uncertainty we now define the notion of a noisy projection oracle.

Definition 27 (Noisy oracles for K). We say that the random function P is an (a, B, R)-noisy
projection oracle for K, if the following two conditions are met, for every = € R?,

1. |Px(z) — Pg(x)||2 < R, almost surely.

2. P (I1Px (@) = Prla)l2 < @) > 1-5.

By extension we say that the random point S(K) is a (c, 3, R)-noisy oracle for the Steiner point, if
it satisfies the same conditions above with respect to the S(K).

Given noisy oracles for K, we can define a noisy version of the Langevin process. In order to take
advantage of Corollary 31, we shall also needs the projected quantities to have bounded norm. Thus,
for k,a > 0, let {g; }+>0 be i.i.d random vectors with the law of the standard Gaussian, conditioned

to have norm at most v/d log (dk). We then define the noisy Langevin process as
Xiw1 = Pr(Xe +13), Xo = S(K). (26)
‘We now show that the noisy and noiseless versions cannot differ by much.

Lemma 28. Fix k € N and suppose that Px and S(K) are («, B, R)-noisy oracles for Py and
S(K), and that K is contained in a ball or radius Ry,ax. Then, for every t < k, there is a coupling

of X and Xt, such that,

- t
E [||Xt - XtH%} <(t+1) (325 40 1 4R VRZB 1 a2) + o
Consequently,

WE(Xp, i) < (b +1) (B2 + 0% + 4R V2B + 02 + 12,

Proof. First observe that, if ¢ is a standard Gaussian random vector in R? and § has the law of a
standard Gaussian restricted to a ball of radius v/d log (dk), then,

W3(g.9) <P (llgll > Vdlog (dk) ) E [llgl*] < @

| =

Indeed, if v and 7 are the respective laws of g and g, there is a decomposition,

y=TP <||g|| < Vdlog (dk)) J+P (llgll > Vdlog (dk)) v,
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where 7/ is v conditioned on being outside the ball of radius Vdlog (dk). This decomposition
induces a coupling between g and g which affords the bound in (27). The second inequality in (27)
follows from g being sub-Gaussian.

We now prove the claim by induction on t. The following observation, that arises
from the definition of the noisy oracles, will be instrumental: One may decompose

E [||Pic(Kem1 +mdi—1) = Pac(Xim1 + 1) 3] on the event {| Phc(Kim1 +ngi—1) = P (X1 +
nGgi—1)|l2 < a} to obtain,
E {HPK(Xt—l +ngi1) — Pe(Xeo1 + UQt—l)Hg} < R*B+a’. (28)
The same argument also shows,
E|I1Xo - Xoll}| = E [IIS(5) - S(E)I] < B2+ a2,

"l:his establishes the base case of the induction, when ¢t = 0. For ¢ > 0, couple the processes X; and
X4, by coupling g;—1 and g;_; according to the coupling in (27), and observe

E [HXt - Xt”%} =E {HPK(XtA +ngi1) — P(Xeo1 + 7757%1)”%}
=E [”PK(Xt—l +ngi-1) — P (Xi—1 +ngi—1) + P (Xi—1 +ngi—1) — P (Xiq + 77§t—1)\|3} :
We also have, from (28), and with Cauchy-Schwartz,
E [(Pic(Xom1 +n9e-1) = Pac(Xeor +0gi-1), Prc(Keoa + o) = Pre(Kor + )]
< 2RpaxE [HPK(Xtﬂ +ngi1) — P(Xeo1 + 779#1)”2} < 2RpaxV/R2B + o?
Combining the previous two calculations, we see,
E[IXe = X8| < E |IPx(Xemt +ngi-1) = Pac(Ki1 +mger) 3]
+E [|[Pc(Ximy +0gi-1) = Prc(Kis + 0i-1)|3] + 4Buna VF2B + 02
< R?B+ 02 + 4Rmax VR2B + 2
+E {HPK(thl +nge—1) — Pr(Xio1 + 77@#1)”%}
< R84 0% + 4RuaxVRZB + 2
+E {”thl + g1 — (X1 + Uﬁt—l)\\g]
= R’8+ a® + 4RnaxVR2B + 2
+E [I1Xi-1 = Koot 3] + 7°E [lger = Go-113]
< R?B+ 0 + 4Rmax VR?B + 2

t—1 2 2
+t(R26+a2+4RmaX R25+a2+(k)77)+7;€

t
< (t+1) (R26 + 0% + ARax /25 + o) + 2

The third inequality follows from the fact that, since K is convex, Pk is a contraction, and the
penultimate inequality is the induction hypothesis, along with (27) and the independence of g, and
Xk-1. O

We now identify a regime for the noise parameters (&, 8, R) in which the dynamics in (26) have
comparable guarantees to the ones in (25).

Lemma 29. Suppose that K contains a ball or radius Ry, centered at S(K), and is contained
~ 2 ~
in a ball of radius Ry,.x. Let a € (0,1), setn = © ((Rﬁ%%) k=0 (Mi) and

R2 o

min
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assume that, for some R > 0, P and S(K) are (&, 3, R)-noisy oracles for P and S(k). Moreover

assume d
R%B + G2 + 4RmaxVR2B + a2 < %

1 N
gwg(xk,UK) < 9a,

where U is a random vector, uniformly distributed over K.

Then,

Proof. We use the triangle inequality, followed by Theorem 26 and Lemma 28,
1 1 1
Vd Vd Vd

)
<\/ + (R2B+d2+4RmaX\/R2B+d2>+n2+\/&§3\/&,

Wo(Xg, Ur) < —=Wa(Xy, Xi) + —=Wa(Xy, Uk)

d
where we have also used that n? < a. O

D.5 Towards a Private Sampling Algorithm: a Private Noisy Projection Oracle

Let & C R? be a convex body and recall the projection operator, Py : R¢ — R? given by,
Py (x) = argmin{y € Ky — ]2}
We first show that when X follows an admissible distribution, one can privately estimate Pr, (x) (z).

To this end, we prove Lemma 14. The proof uses the following classical result, see [ , Proposi-
tion 5.3].

Proposition 30. Fix R > 0 and let K1, K3 C B(0, R) be two convex bodies. If © € RY, then
1Px, (2) = Prey () ]2 < 2V/([2]l2 + R)ttaus (K1, K2)'/2.

Combining the robustness of the projection operator with Lemma 8, we now prove Lemma 14.
Proof of Lemma 14. Similar to the proof of Lemma 12, we see that, under the assumption,

Rmin
4 )

8q(Fy(X), Fy(Y)) <

Lemma 8 implies,
Rmax + T
Rmin

The above bound holds provided F,(X) contains a ball of radius Ryin /2, and when F(X), F(Y)
are contained in a ball of radius R,,,.x + 7, centered at the origin. We invoke Proposition 30, according

to which
| Pr,(x)(®) = Pr,cvy(@)ll2 < 54/ (|72 + Rmax +7) T

which completes the proof. O

5HaUS(Fq(X)qu(Y)) <6 5q(Fq(X)an(Y))-

04 (Fy(X), Fy(Y))1/?

Having established that P.)(x) is an approximate %—Hélder function with respect to the convex body,
we prove the following corollary.

Corollary 31. Let D € Ay(Rmax, Rmin, 7, L) be an admissible measure on RY. Then, for every
x € RY, there is an e-differentially private algorithm A which for input X = (X1, ..., X,,) with

i.i.d. entries from D satisfies for all o < M that
P(A(X) = Pp,p)(@))l2 < o) 21 = B,
for some
1 3 1)? 2 1)? .
(el + R+t (4108 (3)) | Plog(F) +@log(3) @+ log(d)

n=0 + + :
R2. ot L? e2a?L e2min{r, Ruin }2L
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Proof. By Lemma 14 P((r) is an approximate %-Hélder function with constant, K =
5\/ HEHQJFR“”"H( max £1) with b = 1 fand M =d. 0O

Rmin

D.6 A Private Sampling Algorithm for the Floating Body

We now focus on building the private sampling algorithm for the floating body, F, (D), of a distribution
D. Recall that we have access to i.i.d. samples drawn from D and, in light the previous section, we
will use the i.i.d. samples to privately approximate the Steiner point and the projection operator for
F,(D). To be more specific, notice first that the private algorithms defined in Corollaries 13 and 31
naturally produce noisy oracles for the Steiner point and the projection operators, respectively. The
next Lemma exactly quantifies it in a convenient way for what follows.

. ~ do d?a?
Lemma 32. Let k > d and substitute & := mfor o, and B = 214k2(Rmax+?)2(Rmax+r)2’

in Corollary 31. Then, the algorithm promised by the Corollary is e-differentially private and a
(&, B,4(Rmax + 1)) -noisy projection oracle for Fy(D), which uses

o (st P 4 1) ( (R + 1K (Run 122 .
= 5 BalL? 202, e2 min{r, Riin }2L

min

samples.
Moreover, with the same parameters and the same bound on the number of samples, the output of the
algorithm from Corollary 13 is a noisy oracle for S(K).
Proof. Fix x € R%. If A(X) is the output of the algorithm in Corollary 31, we have
d d?a?
PP —AX)g € ==—=—————a | >1- .
(” Fy(D) (I) ( )||2 = 32k(RmaX + 1)O[> = 214k2(Rmax + 1)2(Rmax + 7")2
Moreover, by the construction in (20), almost surely,
|1 Pr,(p) (2) = A(X)[l2 < 4(Rmax + 7).

The sample complexity bound follows by appropriately substituting terms.

The proof for the Steiner point is identical, with the bounds obtained in Corollary 13. O

Now, recall that Lemma 29 reveals the level of the noise tolerance of the oracles under which the
Langevin still produces an approximately uniform point of the floating body. Our final step is to
combine Lemma 32 with Lemma 29 to complete the proof of Corollary 15.

ino i . _é Riin (Rmax+1)°
Putting it all together: Proof of Corollary 15. Setn = © Ty T o) k= 6 Riag .

We shall invoke Lemma 32 to privately compute the initialization and each iteration of the noisy
Langevin process, as in (26). For (&, 3, R) as defined by Lemma 32, we have,

d2a? d2a? d?a?

R?B+0” = 16( Rinax+7)* = .
p+a (Fas+7) 2912 (R + 12 (R + 702 10242 (Rone + 12 51252 (Rom + 1)

By our choice of k, we may freely assume k£ > d and since o < 1, we have
Thus,

da
> 128k(Rmax+1)? S L.

R84 6 + AR P F 0 < 00 da_da
= 512k2(Ropax + 1)2 | 4k — 2k

and Lemma 29 shows that, for the random vector U,

1 -
gWS(Xk, U,) < 9a.
Moreover, note that by definition of the noisy projection oracle, we have, for every t < k,

HXf”Q S Rmax + 4(Rmax + T) S 5(Rmax + T’).
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Hence, recalling that g; has the law of a standard Gaussian conditioned on the ball of radius
\/Elog(dk), we have, since Rmax > Rmins

2

~ ~ RZ.
”Xt + 77§t||2 < 5(Rmax + ’I’) + ﬁ\/gIOg(dk) < O (Rmax +r+ IOg(k)(]%m:il)z;)

~ d R2. ~
< O | Rmax 1 — | =22 ) = O (Rmax 1).
Thus, since Lemma 32 is invoked k& + 1 times, each time with an x satisfying x|z <
O (Rpmax + r + 1), the sample complexity is

A (Rmax +r+ 1)8 k® k*d kd®
n=0 + + 5 :
R2 d3atl?  e20?L  e2min{r, Rmin }2L

min

Substituting k, we get

no((RmaX+r+1)38 ( d? d* d* ))

R1Z al4L? + e2a8L + e2a2 min{r, Ryin }2L
O
D.7 Beyond Uniform Sampling
Let us note that Theorem 26 is a specialized form of a more general result. In fact, [ , Theorem

2] offers sampling guarantees for so-called log-concave measures, that is measures with densities of
the form
e—¢(@) 1x(z),

where K is a convex body, and ¢(x) is a convex function (the uniform sampling simply sets ¢ to
be constant). A straightforward adaption of our differentially private projection oracle can lead to a
differentially private sampler from arbitrary log-concave measures supported on the floating body.
The sample complexity would now need to also depend, polynomially, on the Lipschitz constant of
; we leave the exact dependence on it for future work.

We chose to state and prove Corollary 5 for the uniform measure on F, (D). This decision was
made both for the sake of simplicity, but also because, arguably, the uniform measure is among the
most interesting cases; one may need to “exclude outliers” and a uniform sample produces a typical
representative from what remains.

However, let us note one possible application of (low-temperature) sampling from more general
measures, which may be of interest in future research in the differential privacy community. It is
well known that when ¢ is a convex function, sampling from the measure e ~#(*)1 () is intimately
connected to optimization(as in [ ). That is, sampling is connected to finding

arg max p(x).

Thus, when considering floating bodies, one should be able to privately optimize convex functions
over F,(D), which can be seen as a given data-set “pruned” to have no outliers.

E Examples of Admissible Distributions

In this section we demonstrate one prototypical example of a class of admissible distributions. The
example should serve to both show that Definition 2 is not vacuous as well as give the reader some
idea of the possible interplay between the different parameters in the definition. We focus on log-
concave measures but mention that similar reasoning can be applied to other classes, like a-stable
laws, see [ , Section 7].

Symmetric log-concave distributions A measure D on R? is said to be log-concave if its has
a density e~#(®)_ such that ¢ is a convex function. Prominent examples of log-concave measures
include Gaussians and uniform measures on convex sets. To enforce a useful normalization we shall
consider isotropic measures. These are measures whose expectation is zero, and whose covariance
matrix equals the identity. Finally, we say that a distribution is symmetric, if when X ~ D, then X
and —X have the same law. Our main result for log-concave measures is as follows.
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Proposition 33. Let D be a symmetric, log-concave, and isotropic measure on R, and let q € (%, 1).
Then, D € A, (q — 3.log (é) et %). That is, one can take,

21— 7

1 > 1—g¢q 1—g¢q
— | ,r= .
2(1—-q)

1

o9 Riax = log (

Rmin:q_2

The proof of Proposition 33 is broken down in several lemmas. We begin by showing that in every
direction, the ¢ quantile has some mass around it.

Lemma 34. Fixany q € (%7 1), and X ~ D, a symmetric, log-concave, and isotropic measure on

R®. Then, if L = (17(?)2,7“ = (1;‘1), X satisfies that for any direction € S, it holds, for the
density fo of Dy := <1X7 ), that

fg(t) > L
when
te [QQ(DG) -, Qq(DG) + T]'

Proof. For § € S, by the Prékopa-Leindler inequality, Dy is a symmetric, log-concave, and
isotropic measure on R (see [ , Theorem 5.17). So, by [ , Lemma 13], fo(Q4(Dyg)) > %.
Since fy is symmetric and uni-modal it is decreasing on (0, c0). So, for any t < Q4(Dy), fo(t) >

%, as well. t > Q,(Dg) note that if we take r < 12;‘1 then, since fy < 1, asin [ , Lemma 5.5],
mg(D)+r Qq(Do)+r Qq(Do)+152
fo(t)dt = q + / fo(t)dt < g+ / dt < %
—oo Qq(Do) Qq(Do)

Hence, Q,(Dy) + 1 < Qqu(DQ) and, the same argument as before shows, fp(Q,(Dg) + r) >
fo (m% (Dy)) > 1%. In particular, this is true for any ¢ € [Qq(Dy), Qq(Do) + 7]. O

The fact that for log-concave measure the floating body contains a ball, and is contained in a ball of
fixed radii was previously proven in [ ].

Lemma 35 ([ , Lemma 13]). Fixany q € (%, 1), and X ~ D, a symmetric, log-concave, and
isotropic measure on R%. Then, for every § € S41,

45 < Qu(X.0) < 1+1og (201—@) |

Let us now prove Proposition 33.

Proof of Proposition 33. In light of Lemma 34 and Lemma 35 it will be enough to show that if
{X;}*_, are i.i.d. as D, then,

P (max 1 Xill2 > 10\/3713) <e ™

But this is clear, since each X; has sub-exponential tails, [ , Lemma 5.17], and E[|| X;||3] = d.
Indeed, with a union-bound,

P <max 1 X2 > 10\/gn3) < nP (||X1||2 > 10\/an3) < e 10T < o

F On the Extension Lemma and the Proof of Theorem 10

In this section we provide for the interested reader more details on the Extension Lemma (stated in
Proposition 6) and how it is used in Section B.4 to construct the final private algorithm to establish
Theorem 10. We repeat here the Extension Lemma for convenience.
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Proposition 36 ("The Extension Lemma" Proposition 2.1, [ 1). Let A be an e-differentially
private algorithm designed for input from H C (R?)™ with arbitrary output measure space (2, F).

Then there exists a randomized algorithm A defined on the whole input space (R®)™ with the same

output space which is 2e-differentially private and satisfies that for every X € H, A(X) £ A(X).

We start with recalling that the input space is M = (R9)" equipped with the Hamming distance and
the output space is (R, || - ||,) equipped with the Lebesgue measure. Furthermore let us assume

also that for any X € # = H(A) the randomised restricted algorithm .A(X) follows a RM-valued
continuous distribution with a density f A(X) with respect to the Lebesgue measure, given by (20),

(21). Applying the Extension Lemma readily gives the e-differentially private extension .4 on input
X € (RY)™ which agrees with A when X € H.

Density of the extended algorithm Now one may wonder if the extended algorithm admits a
density and, if so, what does it look like. It turns out that because the restricted algorithm admits a
density with respect to the Lebesgue measure, the same holds for the extended algorithm. Moreover,
the density has, in fact, a simple-to-state formula. In more detail, an inspection of the proof of the
Extension Lemma [Section 4, [ 1] gives that the “extended” e-differentially private algorithm
A admits a density, on input X € (R%)", given by

I € , M
Faco(@) = 5= it [exp (Jdn(X, X)) Fixn ()] 0 € R 29)
where

Zy = /R Xi%fﬂ[(ZdH(X,X')) fA(X),(w)} do.

For reasons of completeness we state here (and prove in the following section) the corollary of the
Extension Lemma that establishes that in our setting the algorithm .4 satisfies the desired properties
of the Extension Lemma.

Proposition 37. Under the above assumptions, the algorithm A with density given in (29) is e-
differentially private and for every X' € H, A(X") 4 A(X").

As a technical remark note that, in order for the density in equation (29) to be well-defined we require
that, for every X € (R?)" the “unnormalized” density function

Gx(w) == inf [exp (gdH(X, X)) Faxn ()] w e RY (30)

is integrable. This condition follows from the following Lemma, which establishes - among other
properties - that G x is a continuous function almost everywhere and has a finite integral.

Lemma 38. Suppose the above assumptions hold and fix X € H(A). Then,
e Gx(w)=0forallw & T = {|jw|p, < 2K(R+1r/2)}.

* Gx is R-Lipschitz on T with a universal (that is, independent of the value of X € H)
Lipschitz constant R < 0.

Furthermore, it holds 0 < waR Gx(w)dw < 1.

Finally, notice that the infimum over X’ € H in (29) is the main reason the extension lemma comes
with no explicit termination time guarantees; the termination time largely depends on the “nature” of
‘H. See the appendix of [ ] for a further discussion on this point.

F.1 Proof of Proposition 37

We start with using [ , Lemma 4.1.] applied to our setting. This gives the following Lemma.

Lemma 39. Let A’ be a real-valued randomized algorithm designed for input from H' C (R%)™.
Suppose that for any X € H', A'(X) admits a density function with respect to the Lebesgue measure
far(x)- Then the following are equivalent

(1) A’ is e-differentially private on H.;
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(2) Forany X, X' €¢ H
Fari) () < XD £ 0 (W), (31
almost surely with respect to the Lebesgue measure.

Proof of Proposition 37. We first prove that A is e-differentially private over all pairs of input from
(R?)™. Using Lemma 39 it suffices to prove that for any X, X» € H,

fax,)(w) <exp(edu (X1, X2)) facx,) (W),

almost surely with respect to the Lebesgue measure. We establish it in particular for every w € RM
Notice that if w ¢ 7, both sides are zero from Lemma 38. Hence let us assume w € Z. Let
X1, Xo € R™. Using triangle inequality we obtain for every w € Z,

. 9 / . £ /
nf [exp (5 dn (X1, X)) L0 ()] < Jnf [oxp (5 [dan (X1, Xo) + dar (X, X)) F a0 (@)]
_ € : € ! .
_exp(2dH(X1,X2))X1 [exp(QdH(X,X)) fA(X')(W)} ,
which implies that for any X;, X5 € M,

Zy, = /QXilnefH {exp (gd(Xl,X’)) fA(X,)(w)} dw

nf
'eH

< exp (%d(Xl,XQ)) /QXi;gH {exp (%d(XQ,X’)) fA(X,)(w)} dw

13
— exp (id(Xl,Xz)) Z,.

Therefore using the above two inequalities we obtain that for any X7, X5 € R" andw € Z,

1

faxn @) = 7=t Jexp (5 (X1, X)) Ly ()]
1

<
= exp (—5du (X2, X1)) Zx,

gd(Xl,X2)> v XI’I}efH {exp (%dH(XQ,X/)) fA(X')(W)}

= exp (edg (X1, X2)) fa(x,) (W),

as we wanted.

Now we prove that for every X € H, A(X) 4 A(X). Consider an arbitrary X € 7. We know that
A is £ /2-differentially private which based on Lemma 39 implies that for any X, X' € H
€
fA(X)(W) < exp <§dH(X7 Xl)) fA(X/)(w)v (32)

almost surely with respect to the Lebesgue measure. Observing that the above inequality holds almost
surely as equality if X’ = X we obtain that for any X € H it holds

fA(X)(W) = Xi’nefH {exp (gdH(Xv Xl)) fA(X/)(w)} ’

almost surely with respect to the Lebesgue measure. Using that f A(X) is a probability density
function we conclude that in this case

ZX = /fA(X)(w)dw =1.

exp (%dH(Xl,XQ)) leréfﬂ [exp (gd(XQ,X/)) fA(X,)(w)}

:exp(

Therefore .
p— M / N
Face)(w) = 7 Juk, [exp (e (X. X)) £ @)]
almost surely with respect to the Lebesgue measure and hence
Faco (W) = fac) (W),

almost surely with respect to the Lebesgue measure. This suffices to conclude that /l(X ) 2 A(X)
as needed.

The proof of Proposition 37 is complete. O

35



F.2 Proof of Lemma 38

Proof of Lemma 38. First notice thatif w ¢ Z, from (20) forany X’ € H, f A(x) (w) = 0. Therefore
indeed

0< fap) (@) < exp (Sdu(X, X)) f4x0() = 0.

We prove now that for all X’ € H, the function exp (5du (X, X")) f Ji(x+)(w) is R-Lipschitz on
T. The claim then follows by the elementary real analysis fact that the pointwise infimum over an
arbitrary family of R-Lipschitz functions is an ‘R-Lipschitz function.

Now recall that for all a,b > 0 by elementary calculus, |e=® — e~°| < |a — b|. Hence, for fixed
X'’ € H, using the definition of the density in equation (20), we have for any w,w’ € Z,

|fA(X/)(W) - fA(X/)(W/N

Ln\h
e (Ln
< L(LQZW)hnin{Kle — F(EQ XN, min{r, Rinin} } — min { K| — f(Fy(X"))||p, min{r, Ruin}} |
X/
Now combining with triangle inequality we conclude
()" ()"
tovn (@) = Faren (@) < =22 min { K |w — &' ||, min{r, Rmin } } < —2Y2_|jw — W']|,,.
a0 () = L@ < =L i (Ko i, R} < S 20 o = o),

Now following the proof of the accuracy guarantee (Lemma 24) we have for all X’ € H,

o\ M-1 B
4W€) (M-1)! a3

ZX’ >Z::ij’p<(nL)h 9
Hence it holds

n\h
‘f,/i(x/)(w) - fA(X/)(W/” < @H
4K Z

Finally, exp (£du (X, X')) is a constant independent of w with exp (5d (X, X")) < exp().

w—w'[lp.

e( Lz )"
Combining the above, exp (5du (X, X)) f 4/ x(w) is R = exp(%)%-mpschitz and notice

that R is independent of X’. The proof of the Lipschitz continuity is complete.

The final part follows from the fact that G is non-negative by definition. Moreover, again by
definition, for arbitrary fixed X’ € H, f A(x) integrates to one and upper bounds, pointwise, the
function G x. O]
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