A Additional numerical experiments

In this section, we introduce some additional numerical experiments. We perform numerical sim-
ulations on an environment represented as an MDP with 12 states and 4 actions, i.e. S = 12 and
A = 4. The environment is a 4-by-4 grid world. The action space A is given by {North = 1, South =
2, West = 3, East = 4}. The terminal state is at cell [4, 4] (blue cell). If the agent at the terminal state
and chooses any actions, the next state will be the beginning state at cell [1, 1] and the agent receives
reward +1. The agent is blocked by obstacles in cells [2, 2], [2, 3], [2, 4] and [3, 2] (black cells). The
environment contains a special jump from cell [1, 3] to cell [3, 3] with +1 reward. When the agent at
the cell [1, 3] and chooses action "South", the agent will jump to the cell [3, 3]. Actions that would
take the agent off the grid leave its location unchanged.

Figure 2: 2-d grid world

To add some randomness of the environment, we set that the states transit randomly. After the
environment receives the action signal, the next state may generated by following any of the other
three actions with probability 0.1 separately. For example, if the agent at cell [4, 3] and chooses
action "North", the next state will be [3, 3] with probability 0.7, [4, 2] with probability 0.1, [4, 3] with
probability 0.1, or [4, 4] with probability 0.1. The mean rewards of actions that would take the agent
off the grid or towards the obstacle are 0. The mean rewards of other state-action pairs are 0.2 or
0.4. In this paper, we assume the rewards are bounded by [0, 1]. Thus, we use Bernoulli distribution
to randomize the reward signal. The optimal policy encourages the agent to take the special jump
and reach the terminal state. In the target policy, the agent will reach the terminal state as soon as
possible but avoid to take the special jump. We set the total number of steps H = 10 and the total
number of episodes K = 10°. We empirically evaluate the performance of LCB-H attacks against
three efficient RL agents, namely UCB-H [Jin et al.,2018]], UCB-B [Jin et al.}[2018]] and UCBVI-CH
[Azar et al., |2017], respectively.

In Figure |3} we illustrate %—portion white-box attack and LCB-H black-box attack against three
different agents separately and compare the loss and cost of these two attack schemes. For comparison
purposes, we also add the curves for the regret of three agents under no attack. The x-axis uses a
base-10 logarithmic scale and represents the time step ¢ with the total time step 7' = K H. As same
as the results in Figure the results show that the loss and cost of %-portion white-box attack and
LCB-H black-box attack scale as log(7T'). Furthermore the performances of our black-box attack

scheme, LCB-H, nearly matches those of the %-portion white-box attack scheme.
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Figure 3: Action poisoning attacks against RL agents

B Proofs for the white-box attack

B.1 Proof of Lemmal[ll

We assume that the agent does not know the attacker’s manipulations and the presence of the attacker.
We can consider the combination of the attack and the environment as a new environment, and the RL
agent interacts with the new environment in the attack setting. We define () and V' as the J-values
and value functions of the new environment that the RL agent observes. The optimal policy can be
given from the the Bellman optimality equations. Suppose the target policy 7' is optimal at step h + 1

in the observation of the agent. Then, V), 11(s8) = VL 41(s) for all state s, where V represents the
value function in the observation of the agent. Similarly, we set Q as the (Q-values in the observation

of the agent. As the attacker does not attack when the agent pick the target action, VL 11 = VhT 41
For any a # 77};(3), from the equation (3)), @) and (). Q,, is given by

Qn(s,0) =(1 = a)(Ra(s,7}(5) + PaV 11 (5,7} (5)))
+a(Ru(s,7, (5) + PaVipa (5,7, (5))
=(1- a)Qh(S 7Th( )+ th s, (s))
<Qh(s,mh(5) = Vil (5) = Qh(s, 7} (5)):

13)

We can conclude that if the target policy 7' is optimal at step & + 1 in the observation of the agent,
the target policy 7 is also optimal at step h in the observation of the agent. Since Vi1 = 0and

Q%41 = 0, the target policy 7t is the optimal policy, from inductionon h = H, H —1,--- , 1.

B.2 Proof of Theorem/Il

Here, we follows the idea of error decomposition proposed in [Yang et al., {2021} [He et al.| [2020].
We first decomposed the expected regret Regret(K) into the gap of Q-values. Denote by A¥ =

; ~k _ ot =t
VhT(SZ') — MiNgeA Q;(waa) and A = Vh(séi) - Qh(sfm aﬁ).

As shown in Lemma the target policy 7 is optimal in the observation of the agent. Thus,

K L K
Regret(K) = Y [V (s}) =V =S sk - VT (sh)) (14)

k=1 k=1
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—E[AYFE] 4+ By py (st a1 [V = V3 ()]

H
= E[> &, FH (15)
h=1
H
EE[Z aAF1(af # 7l (sF))|FF]

h=1

H
ZaAman Z ]l 7é (lh
h=1

where FF represents the o-field generated by all the random variables until episode k, step h begins,
and the equation @ holds due to QIL(st, ab) = (1 — )Q} (sk, 7l (s5)) + Q! (sF, 77 (s§)) when
af # wh(sh), and V', (s5) = Vil (sh).

In the a-portion attack, the attacker attacks only when the agent picks a non-target arm. Thus,
1(ay #af) <1 (a,’i + ﬂ;rl(sh)) and Cost(K, H) < Loss(K, H).

‘We can conclude that
Regret(K)

E[Cost(K, H)] < E[Loss(K, H)] < X
ARmin

(16)

Before the proof of the upper bound on the loss and the cost, we first introduce an important lemma,
which shows the connections between the expected regret to the loss and the cost.

Lemma 3. For any MDP M = (S, A, H, P, R) and any p € (0, 1), with probability at least 1 — p,
we have

K H K K
—k —t —rk —t —k
SN A< (vh<sﬁ> - <sz>) + 202, 10g(1/p) Y (Vi(sh) = Vi (sf)). ()
1 k=1
The proof of Lemma [3]is based on the Freedman inequality [Freedman| [1975| [Tropp et al., 201T].
i H 3k i7dl i H <k =l —nk
Since E[Y",_, A, |FF =V (sk) =V (sf), denote by Xj = > _ A}, — (Vh(s’,j) -V, (52))

then {X;}/ | is a martingale difference sequence w.r.t the filtration {F}};>1. The difference
sequence is uniformly bounded by | X7| < H?. Define the predictable quadratic variation process of

the martingale Wi := Zszl E[X?|FF], which is bounded by

K K K &
Wk <Y E [(AZ)Q W} <Y HE [Z:Uﬂ S & (VL(s;j) -V (s’,;')) . a8)
k=1 k=1 k=1

By the Freedman’s inequality, we have

K K
ZXk > 2H? log(1/p) Z (Vh Sh (Sﬁ))
k=1 k=1
~2Hlog(1/p) 7K | (VL(sZ) ~vy (s’,z>> (19)

<exp
W + H? « 2H2\/log(1/p) PO (V,i(s’g) Vi (S’;i)>/3
<exp{—log(1/p)} =



Theoremis directly from Lemmaand Ay > D in 1wl (sF) # 7k (sF)).

C Proofs for LCB-H attack

C.1 Proof of Lemmal[2]

At the beginning of the episode k, for any step k € [H] and any (s,a) € S x A with Nf(s,a) # 0,
according to Algorithm || the estimate of (Q-values under the target policy 7! are given by

QL k(s:a) Z ]1 ah»Sh = (s, a)) (TZ + P£+1;H+1G§+1:H+1) . (20)
i=1

)

Note that for any ((ay, s) = (s,a)), we have

E[’”Z + P’1§+1;H+1Gh+1;H+1|ali§a SZ] = Rp(s,a) + Es/NP;L(~\s7a) [V;jﬂ(sl)] = QL(Sa a). (21)

Thus, we can apply Hoeffding’s inequality here to bound |QL p(s,a) — QL(S, a)|. The cumulative
reward is bounded by 0 < Gﬁ +1:0H41 < H — h and the important sampling ratio is bounded by
0 < pf i1y < € because

ok < <1>H_h < (1>H_1 <e (22)
h+1:H+1 = (17%) >~ (17%) < e.

By Hoeffding’s inequality, since |r} + o, 1.7 1Gr 1. 41| < e(H — h) 4 1, we have

~ 772
P (|QL,I§(S’ a) — Qj(s,a)| > 77) <2exp | — : (23)

2
2N} (s.a) (53

To hold a high-probability confidence bound for any state s, any action a, any step h and any episode k,
set the right hand side of the above inequality to p/S AT'. Then, we have n = (e(H—h)+1),/ m
and ¢ = log(2S AT /p).

C.2 Proof of Theorem

From Lemma 3] for any MDP M = (S, A, H, P, R) and any p € (0, 1), with probability at least

1 — p, we have

K k
IDIYEDS (vmm ke <s2>) 282, log(1/p)
k=

—k,mk

(Vitsh) = V™ (sh)

M| 1

(Vi) = 7™ )

X —k —k,m*
<3 (vh’*< by <s,’f,>> 212 |log(1/p)

>
Il
—

k=
=D-Regret(K) 4+ 2H2+/log(1/p)D-Regret(K).
(24)

Since the LCB-H attacker dose not attack the target action, VZ’T( ¥ = Vh (sF). Thus, we have
Ah -y T( 5 - Qh (sh, af) = VT(sh) Qh (sh, af). When the agent picks a target action

ay = WT(sh) the attacker does not attack and Q) T(sh,ah) Vh ( ) = VT(sh) Thus, the left
hand side of the equation (24) can be written as

—k
A, = Laf £l (5B = Y. A, (25)

k=1h=1 k=1h=1 (k,h)er



where 7 = {(k,h) € [K] x [H]|a} # =} (s5)}.

At episode k and step h, after the agent picks an action, since the attack scheme is given, we have
k.t ~ - —k
Q" (k. af) = E[Q} (s}, @})|FF, sf, af]. Furthermore, E[V;' (sf) — Qj, (sf, @f)|FF, sf, af] = Ay,
By the Hoeffding inequality, since |V} (s§) — Q] (s, ak)| < H, we have

2

~ —k
PLYS (Viesh - Qheha -55) >n | <en (—50 ). 26)
(k,h)eT 2|T|H

Set the left hand side of the above inequality to p. With probability 1 — p, we have,

K
SN E = Y (Vish - @lishiah) - Hy2Irog(1/). @7)

if EZ #* 77;2 (s) holds, the attacker attacked the agent, and from Lemma we have with probability
- D

2t
NE(sk, ak)’
(28)

Qb (s, (8)) = LE(s,my (s)) > LE(s,af) > Q) (s,af) — 2(e(H — h) + 1)

and 0 < Q;(S,ﬁﬁ)—@;(s, 7, (s)) < 2(e(H—h)+1), /m. Ifaf # 71';:(5) holds, ij(si) =
QIL(SZ, a¥). For the second item in the right hand side of inequality (27), we have with probability
L —=p,

S (Vb - Qlshah)

(k,h)eT 29
) o ) 5, (29)
> 30 (@A) | A -2 =)+ 1, [ s )

(k,h)eT AT TR

For (k,h) € 7, E[1(af # ﬂ'};(s))|}',’f, (k,h) € 7] = 1/H. By the Hoeffding inequality, we have
with probability 1 — p,

3 ‘1 (aﬁ ” wIL(s)) - 1/H‘ < \/2|r[log(2/p). (30)

(k,h)eT



We regroup the right hand side of inequality (29) in a different way and further
> 1 (@A) UNEG) )

(k,h)eT

NET1(s,a)

ZZZ > Vi

]eGSa;éﬂ, (s) n=1

EE (L

he[H] s€S a;éw} (s)

ZZ > 2N (s,a) 31)

H] 5€S aztn] (s)

22SAH\/E'ZE[H] >aes Laral ey Na T (5,0)
; SAH

=2 [sAH Y 1 (@ £ 7(9)
(k,h)eT
@
<2,/SAH (|T|/H + \/2|T|zog(2/p))
<2\/SA|7r| 4+ 2\/2SAH|r|log(2/p),
where @ holds due to the property of the concave function v/n and @ holds due to the inequality (30).

In addition,

S 1 (ah £ 7l (s )) Al > (\TI/H - \/W) Armin. 32)

(kh)er
Combing (24), 27), 29). 31) and (32)), we have
Apnin|7|/H <D-Regret(K) + 2H?+/log(1/p)D-Regret(K) + (H + Apmin)\/2|7|log(1/p)
2e(H — h) + 1)V (2\/ST|T| + 2\/25AH|T|log(2/p)> :

(33)

which is equivalent to

4
(D-Regret(K) + 2H? \/log(l/p)D-Regret(K)) + %AHL

In addition, Cost(K, H) < Loss(K,H) = Zszl Zthl (af # 7rh( *)) = |7|. The proof is
completed.

7| < (34)

D Proof of LCB-H attacks on UCB-H

For completeness, we describe the main steps of UCB-H algorithm in Algorithm 2]

Before the proof of Theorem 3] we first introduce our main technical lemma.

We denote by @]Z, V:, NZ the observations of UCB-H agent at the beginning of episode k. The
lemma below is our main technical lemma that shows the difference between the agent’s observations
@Z and the true ()-values QIL can be bounded by quantities from the next step.

Lemma 4. Assume the attacker follows the LCB-H attack strategy on the UCB-H agent. Suppose
the constant ¢ in UCB-H algorithm satisfies ¢ > 0. Let pp(t) = (cH +2(H — h)+2)/H/t

when t > 0 and B),(0) = O for any step h, and let By(t) = (e(H — h) + 1)1/2 when t > 0



Algorithm 2: Q-learning with UCB-Hoeffding [Jin et al.||2018]]

1: Initialize Qx(s,a) = 0 and Ny (s,a) = 0 for all state s € S, all action @ € A and all step
h e [H].

2: Define oy = g—ﬂ t = log(2S AT /p), and set a constant c.

3: forepisode £ =1,2,..., K do

4:  Receive s7.

5. forsteph=1,2,...,Hdo

6: Take action aj, < argmax,, Qn(sn,a’), and observe sy, 41 and 7.
7: tZNh(Sh,ah) <—Nh(sh,ah)+1; thC\/HSL/t.

8: Qn(sn,an) = (1 = o)Qn(sn,an) + arlrn + Vg1 (sne1) + byl
9: Vi (sp) < min{H, maxy Qn(sp,a

10:  end for

11: end for

and By (0) = H for any step h. For any p € (0, 1), with probability at least 1 — 3p, the following
confidence bounds hold simultaneously for all (s,a,h,k) € S x A x [H] x [k]:
t

> at (Vi shin) = Vil (s54)) < @l eh(s) = @h s 7 (5))
i=1 (35)
<alH + Z aj (Vh+1(5h+1) VhT+1(5h+1)) + Bn(t),

=1
and

@ﬂS@—QMsT(»:@ﬂ&@—QM&ﬁ@»—AM@

<alH + Z o (Vi (sh) = Vs (5B ) + )

=1

+§:a§1(a’;; £l (s )) (2Bh (N (s,a’;;)) fAh(s)),

where t = N:(s,a), Ap(s) == QL(S,WZ(S)) — QL(S,W}:(S)), and ki, ks, ...,k < k are the
episodes in which (s, a) was previously taken by the agent at step h.

(36)

By recursing the results in Lemmafd] we can obtained Theorem 3]

D.1 Proof of Lemma[d]

Lemma[z_f] shows the result of the LCB-H attacks on the UCB-H algorithm. Thus, we need to refer
the readers to some settings and the Lemma 4.1 in [Jin et al., 2018]]. Note that UCB-H chooses
the learning rate as oy := g—_ﬁ For notational convenience, define af := H§:1(1 — ;) and
al = szl 11 (1 — ay). Here, we introduce some useful properties of ai which were proved in
[Jin et al., [2018]):

(D> ;_,a;=1landa) =0fort > 1;

(2)22 i =0and af = 1fort = 0;

3) = \/ <Y O\éft < \/foreveryt >1;

4) Zi:l(at) < 28 forevery t > 1;

G) Y2, ah < (14 4) forevery i > 1.

As shown in [Jin et al.,|2018], at any (s,a, h, k) € S x A X [H] x [K], lett = Nﬁ(s, a) and suppose

(s,a) was previously taken by the agent at step h of episodes k1, ka, ...,k < k. By the update
equations in the UCB-H Algorithm and the definition of o}, we have

Qh(ov) = ol + Y ol (1 + V(o) 451 37
i=1



Then we can bound the difference between @: and QL.

@Z<s,a> Qh (s, (5))
oz? (H (s ﬂ'h( )))

Z o (Th + Vh+1(8h+1) +b; — QL(S’WZ(S)))

=1 (38)
t
=aY(H — QL(S, 7, (s)) + Z al (r,’f — (s, ay) + bi)
i=1
t
+ > at (rals, @) + Vi (shin)- = QL. i (5)))

i=1
We can rewrite the third term in the RHS of (38) as follows
~k —k; . _
ri(s, @) + Vil (siin) = QL (s, (s))
(5,a) + Vi (s0) = Qh(s,) + Q) (s,y) = Q) (s, 3 ()

k)i .

*Vh+1(521+1) - Pth-H(S ah ) + QT( ) Qh(s ™, (s)) 39)
k)i .

*Vh+1(5]:f+1) Vh+1(5h+1) + Vh+1(5h+1) Pth+1( L)

~k;
+ Q1 (s,ay) = Q} (5,73, ().
As the result, the difference between @Z and QL can be rewritten as
—k t _
Qn(s:a) = Qp(s,m, (5))
t

- i (TR i i
—al(H = QL (s, 77 () + > at (Vi (sf1) = Vila (s52) )
=1
S P A (40)
+ Z Qy (7"hz — (s, ap) + Vi (spiy) — PuVy (s, ap") + bi)

+3 0 (@h(s,}) — @)oo (41)

Since E[V; (s, )| FF U {sk,af}] = E[V;| (s, ))|sk,af] = PVl | (s, a) for any state-action
pair (s, al) = (s,a), Y/_, ol (VhTH (s§iy) — PuVi (s, 52")) is the weighted sum of a martin-

gale difference sequence w.r.t the filtration {F }Ifi}izl. By Azuma-Hoeffding inequality, we have

'

where we used Y!_, (a)?

equation to p/(SAT) and t = Nh (s, a), we have for each fixed state-action pair (s, a, h) € S x A x
[H], with probability at least 1 — p/(SAH), event £; holds, where &; is defined as

t

Zai (ij-s-l(sii-u) Pth+1(5 ap’ ))
i=1

2
t

< 2H a property of o . By setting the right hand side of the above

51 = {Vk S [K],
i (Vi (o) — PV (7)) < (11— h)\/4H10g(2SAT/p)} “
; <h+ h+ hVh4 F ) Nh(s a)




Similarly, for each fixed state-action-step pair (s,a,h) € S x A x [H], with probability at least
1 —p/(SAH), we have event & holds with

> ai (k= s ap ))‘ < \/ o 1;5(?5 A)T/ £ )} (43)
i=1 n(s,a

& = {Vk € [K],

Then if the agent chooses b; = ¢/ H3/t for some constant ¢ and ¢ = log(2S AT /p), by the property

(3) of a%, we have b; < Z -1 atbt < 2bt Under events & and &,, for ¢ > 1,the third term of the
RHS of equation (@0) can be bounded by

(cH—2(H—h)—2)\/m
<Zat (rh —rp(s ah)+Vh+1(sh+1) PthTH(s,'dfj)—l—bi) (44)

_(cH+2(H—h)+2)\/W.

For notational simplicity, let 8}, (¢t) = (¢cH + 2(H — h) + 2) \/H./t when t > 0 and $3,(0) = 0 for
any step h.

We split the fourth term of the RHS of equation (@0} into two cases.

Ifay = 7rh( s) holds,we have

QL (s, @) — QL (s, (5)) = Qh(s,mh(5)) — Qh (s, () (45)
Let By, (t) = (e(H —h) + 1) 275‘ when ¢ > 0 and By (0) = H for any step h.

It Zi;j #* 77;2 (s) holds, the attacker attacked the agent, and from Lemma we have with probability
L =p,

Qi (s, () = Lii(s,m, (5)) = Lii(s,@) = Q) (s,a}) — 2By (Nh(s,ap)),  (46)
and 0 < QL(S,&;CL) - QIL(S,’/T}:(S)) < 2By, (Nfi(s,ak)).

If a = 7/ (s), the attacker does not attack so a}* = a = n} (). Then by combining (@0) and @), we
have for ¢ > 2

> ab (Via(shin) = Vil (ski)) < @is,mh(s) — Q) (sl (5))

=1

i (T i i
< a/H + Z Qy (Vh+1(52+1) - ij+1(sﬁ+1)> + Bn(t).
i=1

(47)

Since V];}H = VIT{-H = 0, from induction on h = H,H — 1,...,1, we have V’;(s) >
mln{Qh(s ﬂ'h( ), H} > VT( ) for all state s, step h and episode k with probability 1 — 2p.

Ifa # Wh(s), the attacker attacks by changing the action to the target action or a possible worst
action. From (40) and (@4), we have

Qi (s,0) —Q* (5,77 (s))

<a?H + Zai (Vh+1(3h+1> Vl:rﬂ(siiﬂ)) + Bn(t)

i=1

3ol (@ = o} (o)) (Qhts ) - @l 41) “

+> a1 (ak # mh(s) 2Bu (N (.31



and

Qi (s,a) — Ql (5,7} () = Qp(s,0) — Qi (5,77 (5)) — An(s)

<aH + Zai (Vh+1(5h+1) V}j+1(5h+1)> +Bn(?)

+Zat (ak # 7f5)) (20 (Vi (s, ) = Au(s)).

where Ay (s) := QL(S, ﬂ'};(s)) - QL(S,W;(S)).

(49)

D.2 Proof of Theorem[3

In this section, we assume the two events &1, & hold. For any state s € S and any step h € [H],
LemmaE|shows that in the agent’s observations, @Z(s, 71';;( ) > Qh(s 7Th( )) for all eplsodes ke
[K] with probability 1 — 3p. Since UCB-H takes action by the function af = arg max,¢ 4 Qh(s ¥ a),

we have that with probability 1 — 3p, Q) (s*,ak) > @:(slg,ﬁ};(sﬁ)) > Ql (sk, 7l (sF)) for all
episodes k € [K] and all steps h € [H|. Thus, we can bound the loss and cost functions by

H

S (ah 7 (s) (@ sk ml(s5) — QL (sk i (1)) (50)
H

> 1 (af # 7)) (@nlshs ah) = QL(sho w7 (s5) -

First consider a fixed step h. The contribution of step h to the loss function can be written as

Loss,(K) = Sr_, 1 (af # 7' (s})). For notational convenience, denote

éf’ﬁ,h =1 (alﬁ # WT(SIISL)) and 6 := Qh(shaah) Qh <5ﬁ77TZL( k)) . (51

From the update equation of V'-values in UCB-H algorithm, we have
—k . A —k .
Vi(sh) = Vi(sh) = min{H, max Q) (s}, )} = V) (s}) < o} (52)

From Lemma[d] with probability 1 — 3p, we have

K K
Z D nOh < Z e N (st ak) H+ Z Oh nOn (W’Z(SZ, a]fi))
k=1 k=1

~NEok K
Ny, (spyan)

K
k i ki(sk,af,h)
+ O—p 6
szl G D N (sh af) bt

i=1 s (53)
K e (shoak ) i(shafh)
k i ~ki(s¥.al h sp,ap . h
1 ( @ h%h ) .
+k§::l¢h,h ; a h(gh7ah) # ( )

ki(sf,ap,h) o ki(sk,af,h) ~ki(s,af,h ki(sf,af,h
(QBh (Nh (sp-ap, )(Sh,(sh ap, )7ah (sh-ap )))*Ah(sh'(‘gh Ap, )))7

where k; (s, a, h) represents the episode where (s, a) was taken by the agent at step h for the ith time.

The key step is to upper bound the third term in the RHS of (53)). Note that for any episode &, the third

term takes all the prior episodes k; < k where (5’,?“ a’,j) was taken into account. In other words, for any

episode k', the term § }’jlﬂ appears in the second term at all posterior episodes k > k' where (SZ/, aﬁl)

10



was taken. The first time it appears we have NZ(S}L, afl) = NZ(sf Ky = Nh (sh ,ak’) 4+ 1 and

Dy
the second time it appears we have Nh(sh, ay) = Nh(sﬁ ,af’) = Ny (s ak") + 2, and so on.
Thus, we exchange the order of summation and have

k
K h(sﬁ,a;i) 5 B
¢ aLk 6ki(sﬁ7aﬁ7h)
Z Z Ny (skaf) htl
k=1 i=1
ko w w (54)
K Ny, (S: ,a;i ) W n k'
5 ke(sy sap ,h) Ny (sy ap )+1
h+1 ¢h7h Qy .
=t =N (s§'al)+1

~kook Kk
Forany k € [K], let ¢} | = Zi‘VhN( ?,Th:f)ﬂ Zt}(l shoai) ivh(sh’ah)ﬂ. The third term in the RHS

of (53) can be simplified as S 1, Oy n110F 1. The fourth term in the RHS of (33) can be simplified

as
K

S 6kl (@ # Th(sh)) (2Bn (NEGsh.ah) — An(sh)) (55)
k=1

Since o = 0 whent > 1, Zle ¢§7haoﬁk H < SAH. Thus, we can rewrite (33) as

n(sh.af)

K
>k n0k <SAH + Z¢h h10he1 + Z Dh nBn (Nh(sh’ ah))
k=1 k=1 k=1 (56)

- Z O nia L (ah # 7 (sh)) (2B (NE(sh, @) = An(sh))

Recursing the result for /' = h,h + 1,..., H, and using the fact 6%, fr41 = 0 for all episode k, we
have

K
Z¢h nOn <SSAH(H —h+1) + Z Z¢h h B (Nh’(sh’ ah’))
k=1

=h k=1

H K
+ 3 S ¢l (aﬁ, ” w;,(s’;)) 2By, (N (s, k) (57)

h'=h k=1

S ShI I (ak # mh (1)) An(sho).

h'=h k=1

Here, we present some important properties of (;Sﬁ’ , for all step A’ > h when step h are fixed:
(1) Eir @ = X 1 (of, # 71(s) = Lossi (K);

©) I O = PO ¢y - for all step h' > h;

(3)maxe(x) cbﬁ’h,ﬂ < (14 ) maxge (k) (;thh, for all step h' > h;

(hmaxpex] ¢f ;= 1, and maxye (k) ¢f < e for all step b’ > h.

Property (1) is from the definition of WIZ (s). Properties (2) and (3) can be proved by the properties of
aq. In particular, for all step h’ > h,

Tk
K K Nh,/( h' 7ah/)
ko _ k
> S =Y kD o E O (58)
’ ’ ; h/(%‘},,ah,)
k=1 k=1 i=1
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and for all step b’ > h and all episode k € [K],

Nf/ (sﬁ,,a;‘;/) .
d)k _ ¢kt(5h/-,
h,h/+1 — h,h’

w7k
t=Ny, (55/ 70‘;‘;/)4'1

k ~NF (kK
ay, 7h')oéNh/ (syr,ap,)+1
t

<K
Nh,/(s;i,,aﬁ,)

ot (59
< T s
€K
t:ﬁi/(s’;,,a’}:/)Jrl
<(1+ H) gn?])(c ¢h e

Property (4) is from Property (3) and the fact (1 + %)H <e.

Now we are ready to prove Theorem 3] At first, we bound the second term of the RHS of (57). We
regroup the summands in a different way.

H K i H N (s,a)
. i ke(s,a,h’
Z Z (bfl,h/ * Bh/ (Nh,(SZ/, aﬁ/)) = Z (bh,}(L/ )ﬁh/ (t - 1)
h/=h k=1 h'=h (s,a)eSxA t=1
—x (60)
H N,/ (s,a) i .
- G ™" Bre(t = 1),
h=h(s,a)eSxA =2
because S, (0) = 0. Define (bgf’ha,) = N’“ > (bh (1) Since \/% is a monotonically decreasing

kt(sah)

positive function forn > 1 and ¢,°, < e, by the rearrangement inequality, for h’ > h, we have

(s.a)
NL/(.sa) ¢hh /€]
DNV E R Y O JP iy )y
t W;{i}i) /el (61)
(s,0)
1 [} h! /e 1 -
cofb [ e
1/ t ’
By plugging (61)) back into (60) we have
H
Zz¢hh/ ﬂh/ (Nh’ Sh’ ah/) Z CH+2H h)
h'=h k=1 '=h
K (62)
<H(cH +2H +2),|eSAHLY ¢k,
k=1

=H(cH + 2H + 2)\/eSAH Loss;, (K),

where the first inequality holds due to Z(S a)ESX A quj;f) = Zszl gbﬁ’h, and /t is a concave
function for ¢ > 0.
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Similarly, we can bound a part of the third term of the RHS of (57) by

Z Z¢h w1l (ah’ # Wh'(sh)) 2By (Nh'(sh aah’))

h'/=h k=1
® H N;i(,(s,ﬁ)
ke(s,a,h’
<3SN S e 2B 1)
h'=h (s,@)ESxA t=1
® (5‘1 ke (s,a,h’) (63)
< Z > Z Oy 2By (t— 1) + 2e(H — h+ 1)SAH
h'=h (s,a)eSxA t=2
K
H%,|SALY " ¢f, +2e(H — h+1)SAH
k=1

2e\/SAiLoss,(K) +2e(H — h+ 1)SAH

where ki (s, a, h) represents the episode where (s, @) was taken by the attacker at step h for the ith
time. Here, @ comes from deleting the indicator function and regrouping the summands; @ follows
oy < eand By, (0) = H; ® follows the same steps in (61) and (62).

As shown in (30), we have

INe

K

K K
Z P, (Qh shrap) = Q (s, (sh) ) Z¢h nAn(sy) < Z O 10 (64)
k=1 K

k=1 =1

Thus, we need to find the lower bound of the fourth term of the RHS of (57). Since Ay (sF) >
Apin > 0, we have

K
Z Ok i1 (ah’ # 7Th'<5h)) An(si)

M=

h'=h k=1
K
>3 0 (k£ 7 () Anlsh)
k=1
X (65)
>Amin Z ¢]]?L,h+1]]- (aﬁ 7é WZ(SZ))
k=1
K
:Amin (LOSS}L(K) - Z ¢Z,h+11 (a]fi = W:L(S];:L))> .
k=1
Recall the definition of (bi, 41 and the property (5) of al, we have
K
Z Phnyrl (Eﬂj = ”Z(#ﬁ))
k=1
K Ny (saf) R,
:Z Qszt,;bsh’ah?h)aivh(shvah)'f'l]]_ ( Z _ WI:( I;L))
k=1 t:ﬁ:(sﬁ,a’fb)Jrl
R (66)
K Ny, (s,a5) —k &
=S N 1(sh=s)1 (5’; - W;TL(S)) 1 (alﬁ + W;(s)) S N
s€S k=1 t=N7 (s,ak)+1

<+ ) fj 1 (ah = l(sh)) 1 (af £ mh(sh)) -
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Recall the inequality (30). We have with probability 1 — p, for all h € [H]|

i 1 (aﬁ # W;E(Sﬁ)) 1 (a’fL 71-;2(3))

1 K

which is equivalent to

K

k=1

s’fl)) \l%og (2H/p) Z]l( )),

K
<(1- %) Z]l (a’fb # WZ(S%)) \IQZOQ (2H/p)

=

k=1

Plugging these back into (66) and further (63)), we have

H K

S S hnad (ah £ 7L (sh)) Antsh)

h'=h k=1

1

> Amzn (HQLOSSh(K) - (1 + ﬁ)

Combining (57), (62), (63) and (69), we have

Z]l(ah;éﬂh ))

K
2log(2H/p) Y Loss(K)
k=1

1

Amin (HQLOSS}L(K) - (1 + E)

K

2log(2H/p) > _ Lossy(K)
k=1

2e\/SAiLoss,(K) + 2e(H — h + 1)SAH

+SAH(H — h+ 1) + H(cH + 2H + 2)\/eSAH Loss;,(K),

which is equivalent to

Lossy,(K) <2(H? + H)?log(2H /p) +

+ X7 ’H*SAv+ 5—eH"(cH + 2H + 2)*SAw.
This establishes
1
Cost(K, H) < Loss(K) < O(H"log(2H/p) + A SAH* + A2

14

SAH*(H — h+1)

min

|

H'SAL).

(67)

(68)

(69)

(70)

(71)

(72)
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