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A Proof of Theorem 3.3

Theorem 3.3. Let A be a proper procedure for testing property P as defined in Definition 3.2.
Suppose the expected number of test samples, s, is bounded from below:

n' /B [min (Ip®)]3. ¢]3)] . V' AZ)
€2 eVE

Then Algorithm | is -differentially private (e, 3/4)-tester for testing property P.

s>0

Proof: First, we prove that the algorithm is {-differentially private. Note that the statistic we use is
Z which is equal to Z, as defined in Equation 2, plus a Laplace random variable with mean A(Z) /¢.
According to the Laplace mechanism Zisa &-differentially private quantity, so the output of the
algorithm is private.

Now, we prove that the algorithm is an (e, 3/4) tester as well. At a high level, the expected value
of Z is zero when p = ¢; whereas it is larger than ©(7) when p and ¢ are e-far from each other.
By analyzing the variance of Z, and using Chebyshev’s inequality, we show that Z is close to its

expectation. More specifically, we prove the following claims:
e Completeness case: If p is equal to ¢, then Z at most than 7/2 with high probability.
e Soundness case: If p is e-far from g, then Z is at least 3 7/2 with high probability.

In addition, the magnitude of the of the Laplace noise we add to Z is small with high probability. Set
T, the threshold we used in the algorithm, to be 2¢ 5262 /n’. Using the CDF of Laplace distribution,

we have
o 8262§>
n'A(Z)

where the last inequality is true if s is bounded from below as follows for a sufficiently large constant
Co.

<0.01

Pr[|Z—7| > %] Sexp(

nA(Z)
§>cCgr —rn.
eV
If | Z — Z| is less than 7/2, then our claim above is sufficient to prove that the algorithm is (e, 3/4)-

tester. In the completeness case, with high probability, we will have 7 <7 + 7/2 < 7, and in the

soundness case, with high probability, we will have Z>7Z—r1 /2 > 7. Thus, in both case, the A
will be on the correct side of the threshold. Hence, for the rest of the proof, we focus on the proof
of the two claims we state.

To show the bounds for Z, we introduce an auxiliary random variable 1. We analyze the expected
value, and the variance of W, and show that with high probability 1 is around its expectation by
Chebyshev’s inequality. Then, we use this fact about W to prove that Z must be around its expected
value as well, and achieve the desired bound for Z with hight probability.

More specifically, for a given X and a given 7, we define W as:
W=2-s-[p" —¢"|3,

where F is the set of flattening samples, T (s11), Tr(s42) - - - 5T (s by We can similarly define W/
as well: o

W(X) :=E., [W|X].
We analyze the expected value and the variance of . First, we define the following notations, dfrﬁ)x
and d'%) to indicate the maximum and the minimum of the two quantities [[p"")||2 and ¢ |2

min

respectively. The expected value and the variance of Z, as defined in Equation 1, is given in the
proof of Proposition 3.1 [19], if we fix the set of flattening samples F":

Er, [Z|F] = $|lp" —¢ |3, and  Vareg,[Z|F] < 85°\/diak||[p™) —¢"||3+85%d. (6)
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Using the above equation, we compute the expected value and the variance of 1. Note that since
samples in X are i.i.d, the order of the samples can change neither the expected value nor the
variance. Thus, by symmetrization, we can fix an order of the samples, namely 7. As mentioned
before, the first § samples in X are the test samples, and we denote them by 7', and the next k
samples for the flattening samples and are denoted by F'. Since T" and F' are completely separated
and independent, by Equation 6, we have:
Ex[W] = Ex[E,[W|X]] = Ex[E,[W|X, m]]
(N
= EF[ET,T[Z — 52 |p*) — q(F)H%’ F]] =0

Moreover, given the variance bound in the Equation 6, we obtain the following bound for the vari-
ance of W, we have:

Varx [W] = Varx[E.,[W|X]] = Vary lz E,[W|X, 7] - Pr[ﬂ]]

=Y Pr[m]-Pr[m] - Covx(E[W|X,m], E[W|X,m])

T T2

% S°N " Prlm] - Prim] - (Varx[E,[W|X, m]] + Var[E,[W]X, ]])

= VarX[ET[W|X, 71'0]] = VaI'F,T[ET[WlF7T]]
= Ep[Varr[E,[W|F]]] + Varp[Er,[W|F]]

IN

max

<EF[833~ A5 - pT) = ¢ )| 4 852 d(F)].

Using Chebyshev’s inequality, W cannot be far from its expectation which is zero. More pre-
cisely, given a constant ¢y, we prove that there exists a sufficiently large constant co such that

PrX[|W| > ¢ %] is at most 0.01 assuming we have:

EF [dEIIII)l]
s>cp— V- o (8)
€

We consider the soundness case and the completeness case below separately.

Completeness Case: If p is equal to g, (F) — q(F))2
is zero. Therefore, W is always equal to Z just by definition of . In fact, we have Z=W =

W — Ex [W] Also, the ¢5-norms of p(F) and q(F) are the same. Thus, the minimum and the
13

maximum of ||p(*)||3 and ||¢\*"||3 are equal. Thus, the probability of Z be above 7/2 is bounded
by 0.01 using the Chebyshev inequality :

!/

- o o co 5262 n'? ~EF[852d§Iﬂ)x]
Prx[Zz2]§Prx[|W—EX[W]lz ]g

n 2 stet

n'?2 - Ep [d(F

=0 mm] <0.01,

52¢4

where the last inequality is true assuming Equation 8 for a sufficiently large constant cs.

Soundness Case: In this case p is e-far from ¢. Before showing that W is close to zero with high
probability, we establish two inequalities as below. First, observe that flattening does not change the
{1-distance between two distributions due to the following:

IIPfQIll—le ZZ'p = [lp") — ¢

=1 j5=1
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Thus, we have the following lower bound for the /5-distance between p*") and ¢(¥) for any F'

2 _ 412 (F) _
e _lp—ali _lIp
n' n' - n

(F) |2
q
I < o — 2.

/

Therefore, the above inequality is true in expectation as well:
F F) (2 ¢
Er[Ip" —q 3] = 5. ©

Second, we provide the following lemma to show a bound for Ex [dﬁﬂx] .

Lemma A.1. Assume F is a random set of samples to be used for flattening. Then, we have:
Er[d)] <0 (Er[di ] +Be[ I — ¢ P13])

For the proof of the lemma, see Section D.

By the Chebyshev inequality and the above lemma, we show that W is close to its expectation, i.e.,
zero, with high probability. Using Jensen’s inequality, Equation 5, Equation 9, and Lemma A.1, we
have:

Pr [V~ Ex[W]| = o Be [ 20" — ¢ 3] |

Er [853 dinllp") — g3 + 85 dS,QX]
<

cg - Ep[s?lp™) — ¢ 3]

VER[dS] - \/BelIp® — g )4] Er[dili
<0
s-Ep[|pt) — q<F>||g]2 2 By [[[p® — ¢|2]2
EF[dEIf;‘)X:I EF[dg@x]
<O +
s-Ep[[pt) —q® 3] 2 Ep[llp®) —¢)|3]?
EF[dgaL]
<O
s-Ep[[lp®) — ¢ 3]
Er[dii)] + E[Ip - ¢ PI]
<0
s-Ep[|lp®) —¢)3]
<0.01

where the last inequality is true when s is larger than the bound given in Equation 8 below for a
sufficiently large constant, cs.

n"\/EF[dfﬁ] n'- EF[dffii] i
sz | ——s— | 20| —F——+— | 2

€2 €2 € -

Ep[d(F.’]

1
+
Br[® —a ™I fop o — 0[2]
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a91 Now, by definition of Z and Equation 4, we show Z has to be at least 3 7/2 with high probability.
492 Therefore, with high probability have:

7=W+Eﬂ[52||p(F) _ q(F)”%] > —cq - EF[52HP(F) _ q(F)”g] +4dcg - EF[52HP(F) _ q(F)”g]
3¢y s2€?
> 3¢ ~EF[$2||p(F) - q(F)Hg] > —

a93 By taking the union bound, the probability of having too large Laplace noise or a too large |W| is
494 at most 0.02. Moreover, Equation 5 and Equation 4 do not hold with probability at most 0.1. Thus,
ae5  with probability at least 3/4, the algorithm output the correct answer. (]

s B Testing Closeness of Distributions with Unequal Sample Sizes

497 In this section, we prove that the non-private algorithm for testing closeness using unequal sample
498 sizes, provided in [25] with a small modification, is a proper procedure. Therefore, we can turn it into
499 a private tester using our approach provided in Section 3. We also analyze the sample complexity of
s00 the tester.

501 Assume A is the non-private procedure for testing closeness of p and ¢ using unequal sample sizes.
502 First, we explain how A works. To generate a sample from p (or ¢) the algorithm simply draw an
503 1i.i.d. sample from p (or ¢). Assume k1, ko, and s are three parameters that we determine later. l%l,
504 12;2, and § indicate three Poisson random variables with mean k1, ko and s respectively. A draws
505 S+ /211 from p and § + iﬁg samples from ¢. For the number of buckets, A uses the following process.
so6 Let F' be the number of a set of k; samples from p and ko samples from g. The number of buckets
so7  for element ¢ is determined by the number of instances of ¢ in F' plus one.

508 Theorem B.1. There exists a E-differentially private algorithm
509 that uses k1 = Q(max(n?/3 /€13, \/n/e\/€)) samples  from D,
st0 O(max(n/(e2y/min(n, k1)), vn/e2, v/n/e/E,1/€%€)) from both p and q and distinguishes
511 the following cases with probability at least 0.8:

512 o Completeness case: p = q

513 e Soundness case: ||p — q||1 > e.

s14  Proof: The goal is to transform the problem to the generate tester we provided in Section 3. First,
515 in Lemma B.2 we show that the non-private algorithm in [25] is a “proper procedure". Using Theo-
s16 rem 3.3, the existence of the tester with the sample complexity s for the test part is immediate where
517 s is at least the bound bellow

w' /B [min (I07) 3 14 P18)]  /waA@)
€2 * eV/E

s> 0

(10)

We first show the relationship between s above and the rest of the parameters we have. Then we set
the parameters k1, ko, and s and analyze the sample complexity. Without loss of generality assume
k1 > ko. Note that after flattening the size of the domain increases to n’ = ©(n+ k1 + ko) with high
probability. Then, in Lemma B.5, we show that the proposed statistic, Z, has a bounded sensitivity:

AZ)<6 (klkis ' (Sz2k2)2> '

In addition, it is shown in [25] that the probability of the expected ¢3-norm of p after flattening is
at most 1/k;. Moreover, adding more flattening samples does not increase this quantity. Hence, we

have:
B [min (Ip5) 3, 1013) ] <

518 We consider the following cases:

1
k1

15



519
520

521

522

524

525

526
527
528
529

530
531

532
533

535
536
537
538

539
540

541
542
543
544

e case 1: e = Q(n~1/4) and ¢2¢ = Q(n~1): In this case, we have the following properties:

o ({f) <06 (ZZ;) <O(n), and O <621€> <o (;@) < O(n).

Let k1 be a number in the range below:

o (mas (22 4 Y2)) <1, < o0

Hence, n’ is ©(n). Then, we set s and ko as follows:

ky =5:=0 (max (éi}ﬁ’ ;{Z))

A(Z) is O(1) in this case. Therefore, s is Q(n/e?v/k1 + \/nA(Z)/(ey/€)) and the condi-
tion in Equation 10 holds.

e case 2: ¢ = o(n~'/4): In this case, \/n/€? is Q(n). Thus, we cannot avoid sample com-
plexity of Q(n). We set k; and k5 to be equal to n, and we set s to be the following:

oo (.4))

Clearly n/ is still ©(n), and s is Q(n//k1€?). In this case A(Z) is ©(s/n). Hence, in
order to have s at least Q24/n’A(Z)/e\/€, it suffices to have s = Q(1/e\/€).

B.1 Non-Private Closeness Tester Is a Proper Procedure

Lemma B.2. Procedure A explained above is a proper procedure according to Definition 3.2.

Proof: First, we show the number of samples we generate is not too far from their expectation.
Hence X can be a set with a bounded number of samples. In the following lemma we show if the
means are larger than a fixed constant, then with probability 0.01 we can assume the number of
samples from each of distributions is at most three times larger than their means.

Lemma B.3. Assume random variable x is drawn from Poi(\). If X is at least 1.5 - In(1/c), then
the probability of x being larger than 3 ) is at most 1 — c.

Now, we only need to show that inequalities in Equation 4 and Equation 5 are correct. Before
proving the equations, we provide an insightful information about the distribution over the b;’s. It is
clear that for a fixed 4, b; — 1 is an independent Poisson random variable with mean k1 p(7) + kaq(i).
More precisely, we can think of b; — 1 as the sum of two random variables b; ; ~ Poi(k;p(¢)) and
b; 2 ~ Poi(k2q(7)) plus one. However, assume a random set of samples, X, is given to us with ¢; 1
instances of ¢ from p, and ¢; o instances of ¢ from g. Then, considering a random permutation of
samples, then b; ; is a binomial random variable from Bin(¢; ;, k;/(k; + s)) for j =1, 2.

Now, we focus on proving Equation 4. Fix a set of sample X and a domain element ¢. Using Jensen’s
inequality, we have

A Rl e ;
4 bi(X,ﬂ') T hinbie b; 7Ebi,1,bi,2[bi] _ti71 kl/(k1+8)+ti,2k2/(k52+S)+1.

Note that by Markov’s inequality the probability of any of ¢; 1 or t; » being 50 times® larger than
their expectations is at most 0.04. Therefore, with probability 0.96 assume they are at most 50 times
their expectation. Since ¢; 1 and ¢; o are two Poisson random variables with means p(#)(k; + s) and
q(7) (ks + s), we can bound the above quantity as follows:

1 1 1
E. > - - =
[ bi(ﬂ'):l ~ 50p(i)k1 +50q(i)ke +1  50A+1

3Needless to say, we are not optimizing constants here.
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where we use \ to denote p(i)k1 + ¢(i)ks. On the other hand, the expected value of 1/b; when X
has not be observed is the following:

1 1 1—e? 65
Er|—| =E, po;i = < .
F[bi] v PO(’\)[x—i—l] ) 50\ + 1

Putting all of the above facts together, we conclude:

Prti,l,ti,Q[Eﬁ[W] > 615 EF[W” > 0.96. (1)

We define a random variable x; over the randomness of ¢; ; and ¢; » to be the following:
(p(i) — q(4))?
bi()
Note that by the Poissonization method, all the number of instances of a particular element are

independent form the rest. Hence, x;’s are independent given the independence of ¢; ;’s. In addition,
we prove the following lemma, to bound the sum of z;’s from below:

T = E.,r[

Lemma B.4. Assume we have n independent random variables x1, %2, . . ., T, in the range [0, +00).
Suppose each x; is at least A; with probability p > 0.95 where A; is a fixed number. Then, with
probability at least 0.9, Y, x; is at least 0.1 | A;.

For the proof of the lemma, see Section D.

Using Equation 11, and Lemma B.4, with probability 0.9 we have:

— 4y -EF[”p(F) _ q(F)H%]Q

where ¢g = 1/26000. Hence, the proof of Equation 4 is complete.

Now, we focus on proving Equation 5. To prove the inequality, it suffices to show that E [ 1/ bf] is
(E r[1/b:]? ) Note one can think of b; to be equal to « + 1 where x is a Poisson random variable
with mean X' = p(i)k1 + ¢(i)k2. Thus, we have:

E 1 =E 1 <E 6 i e YA
Flog | — 7P| )3 | =7 @+ D)@+ 2)(z + 3) (z + 3)!
e —)\’ ry P U U VA —X 2 N 2 (12
A 6(l—e et A N?/2)
/\/3 Z | 23 6
On the other hand, we can compute the expected value of 1/b; as follows:
2 oo / 2 oo / 2 N\ 2
1 e NN 1 e N\ 1—e?
wf]) - (So) () - ()
, | |
( b; = (x+1)! N = ¥ N
Putting these two equations together, one can conclude the Equation 5:
; ) — (i)’ - (g, [ 20 —a@)?])’
E [ (F) _ (F) 4] _ E (p(1) — q(i)) <6. E.l P
Fllp "y ; F bf’ > ; F b;
" [0 — 7]
<6'<ZEF[6-D =6 Be[ I~ g VIE]*
i=1 v
Therefore, the statement of the lemma is concluded. O
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B.2 Bounding the Sensitivity

In this section, we provide an upper bound for the amount that the statistic changes if we change

one sample in the input. In other words, we find an upper bound for the sensitivity of Z as define in
Equation 2.

We start off with defining the notation we use in this section. Let X = (X7, X») be a set of samples

consist of m; samples from p and mo samples from g. As we had before, l% = Poi(k;) and
$ = Poi(s ) to denote the number of samples for test and the flattening respectlvely Note that now
that m; = k + 3 is observed, then k is a binomial random variable, Bin(m, k;/(k; + s)). Let F}
and Fb denote the set of sample from distribution p and ¢ we use for the ﬁattemng Given X, Fy

and F5 are determined by the l%j ’s, and the order of the samples which is determined by 7. Although
the F};’s are two sets of ordered samples, the order of the element in them does not matter. We may
consider them equivalent to set of indices I;, such that the r-th sample is in F} if and only if r is
in I;. In this sense, we can define the probability of an index set I; to be the probability of taking
a flattening set F};, such that F is equivalent to I;. The randomness in this probability is taken

over the choice of the permutation 7 and I%j. In addition, for each element ¢, we use the following
notation:

e 1, ; is the number of instances of element ¢ in the set X ;.
e k; ; is the number of instances of element ¢ in the set F.

e s, ; is the number of instances of element ¢ in the set X; \ Fj.

Based on these notations, the statistic Z is the following, we use the equivalent intermediate statistic
as indicated in Lemma ??, and denote it by z;(X, I, I5)

Z=E,,[Z] = Z Pr[I,] - Pr[L,]- Zz (X, I, 15)

*ZPr[Il Pr[Ig] Z 511 822 *&‘,1*&',2

I 1 Zl+kl2+1

Assume X' = (X7, X}) is also a set of samples such that it differs in exactly one sample compared
to X. We similarly define all the notation for X’ as well by adding the prime notation to each letter.
Without loss of generality, we assume that the r-th sample in X7, namely z.., is different from the
r-th sample in X7, namely z/., and all other samples are the same. Now, we are ready to bound the
sensitivity of Z in the following lemma:

Lemma B.5. For two neighboring sample sets, X1, Xo, and X1, X}, and for fixed ky and ks, we
have:

- ]fl S+k2 2 ]{72 S+k1 2
7 7| < . .
| Z|_®<k‘1—|—8 ( ko ) +k‘2+8 ( k1 )
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Proof: By the definition of Z, by the triangle inequality and Bayes’ law, we can find an upper bound
for the difference of the statistics as follows:

Z -7 =|>_Pr[L]-Pr[L] > z(X, N, L) - (X', 11, 1)
11,1, i=1

<SS Pr(L] > Prh]-|a(Xy, Xo, 1, I2) — (X1, X5, 1, 1))
i=1 I I

<> > Pr[L]-> Pr(LireL]-Pr[reh]-|s(X, L, L) - 2(X, 1, L)

=1 Is I
+ ZZPI’[IQ] . ZPI’[IﬂT ¢ Il] . PI'[T ¢ 11] . |ZZ(X, 117_[2) — Z;(Xl7117_[2)| .
i=1 Ig I

13)

It is clear that if ¢ is a domain element which none of its instances in the sample set is changed, then
the number of occurrences of ¢ remains unchanged in the same subsets of the X;’s and the X ;’s.
Thus, z; — 2| is equal to zero for i ¢ {x,,x)}. For now, we assume i is equal to z,. One can
replicate the same bound when ¢ = z/..

It is clear that ¢; ; = t;,l + 1. Fix a subset of indices, Iz C [mg]. Since X5 and X} are the same,
then s; 2 = s, , and k; o = k5. Let £ be an index in {1, 2} such that ¢; ; denotes the maximum
of ¢; 1 and ti,gz Observe that we always have s; ; = t; ; — k; ; by definition. Now, we rewrite the
difference of the z; and z as below using the triangle inequality:

(si1— 51‘,2)2 —8i1 — Si,2 (Sg,l - 5;:,2)2 - 5;1 - Sg,z

|2i(X, I, ) — 2{(X', I, I)| =

kin+kio+1 kii+kio+1

(si1 — 51’,2)2 — 8i1 — Si2 (5:1 - 3i,2)2 - 32,1 — 8i2

ki,l + ki72 +1 k;,l —+ ki,g +1

(si1 — Si,2)2 — 8i,1 — Si2 (5;1 - 5i,2)2 - 52,1 — Si,2

ki1 +kio+1 ki1 +kia+1

(siq—si2)® —si1—sia (85, —8i2)® —8j1 — 82

+
kiv+kio+1 k;jl +kia+1

Note that if  is in I;, the number of instance of z, in the flattening set changes. More precisely,
ki1 is ki ; + 1. However, s; 1 remains equal to s} ; and the changed sample does not affect it, so the

second to the last line above is zero. Similarly, if  is not in I3, then k; ; remains the same as k;,p

and s;1 = s;; + 1, so the last line above will be zero. s; ; and k; ; are at most ¢; ; by definition
Therefore, if we use the fact that s; ; and k; ; are at most ¢; ; by definition, then we have:

> Pr[n]-|a(X, I, 1) - 2(X', I, 1)
I
1 1
kin+hig+1 K +hkio+1
250
I kii+kia+1"

<> Pr[N|re L] -Pr[reh]-2t,-
I

+Y Pr[Ljr ¢ L]-Prr¢ 1,
Iy

Using the properties of the Poissonization method, given that we observed ¢; ; = k; ; + s; 5, then
k; ; is Binomial random variable: Bin(t; ;, k;/(k; + s)). Given this fact, the probability of r € I
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is k1/(k1 + s). Therefore, we have:

> Pr(L]- Y PrL]-|u(X, I, L) — 2)(X' 11, 1)

Iy I
P I Pr( I I 2t?£
_ € ’
Z I'[ 2 Z I'[ 1|'f’ 1 k +S (k;’1+k572+2)(k;1+le72+l)
2t;.0
+2Pr[12] ZPr[IﬂT%Il] k1 —&-s'k“-&-k’;z—kl
Qk]_ il 1
S Tors 2 PrlRl 2 Prlhire ] W W)
281‘,1@
PR S ] S 1)
2kt

1
“Ep o in(t; j— s
>~ kl T s kil Bin(t;,;—1,k1/(k1+s)) l (k27[ + 2)(}{4] ¥ 1)]

25t E !
kl + s ki e~Bin(t; j—1,k1/(k1+s)) ki,f + 1 .

Using Lemma D.2 and Lemma D.3, we have:

> Pr[L] Y PrlL]-[z(X, I, L) — 2(X', 11, )|

Iy Iy

2k s+ kg 2 2s s+ kg
T ki+s k¢ ki+s ke

Note that £ can be one or two. Also, the upper bound for Z — Z’ is twice as above, since we have
to consider the case when ¢ = z/.. Moreover, the bound we get is based on this assumption that the
changed sample is in X7, so to find the upper bound we need to consider both cases. Hence, we
have the following bound:

_ 8—|—k2 2 ]fg S+k1 2
77| < . .
12 -7 ®<k1+s ( ko ) Tt ( " >

and the proof is complete. |

C Testing independence of two random variables

In this section, we provide a &-differentially private tester for testing independence of two random
variables. The idea is to reduce the optimal non-private tester, delivered in [25], to a private one
using the technique we explained in Section 3.

We start off with defining the problem and the non-private procedure A that reduces testing inde-
pendence to the testing closeness of two distributions. Assume p is a distribution over [n] x [m)].
Without loss of generality, we assume m < n. Suppose we receive samples (z,y) from p. We say
distribution p is an independent distribution, if the x’s and the y’s are independent from each other.
The goal is to distinguish whether p is an independent distribution or is it e-far from any independent
distribution over [n] x [m]. It is known that if p is an independent distribution, then p is equal to
p1 X pa2, and if p is epsilon-far from being independent, then p is € /3-far from p; x py where p; and
p2 are the marginal distributions of p. Using this fact, the non-private tester reduces the problem to
testing the closeness of p and q := p1 X p2 [6].

Here, we describe a proper procedure, say A, for reducing testing independence of p to the testing
closeness of p and g, so it can be turned into a private algorithm using the method explained in
Section 3. First, we describe the sampling scheme of the procedure: For every sample that the
algorithm needs, it draws two samples, and puts them in a block. We denote a block of two samples
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(21,91) and (x2,y2) by ((21,91), (x2,y2)). We can use the samples in block to obtain a sample
from p, p1, p2, and ¢ as follows. To get a sample from p, we always take the first samples, (z1,y1),
in the block. We take x1, y2 as two the samples from p; and p,. In addition, since x; and y»
are two independent random variables, (1, y2) is a sample from ¢. Also, we use “dot notation" to
indicate an arbitrary element in the domain. For example, for a given z, (z, .) is a sample that its first
coordinate is = and the second coordinate can be any y in [m]. Similarly, we use the same notation
to refer to a block, for example for a given x and y, ((x,.), (.,y)) indicates a block that the first
coordinate of the first sample is « and the second coordinate of the second sample is y, and the two
other coordinates can be arbitrary elements in [m] and [n]. Let X denotes the set of all blocks that
are available to the procedure. We use f to denote a frequency of the blocks with a certain format
in X, e.g., f((z,),(.,.)) i the number of blocks in X that the first coordinate of the first sample is .
For the rest of this section, we focus on blocks and use them accordingly to extract a sample.

Suppose we have sample access to p, and we can draw blocks of samples from it. Procedure A
uses the blocks for the following purposes: the flattening samples are used to determine the number
of buckets for each domain element. They are designed to make sure that the ¢5-norm of ¢ after
flattening is low. Also, the test samples are used to generate samples from two distributions p and ¢,
which we test their closeness. Below is how the algorithm will determine these samples. For now,
assume k1) k(®2) k@) k(@ and s are parameters that we determine later.

Flattening samples and the number of buckets:  We flatten distribution p using samples from
the marginal distributions p; and p», and also samples from p itself. More specifically, we draw four
sets of blocks from p, namely F(1) F(2) F®) [(9) which contain Poi (k(P)), Poi (kP2)),

Poi (k(p)), Poi (k(q)) blocks respectively. We refer to the samples in these sets as flattening sam-
ples, and denote the collection of them by F'. As we discuss earlier, we extract samples from the
blocks in these sets to obtain samples from p1, p2, p, and g. More specifically, we use the following
notation for the number of occurrences of each sample obtained from each set:

kP denotes the number of occurrences of the blocks of the form ((x,.),(.,.)) in the

flattening set F/(P1).

° kg(,p 2) denotes the number of occurrences of the blocks of the form ((.,.), (., y)) in the
flattening set F'(P2).

. k:gi )y) denotes the number of occurrences of the blocks of the form ((x,y),(.,.)) in the
flattening set F/ ().
. kéz)y) denotes the number of occurrences of the blocks of the form ((x,.), (.,y)) in the

flattening set F'(9).

Our procedure uses b(, ,y many buckets for a domain element (z,y), where b(z,y) is defined as

follows: - (ve) - @

_ P a

bayy = (k" + 1)k +1) + ki) + R, -

It is worth to note that kg(gp Vs always determined by the first samples in the blocks, whereas k?(f) 2) is

determined by the second samples in the blocks. Therefore, for all z’s and y’s, these quantities are
independent of each other.

Test samples: To determine the test samples, we draw two sets of blocks 7’ () and T(9). Each set
contains Poi(s) many blocks. The samples in T®) and T(@ are our test samples, and we denote
the collection of these two sets by 7'. The blocks in 7" are used to obtain samples form p, and the
blocks in 79 are used to collect samples from ¢. In particular, we use the following notation for
the number of occurrences of each domain element (z, y).

. sg )y) denotes the number of occurrences of the blocks of the form ((x, y), (.,.)) in the test

set T(P).
° sgi)y) denotes the number of occurrences of the blocks of the form ((z, .), (., y)) in the test

set T,
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Now, that we showed how procedure .4 determines the number of samples, we prove it yields to a
&-differentially private tester as well. At a high level, we first show that A is a proper procedure for
testing independence (Section C.1), then use our general closeness tester to achieve a ¢-differentially
private tester. Since the sample complexity of the private tester depends on the sensitivity of the
statistic we are using, we analyze the sensitivity of the statistic (Section C.2). In particular, we show
if the number of occurrences of certain blocks in the sample set is "as expected,” then the sensitivity
is low, which results in a nearly optimal sample complexity for the private tester. Next, we develop
a framework to extend the input domain of the private algorithm to any sample set (Section C.3).
More formally, we have the following theorem:

Theorem C.1. Let p be a distribution over [n| x [m]. There exists a {-differentially private (€,2/3)
tester for the testing independence of p that uses O(s) samples where s is:

s n2/3mt/3 n (mn)/? n (mmnlogn)/? n logn
o €4/3 €2 eVE €2¢

Proof: We first set up the parameters we use:

kP2 =m, kP = min(n, n?3m!/3/et3), kP = k@ = min(m - n,s),

and s—c- n2/377?1/3 n (mmn)t/? n (mmnlogn)'/? n logn
e4/3 €2 e € 2¢
where c is a large constant. For sufficiently large m and n, with probability 0.99 the number of

blocks in each set in S = {F®) F2) p®) pla) @) 7@} is within a constant factor of its
expectation via Lemma B.3. Now, we show that .4 that we describe above is a proper procedure:

Lemma C.2. Procedure A explained above is a proper procedure according to Definition 3.2 for
testing independence of two random variable.

The proof of the above Lemma is in Section C.1. Now, using Theorem 3.3, there exists a &-
differentially private tester for the independence property which uses the following number of test
samples:

n' -\ [Ep[min ([pO)3.14013)]  /wA@)

€2 * eVE
Here, we show that s > &', thus the number of samples that the procedure provides is enough by
bounding n/, Ex[min (|[p™ |3, ¢*7|3)]. and A(Z). Note that n’ is the new domain size which

is equal to Z(L ) O(ey) = ©(mmn). The expected of minimum of the £2-norm of p and ¢ is bounded
using the result in Lemma 2.6 in [25].

. N
B, v o | i (||p(F)||%7 FRIBIE A ESS)S é

=1 y:l (1 y)

(y)2 (FP1))y (F(®2)) 1
< < llpy |- llp | <——.
;;;; M“)+1 (M“)+1) je(o1) i (p2)

s=0

Moreover, in Section C.2, we provide the following bound for the sensitivity of the statistic:

Lemma C.3. Given that the size of all flattening and test samples are within the constant factor of
their expections, the sensitivity of the statistic Z is bounded as follows:

s 5 LA (BORES),
ol —— 4> 42 2P
<k(“) TED TR Ry +1
To get a bound on sensitivity, for now, suppose all the input block sets X has a desired property that

the ratio between f((_p,(.,.)y and f((. () + 1 are bounded:
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where 7 = 1200 In n. Thus, using the fact that X is in X'*, one can obtain:

A(Z)<© (S 08T —|—logn>
mn

Now, we are ready to show that s’ < s implying that we have enough samples for the £-private tester.
It is not hard to see that we have the following bounds (up to a constant factors):

B Lmin (O [ DID)] | /ra)

/< @
5= €2 eV/E
mnA(Z)
<O +
o k(Pl)k(Pz) eVE
<0 mn vmn SIOgn—l—logn
€2 \/m min(n, n2/3m1/3/e4/3) eV mn
)1/2 /m s logn
<6 ( 64/3 62 e\f mn T logn

Thus, given that X is in X', there exists a £-differentially private tester that outputs the right answer
with probability 0.8. This is sufficient to show that there exists an ¢-differentially private algorithm
with asymptotically the same number of samples via Lemma C.6. |

C.1 Non-Private Independence Tester is a proper procedure

Lemma C.2. Procedure A explained above is a proper procedure according to Definition 3.2 for
testing independence of two random variable.

Proof: Let X be the set of all blocks we received. Since the number of blocks in each of the
flattening set and the test set is Poisson random variable, by Lemma B.3, we can conclude with
probability 1-0.01 we draw at most three times more samples than what is expected. Hence X is a
set with a bounded number of samples.

We start proving Equation 4 by recalling a fact about the Poissonization method. The number of
blocks of a certain form in one of the flattening and test sets is a Binomial random variable with
the bias that is proportional to the expected size of each set. For example, if X contains ¢ blocks
of the form ((z,.), (., )), the number of the blocks of the form ((x,.), (.,)) in T(9), namely r, is
Bin(t,s/(k®) 4 k(®2) 4 k() 4 25)). Moreover, the probability of getting a block of this type is
q(z,) = p1(x)-p2(y), so t is a Poisson random variable with mean ¢(z, )- (k1) +kP2) 1 k() £ 25)
over the randomness of X. By Markov’s inequality, with probability 1 — 1/¢, we may assume ¢ is at
most ¢ times its expectation. As a consequence, E[r] is at most ¢ - E[t] - s/(k®V) + k(P2) 4 k() 1
2s) = cq(z,y) s. Note that we can extend this example further to any type of block and any test or
flattening sets.
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723 Given X, for a domain element (z, y), the following holds using Jensen’s inequality:

1 1 1
EW[W] = Ek§p1>’k§,p2>,k<<i?y> [b(m,y) ] = Ek§p1>7k§”2)7ké,’f), ) (e ]
_ 1 | B
@[] 1 @[] ) B[R]
S 1
= (50p1(z) k) + 1) - (50 p2(y) kP2) + 1) + 100 p(z, y) kP
1 1

> . .
T 2500 (pi(@) K@) + 1) - (pa(y) KP2) + 1) + p(x,y) k@)
724 where the second to last inequality holds with probability 0.95.

725 On the other hand, we find an upper bound of E [ 1/ b(Ly)] over the randomness of all variables.
726 Note that now that X has not been observed, so the number of each block type in each set is an
727 Poisson random variable, and it is independent from the rest. Let F' denote the set of all flattening
728 blocks. We denote p; () k(P1) p2(y) k(P2) and p(z,y) E® by A1, Ag, and A3 respectively. The
729 expected value of 1/b(, ) can be rewritten as:

1 1
]
be.a) (B + 1) +1) + 52
1 1
(k™ + 1)(ky + 1) k(iy) +1

< min EF[(?]EF % Er %
k' +1 kg +1 kimyy +1

< i <1e/\1 1—e 22 ].6)‘3>< . < 4 2 >
min . , < min ,
- A1 Ao A3 ()\1+1)()\2+1) A3+ 1
< 8
- ()\1 +1)<)\2+1)+)\3

8

" (p1(@) KPD 1) - (pa(y) k@) + 1) + p(x, y) kP

730 Governed by the previous equations, we obtain:

1 1 1
PrX[Eﬂ[ ]2 -EF[ ]]20.96,
bz (X, ) 20000 b(a,y)
731 which is equivalent to

Prx[Ew[(p(?(f?y)};ff;)w] - 20(1)00 EF[ (p(%y)b;j)(x,y))Q” < 0.04.

732 To prove Equation 4, we need to show that the above equation holds even for the sum of the quantities
733 over all (x,y) with high probability. We show the claim in the following lemma. The proof is in
734 Section D:

Lemma C.4. Let x1,%o,...,x, be n non-negative random variables. Suppose there exist two
constants c and p, both at most one, such that for each random variable x;, we have:

Prlz; < c-E[z;]] <p,

Then, one can show:

- c- > Elx] 10p
Pri) o< —==l 20 < 2
P 10 9
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Now, we focus on proving Equation 5. To prove the inequality, it suffices to show that Ep [1 / b( . y)]

is O (EF [l/b(z y)] ) Again, note that we can think of b, , to be equal to (X + 1)(Y + 1) +

Z where X, Y and Z are three Poisson random variables with means A\; = p; (x)k:(pl), Ay =
p2(y)k®2), and A3 = respectively. In Equation 12 we show that:

1 1—e )\’
EWNPoi()\)[VV?’:ISG'( 3 )

735 Thus, we obtain an upper bound for the expected value of 1/ b(z y) 3 follows:

EF[’);J ) EX’Y’Z[<<X+1> ey +Z>3] - EX’”[““ <<Xi1>3 Ll 1>3)]

(z,y
< min <EX[(X+11)3] EY[M]EZ[(ZL)?’])
< 36 min ((1 _;1%)2' (1 _AZ—h)?,(l —;3‘*3)2> .

735 Note that in the case that one of the lambda’s is equal to zero, one can replace 1 — e~/ by one
737 in the rest of the proof. On the other hand, we can find a lower bound for 1/b(, ,) by Jensen’s

738 inequality:
(e:[i2]) = (m) - (o)
owy]) = \Er[bi] M+ D)+ 1) + A
1 1 1 1 2
DR G VUL S VA R Wi |
1. 1 1\ 1 \?
— 1min .
4 AM+1 A+1) "\ A3+1
1 Toe ™M 1—e\° /1—e s\
6741’I11n ( Al . )\2 ) ’< )\3 )

730 where the last inequality is due to the fact that (1 — e~*)/t is at most 2/(t + 1) for a non-negative
740 number ¢. Putting these two equations together, one can conclude Equation 5:

EF[”p(F) _ q(”l\i] - Zn:zm:EFl(p(z’y)bf;z(%y))“] <3664 iij (EF[ >bx’;1(x,y))2])2

Y

v

v

z=1y=1 rz=1y=1
(p(x,y) — q(z,y))?
< 2304 - (ZZEF[ e = 2304 Ep[ [p) - ¢®|3]?
z=1y=1 >
741 Therefore, the statement of the lemma is concluded. O

742 3

743 C.2  sensitivity of the statistic for the independence problem

744 In this section, we give an upper bound for the sensitivity of the independence statistic: the amount
745  that the statistic changes if we change one sample in the input.

Let X denote a set of block that the algorithm received as the input. Assume we permute the blocks

in X using a permutation 7. Note that if we fix the size of each flattening set and sample set, 51, 52,
(» (2

etc., one can deterministically find s (o) () etc.. Thus, given X, 7, and sizes of sets, one can
compute the following statistic:
(p (@ y2_ (@ _ (2
Z Z (50, y) ~ Sow) " Slmy) ~ Saw)
1y 1 (Pl) + (102) + ) + kéﬁ)y) + kém)y)
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We denote the average of Z over all 7 by Z(X). Our goal here is to calculate
AZ =max X, X'|Z(X) — Z(X'")|

where X and X' are two neighboring data sets that they differ in exactly one element.

Through this section, we use an important property of Poissonization method: Let A and B be two
sets with .1 = Poi(n;) and o = Poi(ny) samples. Given that there are & instance of element
i in A and B together, the number of instances of element ¢ in A is a Binomial random variable:
Bil’l(ﬁl + Mo, nl/(nl + ng))

Lemma C.3. Given that the size of all flattening and test samples are within the constant factor of
their expections, the sensitivity of the statistic Z is bounded as follows:

s 8 s Fiew), )
o — 4+ >4 . 200D
<]<;(f1) + k() + E®) oy 1

Proof: In this proof, we assume X and X' are fully given, and X and X’ are only different in the
r-th block of the samples. Note that when we permute the elements in X and X', we only permute
the blocks and do not change the order of the samples within each block. The expectations in the this
proof are taken over the random choice of a permutation 7. As we mentioned earlier, we partition
the blocks into the following sets, and the number of occurrences of each block types in each set
determines the statistic:

S — {F(m’ Fp2), F<p>,F<q>7T<p)’T<q>}
We can separate our calculation based on where the 7-th block is:
A(Z) =12(X) - Z(X)]
|E-[Z2(X,7) - Z(X',7)]| < EA[|Z(X,7) = Z(X',7)|]

> Profre S| [EL|Z(X,7) - Z(X',7)||r € S]]
SeSs

Now, we consider each term separate.

1. Block r is in F®1): Suppose the types of the r-th block in X and X’ are ((a,.), (.,.))
and ((d/,.), (.,.)) respectively. If a and a’ are equal, then the statistic will remains un-

changed. Otherwise, k") and &’ Ef,’l) is changed by one. First, we simplify the term
|Z(X,7) — Z(X', )| for a given 7:

m Ep) = SEq) ))2 _ Sgp) = Séq) :
|Z(X,m) — Z(X',7)| = Y Y Y oY
ZZ T L

D53

a:lyl

) (@) \2 /(p) /1(q)
=8 @) "5 @) S e

kl(pl +1 k/(p2)+ ) klg)) k/gg)y)

m (») () 2 (») (@)
< Z Z (S(Ty)_s(rvy)) " Sy " S

eefa,a’} |y=1 (k( P 1)(k3(f’2) +1)+ @ @

(z,y) (z,y)

1(p) (@) 2 1(p) 1(q)
(5" ew) = @) =5 ) ~ @)

(k/(m) +1)(k/(P2) + 1) +k/E ) )+k’/E q) V)
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For the rest of the proof, we focus on the term above when x = a. The other term can be
upper bounded similarly, and at the end we multiply our final bound by two.

() (@) \2 (p) (9) 1(p) (@) \2 1(p) 1(q)
i (3ay) ~S@w)” ~ 8w Sy ey =5 aw)” = 5wy ~ 5wy
(k(Pl) + 1)(k(p2) +1) +kép)y) +kéz)y) (K o(pr) + 1)(k/(p2) +1) Jrk/gi?y) +k/§2y)
m () (@) \2 (p) (9) (p) (@) \2 (p) (9)
S Glay) = Saw)” ~ Saw) ~ Saw) (3(a,) ™ S(a))” ~ S(a) ~ S(aw)

P +2) (R + 1) + kP + kD

(p2) (p) s 2 _ @) (q)
(k5 “)"(my) s =) =5

(K o(p1) + D)(EP? + 1) + kgg?y) + k&)

= (W 2P+ 1)+ k) D) (W) + DR + 1) + R+ K

3 i (k(m) +1> (( EZ) ))2+(SEZ)@/))2)
< =t ( k’(pl) + 2)(k(P2) +1)+ 1P + k(z y)) ( o(p1) + 1) k(pz) +1)+ LP) + kEg?y))

(a,y) (a,y)
m (p) 2 (@) 2
<Z (s <ay)) NG (ay>)
S @ )
=k k(s v kD41 KD, 41

For brevity’s sake, let v denote the following expectation:

m

() \2 () 2
1 S(a 1 a
v=E, Z ( ( ,y)) (s 5 7y))

(1) o) (1) @
e I S B k( 1

re F(Pl)

Using the tower rule, we achieve:

[ 1 m (S(p) )2
v < Epe) — ‘E, Z % re e peo [, e pey)
e
[ 1 m (SEQ) ))2
+E (r1) 7.Eﬂ_ @Y TEF(?1)7F(P1) TEF(pl)
e yz:; KO 41

Let fiay),.0)s Ji@,), .y and fia,),.,) be the numbers of blocks of the forms
((a,y), (-, ), {(a,.), (-, 9)), and ((a,.), (.,.)) in X respectively. Using Lemma D.4, one
can bound the terms inside the expectations as below:

(o)’ (26D flew ) o g
m < min ( (k) +1) ’2f<(a’y)’("')>> *lew
a,y

. 2(s—1)
Smm(((k(s)+1)+1> fiaw (., 3f(avy )>)’

(s 2 (20 = 1) fla,, )
)

(ay
: 2(s—1)
Smm(((k@;—i—l) ) fi(a,), () 3f(a,) u)))
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766 Observe that >, fi(a.y).(..)) and >° fi(a,).(.y)) are equal to fi(a (). Thus, using
767 Lemma D.5, and Lemma D 6 we have

m 1) 9
e [ Wy ] P (( oy +) S o)
1 ) 221 ). 2
+EF<m>[k(m)+1 reF“] > _min (( D +1) +1) f<<a,.>7<-,y>>73f<<a,.>,<‘,y>>>

2(s
< mi 1
mm( f«a)())km) (k(p)+1+> Fia.co)
. X 2(s —
+ min (1,f o )k(l’l) (@ + +1 “fi(a,),

|X| s s
=0 <k;(p1) (k;(p) (q))

768 Using the above calculation, it is not hard to see that the following holds

Prﬂ[rerl] ‘E [|Z(X ™) — Z(X/JT)HTEF(M)H

E(p1) | X| s s
=2 ] '<k<m> ' (k@)*k(q)))

se(ﬁjuﬁ).

769 2. Block r is in F(P2): Suppose the the r-th block in X and X" are of the forms ((.,.), (., b))
770 and ((.,.), (.,b")) respectively. Using the symmetry of this case and the previous case, we
771 take the same approach.

n () 2 (9) 2
1 (S(a 1 s
Ew Z ( b)) (( b))

. r e FP2)
SR 1 RD 41 K 41 kD

1 [ n ( Ep)b))2
<Epon | o Br| 2 — 71 re F®) ) ||y e pe)
| klEPZ) +1 | =1 k(x b) |
[ 1 [ (s EQ)b))Q T ]
- . G (p2) p(p2) (p2)
+ Epeo k£p2)+1 E, ;]{;Eg)b re P\ PPz r e F'\P?
[ t 2(s—1)
<E c F2) | . ———=+ 1) fiz ;3
= Bpe - k:épz) 1 r ] ;mm (((k(P) 1) + > fi@w).c f (z,b), )>)
[ t 2(s—1)
E .. e plr2) | . ——+ 1) fua, , 3
+Epm) 1 r ] ;mln (((k(q) 1) + ) Fi@,.( Flay (o )>>
. | X 2(s—1)
< min (1, TR NSy +1) - fimn o

: 1 X| 2(s—1)
1 - 1)
+min ( " F iy K®) D + 1) +1) - fio.cen
| X (2(8—1) ) X)) IXI (2(8—1) )
< : +1 + +1
| X s X)) 8
<O = . = 2y 7
- (k(”2) B9 Ty +1 0 E@
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772 where the last inequality is due to the fact that min,~o(a/z, x) < /a.

Prﬂ[reFW] ‘E [\Z ) — Z(X’,w)||r€F(p2)”
kr2) X1 (s fiewn s
<9. .0 N 50),(- 5
X (k’(”?) (W) Ficntn +1 k“”))

s Fiw),,0) s
o . 2oL 2
- (k(”) Fiocoy 1 T @

773 3. Block r is in F® or F(9) : Here we assume r is in F'®). Very similar calculation, yield
774 the same bound if 7 is in F(9), Suppose the the 7-th block in X and X’ are of the forms
775 ((a,b),(.,.)) and {(a’,¥), (., .)) respectively. Note that in this case, only two terms will be
776 different, so we have:

(p) (@) 2 (p) (9)
(5(z) ~ S(@w)” ~ S ~ Sow)

Z(X,m) - Z(X'\m)| <

e (k(pl) + 1)(k(P2) + 1) kg)y) +/€EZ)U)
{(a,b),(a’,b")}
1(p) (@) 2 1(p) 1(a)
(s (zy) s’ (z, y)) "5 @y~ S
(k/(pl) + 1)(k/(P2) + 1) +k/EP) )+k((g)y)
777 Now, we focus on the term where (z, y) is equal to (a,b). The other term can be bounded
778 similarly.
(p) ( ) ( ) ( ) (p) (q) (p) (a)
(s (5 b) (Z b))2 (5 b) (Z DI (S,(g,b) - Sl(g,b))2 - 8/<Z,b> - 5’(3 b)
(kz(z 1) + 1)(k(P2) + 1) k(p)b) + k_(Q) (k./(Pl) + 1)(]{;/1()172) + 1) + k"( klgg)b)
(p) (@) y2 _ (P 5@ (p) s 2 _ (@) 5@
(s S(ab) ~ S(a, b)) S(ab) ~ S(a, b) (S(a,b) 5(a, b)) (a b) S(a,b)

&)+ D) EPD 1)+ 5D + 6D B+ D +1) + 5+ kD

(») (@)
(5(571;))2 + (S(Z,b))z

<
((kff“) + 1) +1) + kP, +k;gg?b)) . ((kg;n F P 4 1)+ KD, kD
(p) (@)
< ( (z b))2 (S(Z}b))Q
= 1. (p) (@) (1.(9)
kiaw (B +1) ka” (ka” +1)
e Now, using Lemma D.6, we bound the expected value of the above quantity from above:
s )2 (@ 2
| i >( (a<b;) ( )(S(a(’bi) e F®)
Dy (60 +1) B (6 + 1)
< f{ 'E ! c @
= ). B r

OO

(o) Koy +1)
1

4 f2a . Eﬂ_ - -

{(a,.),(.,b)) lkﬂ(ﬂ) (k((lq) +1)

XI(0X[+1) | [ X[(X]+1)

= k(p) (k(p) +1) k(@) (k(q) +1)

re F®
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780 Using the above equation, and the fact that | X'| = ©(s), it is not hard to see that
I%JTGF@]wEJHHme—ﬂXCﬂHTEF@H

P (XX +D) XX+ )
| X| k(p) (k(p) +1) k(a) (k;(’l) +1)

<0 (o * 1)

<2

781 Note that the factor of two in the above inequality, comes from including the symmetric
782 term for (a’, ).

783 4. Block r is in T®) or T(@): Suppose the the r-th block in X and X’ are of the forms
784 ((a,b),(.,.)) and {(a’,¥), (., .)) respectively. Note that in this case, only two terms will be
785 different for the two datasets, so we have:

(s(p) () )2 _ 3(17) ()

— S — S

(z,y) (z,y) (z,y) (z,y)
Z(X,m) - Z(X\ o)< Y
e | DE D) R+
{(a,b),(a’,b")}
/() (@) 2 1(p) /()
e =) e ~ e
(W2 + D+ 1)+ 1) + (D,
786 Below, we assume r isin T (@), Howeyver, the calculation will be the same if » was in T(q).
787 Now, we focus on the term where (z, y) is equal to (a,b). The other term can be bounded
788 similarly.
(p) (q) (») (9) (p) (q) (p) (q)
(S(ap) = S(a)” ~ S(ap) ~ S(an) (5" ) = 5 @) = ) ~ e

B+ D) (P + 1)+ BE +BD R + DWE 1)+ R E D

(p) (@) (p) (9)
(ab) ~ S(a,b) (a,b) ~ S(ab) (S(Z,b) —1- S(Z,b))2 - (S(Z,b) -1)- S(Z,b)

kP + 1P + 1)+ £ + RO B+ DR )+ kD + kD,

(s(p) (9) )2 . S(p) S(q)

(p) (9) (p) (9)
- 2s(a’b) + 2s(a’b) 25(a7b) 2s(a’b)
= (1) (p2) (p) (@ — . (a)
(ka7 + )Ry + 1)+ ki + kg Ky +1 ko' +1
789 Now, using Lemma D.5 , we bound the expected value of the above quantity from above:
(p) (9)
28(a’b) 23(a,b) p—

() ()
KD +1 0 kY 41
1 )
<2 f((ab), ()  Ex reFry

+ 2 fi(a,),(.b) 'Eﬂ[ ——|re F(p)]

kD +1

oo,
TE® 41 k@41
790 Using the above equation, and the fact that | X'| = ©(s), it is not hard to see that

I%dreF@q-@Whmxno—zgmmureF@”
k) | X| | X
<95 <o
- X|®<Mm+1+k@+1>—@()

791 Note that the factor of two in the above inequality, comes from including the symmetric
792 term for (a’,').

30



793

794

795

796
797
798
799

800
801
802

803
804
805
806
807
808

809

810
811

812
813

814

815

817

Putting all the terms computed above together, we obtain:

Z(X) = Z(X")| =) Pra[r € S |B[|12(X,7) = Z(X',m)||r € S]]
SeS

5 $ 5 II(EORES))
<o+ 4 ALOLID
- (]4;(11) + k(®) + k(®) f<(.,.),(.,b)> +1

C.3 Stretching the domain of a private algorithm

In this section, we investigate whether we can extend the domain of a differentially private tester
under certain conditions. We start off by defining the domains. The input of a differential private
tester is a sample set from a universe §2. Suppose we have a dataset X of 2s samples from [n] that are
arranged in two rows each of size s (namely top and bottom rows). Let the domain of a differential
algorithm, denoted by X', be the set of all such pairs of rows, namely [n]2*. We denote the frequency
of an element ¢ € [n] in the top row by ¢;(X), and in the bottom row by b;(X). A desired property
of a dataset is that the ratio of the frequencies in the row is bounded by a fixed parameter A > 2.
More precisely, we define the subset of X which contains the data sets with this property as:

X*—{X‘Vie[n]:lmgfl}

Let A be a tester that receives a set of samples, X, as its input, and outputs .A(X ) which is known
to be correct with probability at least 1 — J. Suppose A is ¢-differentially private when X is in X*.
Our goal here is to design a ©(¢)-differentially private algorithm, namely 5, that takes X € X as
its input, and outputs B(X) which is incorrect with probability slightly larger than 0.

At a high level, we implement 5 by using .4 as a blackbox as follows: We first look at the input
X € X. If X is already in X*, we output A(X). Otherwise, if X is in X' \ X*, we pass X through
a “filter" and turn it into another dataset Y which is in X'*. Then, we output A(Y).

To show that B is the desired algorithm, we have few challenges: (1) we need to show the mapping
does not affect the correctness probability by too much. (2) B is ©(¢)-differentially private although
its input may be from X’ \ X*. Overcoming the second challenge is closely related to the design
of the mapping. If two datasets have Hamming distance one, then we need to make sure they will
remain “close". In the following section, we explain the mapping, and in the next section, we prove
that B is a {-differentially private algorithm with large correctness probability.

C.4 Mapping datasets in X \ X'* to datasets in X'*

In this section, we provide a randomized mapping that takes X € X as the input, and maps it to
randomly selected Y in X'* with two important properties stated in the following Lemma:

Lemma C.5. There exists a randomized mapping that takes X, X' € X and maps themto Y)Y' €
X* respectively with the following property:

o [f X isin X*, then it will always be mapped to itself. : Y = X.

o [f the Hamming distance between X and X' is one, then there exists a coupling C between
the random outputs of the mapping, Y and Y’, where for any (Y,Y"') drawn from C, the
Hamming distance between'Y and Y’ is at most a constant ¢ = 4 (independent of A).

Proof: The main idea is to decrease the ratio ¢;(X)/(b;(X) + 1) by replacing a subset of samples
in the bottom row with the copies of 7 to decrease the ratio without introducing new elements that
violate the ratio condition. For a dataset X, we look at each element ¢ € [n], and see how many
copies of ¢ are needed to “fix" the ratio. It is not hard to see that if for each element 7, r;(X) many
copies is sufficient where r;(X) is defined as below:

r:(X) == max (F”(jﬂ —bi(X) -1, 0) .
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Let R be a multiset that contains 7;(X ) copies of i. We find | R| slots in the bottom row, and replace
the samples in those slots with an element in R. If we carefully select the slots and do not replace
any copy of 4 in the bottom row, the new ratio will be: ¢;(X)/(b;(X) 4+ r;(X) + 1) which is at
most A. Now, we focus on finding the slots in the bottom row. We can select a slot containing an
instance of 4, only if the replacement of ¢ does not increase the ratio of the frequencies above A. For
an element 7, we may remove at most s; (X ) samples where

si(X) = max <bi(X) +1-— Pi(j{)w , o> .

For each element 4, we mark s;(X) many slots which contains copy of ¢ in the bottom row as
“available" preferring the slots with the smaller index. Observe that we always have at least |R)
many slots since A is at least two:

We choose the first | R| available slots (i.e. with the smaller indices), and replace the bottom samples
in them by the samples in R randomly. After the replacements, it is clear that we did not remove a
sample where its ratio could go above A, and we fixed all those elements with the ratio above A as
well. Thus, the dataset we get after this process is surely in X'*. Furthermore, if X is already in X'*,
then R is an empty set, and the mapping does not change it, so Y = X.

Now, we focus on the proof of the existence of the coupling. Let S be the indices of the | R| available
slots we select. First note that we consider all the elements in R to be distinct. (even though they
might be different copies of the same sample, we can index r;(X) copies of i by 1,2,...,7;(X).)
Thus, there are |R|! for assigning the samples in R into the slots in S, and each assigning has
probability 1/|R|!. Suppose two datasets, X and X', differ in exactly one sample: X has an extra
copy of 4, and X" instead has an extra copy of j. Also, let R’ and S’ be the equivalents of R and S
respectively for X’. Clearly, we have |R| = |S|, and |R’| = |S’|. This discrepancy between X and
X’ happens in either on the top row or the bottom row. Since the frequency of ¢ and j changes by
at most one, 7;(X), s;(X), 7;(X), and s;(X) will change by at most. Without loss of generality, if
we consider all possible cases, it is not hard to see that one of the two following cases happens:

Case 1: R and R’ has the same size, and |[RN R’| and |SN.S’| is at least | R| — 1. It is not hard to see
that there is a bijection between Y and Y’. Assume there exists a set of replacement that
turns X into Y. We construct the corresponding Y accordingly. We start off with X'. We
apply the same set of replacements with only two exceptions: Suppose we want to replace
the sample in the slot ¢ with & according to the original set of replacement, then we see if
k is not in R’, we carry on the replacement with &' = R’ \ k. Also, if the ¢ is not in S’,
we will choose slot ¢/ = 57\ S, pick the slot ¢’ for the replacement. After performing all
the replacement we get Y’ which has Hamming distance at most four to Y. It is not hard
to see that we can map Y’ to Y similarly, so there exists a matching between the Y’s, and
the Y'’s. We define the coupling C to be a probability distribution over X* x X*, where
the probability of (Y,Y”) according to the above definition is 1/|R|!, and it is zero for the
rest of the pairs.

Case 2: R and S have one extra member: R’ = RU {k}, and S’ = S U {/}. Assume there exists a
set of replacements that turns X into Y. We construct |R|+ 1 sets of replacements that turn
X'into Y{,Y5, ..., YI’RI 41- We start off with X”. We choose one of the replacement in the
set which replaces the sample in slot ¢’ by k’. Then, we perform all the replacements on X'

except the one that is left out. Now, we do the following: We replace the sample in slot ¢ by
k' and the sample in slot £’ by k. Clearly, we found an assignment between R’ and S’, so

we construct Y7, . .. ,Y"R‘. We also perform all the replacement in the set, and in addition
to that, we replace the sample in slot ¢ by & to obtain YI’R| 41+ Itis not hard to see that given

Y’, we can construct Y as well, so there is a matching between Y and the Y;’s. Also, YV’
and the Y'’s have a Hamming distance of at most three. Now, we define the coupling C.
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Algorithm 2 A private procedure for extending the domain
1: procedure PRIVATE TESTER(X, A)

2: RS+ 0.

3 fori=1,2,...,ndo

4 ifr;(X)>1 then

5 R+ RU{r;(X) copies of i}

6 if s;(X) > 1 then

7 S; < Set of the smallest s;(X) indices of the entries in the bottom row of X which
contains ¢ .

8: S« SuUs;.

9: S < |R| smallest element in S.

10: foreach k € R do

11: { < arandom element in S .

12: S« S\{¢}.

13: X —bottom(¢) + k.

14: Output A(X).

We set the probability of the pairs (Y,Y/) tobe 1/(|R| +1)! fort =1,...,|R| + 1. Itis
clear that each Y appears with probability (|R|+1)/(|R|+1)! = 1/|R|!. Thus, the desired
coupling exists.

Note that in both case, there exists a coupling C such that each pair drawn from C have a Hamming
distance of at most four. Hence the proof is complete. (|

C.5 Proving privacy guarantee after extending the domain

As we describe B at a high level before, now we formally described it in Algorithm 2. Below, we
formally show that the algorithm is differentially private as well.

Lemma C.6. Assume A is a &/4-differentially private algorithm over X* with parameter A >
121nn/d’ that output the correct answer with probability at least 1 — 5. Algorithm 2 is a &-
differentially private algorithm over X. which outputs the correct answer with probability at least
1—-6—0".

Proof: First, we claim that the algorithm changes X with probability at most §’. Assume s is a
Poisson random variable with parameter A\, and let X be the set of 2 s samples from a distribution
p. Using Poissonization method, we can think of ¢;(X) and b;(X) as two Poisson random variables
with mean \; := p(¢) - \. Now, we bound the probability that ¢;(X)/(b;(X) + 1) become larger than
one. If \; is zero, then ¢;(X) and b;(X) must be zero, so the ratio is below A. Let B = b;(X)/\;.
We consider the following cases for \;:

Case 1: \; < A/2. By the concentration of a Poisson random variables, we have the following:

Pr[bi(t;g(j_l > A] <Pr[t(X)— X\ >A—\] <exp (_(/1221)2)
< exp (_*;‘)

Case 2: \; > A/2. Clearly, we have:
(X
Li(X) > A] <Pr[t;(X) > A-b;(X)+ Al =Pr[t;(X) > A-B- )\ + A]

Pr| A2
r[bi(X)+1 N
Now, if A - B > 2, we obtain:

t:(X) (A+)\)?
Pr[bi(X)—Fl > A] <Pr[t;(X)— X >\ + A] < exp (—M>
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If A-B=Ab;(X)/\ < 2,it means that b;(X)is at most 2);/A. Thus, we have:

Pr[bi(t;g(j_l > A] < Pr[bi(X) < 221'] _ Pr[)\i —by(X) > (A_j)“i]

(A-2222 ) (A—2)2
< exp <_2A(A)> = exp (—WM ' Ai)

by A
<exp (-7 ) <ew (-5

where the second to last inequality is true when A > 10.

In all of the cases above, The probability that the ratio associated with element ¢ goes above A is at
most exp(—A/12) < §’/n. By union bound, the probability of having at least one ¢ with the ratio
above A is at most ¢’. Observe that if all the ratios are below A, all the r;(X)’s will be zero. Thus,
the algorithm does not change X with probability 1 — ¢’. Also, if A outputs the correct answer with
probability at least 1 — J, then BB outputs the correct answer with probability at least 1 — § — §”.

Now, we show that B is private. In Lemma C.5, we show our mapping has the following property:
Let X and X’ in X be two datasets with Hamming distance at most one. Let Y and Y’ be the
randomized datasets that X and X' are mapped to. There exists a coupling C between Y and Y’
where the Hamming distance between any (Y,Y”) with non-zero probability in C is at most four.
The existence of the coupling and the fact that A4 is an /4 private algorithm help us to prove the
privacy guarantee for B. Let O be an arbitrary output for B. In the context of our paper O can be
accept or reject. Below, we show the probability of outputting O on two neighboring dataset X and
X' with Hamming distance one, is the same up to a e¢ factor.

Pr[B(X)=0] = ZPr[A(Y) = O] - Pr[ X is mapped to Y]
Y

=Y Pr[A(Y)=0]-C(Y,Y")

Y,Y’

< N @Y IPr[AY) = 0] - C(Y,Y)
Y)Y

<) e Pr[A(Y) =0]-C(Y,Y")
Y,Y’

< ZegPr[A(Y’) = O] -Pr[ X’ is mapped to Y]
Y/
= e*Pr[B(X') = O]
Therefore, B is &-private on X'. O
D Proof of the Lemmas
D.1 Proof of Lemma 3.1

Lemma 3.1. Suppose 7, b;, 5;.1, Si,2, Vs 5,1, and v; j o are quantities defined above. Then, we have:

b;

2
E, E (Vij1 —Vij2)° —Vij1— Vij2|bi,8i1,82]| =
j=1

2
(Si,l - Sz',z) — S8i,1 — 84,2
b; ’

Proof: Observe that given b;, s; 1, and s; 2, the number of instances of element 7 in each bucket,
v;,5,1, is random variables drawn from a binomial distribution Bin(s; 1,1/b;) . Similarly, v; ;2 is
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drawn from Bin(s; 2, 1/b;). Thus, we have:

2
Si1 1 1851 sin Sii— S
E[v;j1]=-", E[vjl] Var[vul]—l—E[vml] =si1-|1l—— ) —4+ 5= + 5
2 2
842 9 9 1 1 sio  si2  Sio—Si2
Elvijo] = ==, E[v};,] = Var[vij2] + E[vij2]? =si2- (1 - ) - -+ 25 = 7= + 3
Since v; ;1 is independent from v; ; o, then we have:
s s
b;
)2
E E Vi1 — Vij2)° — Vi1 — Vij2|bi, 81,802
Jj=1
b7/
=Y E[(vij1—vij2)® —vij1 —vijalbi,si1, si2)
j=1

=b; - E[ui,l + Uz',l =201 Viga — Viga — vi,j72|biv 8,15 51}2])

2 2
— b Si1 — 56,1 n Si2 — 54,2 9 Si1 Si2
=b; - _9. )
b? b? b, b

K2 K2

_ (si1—5i2) —si1 — si2
b; ’

which completes the proof. (|

Lemma A.1. Assume F is a random set of samples to be used for flattening. Then, we have:

Er[dik] <0 (Be[dl)] + Er[Ip" - a3

Proof: Given a random set F, we the {y-norm of p and ¢ are two random variables: |[p(*)|| and
[pE)||. Recall that diey and d'%)

V. are the minimum and the maximum of |p(*)|| and [p(*)||

respectively. Consider an event, namely F, over the randomness of F that indicates dfri)x is at most

3- dgﬁn Also, let E indicate the complimentary event, when dii), is greater than 3 - '

Using

mln

Observation D.1, in this latter case, there exists a constant ¢ such that dgna)x is at most ¢ - || p ) _
(F)||2
q ||2

Hence, we have:

EF[dmax] Ep [dggg E] PrF[E]+EF[d

(F)

min

E|-Pry[E]

B]-Pri(E] +c Be[ |p") - ¢ 3| E] - Pre[E]

max

<3E[d

min min

§3-EF[

E] - Prp[E]+3-Ep[ df)

E|-Pry[E]
e B 97 = ¢ DI B - PrelE] + ¢ Be[ 97 ~ ¢ E] - Pre[ ]

=0 (Be[d)] +Be [ 1p™ — 3])

Therefore, the proof is complete. O

Observation D.1. If ||p||2 > C - ||q||3 for a constant C > 1, then ||p — q||3 = O(||p||3).
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Proof: By the Cauchy-Schwarz inequality, we have:

2
(Z(pz - qz’)2> : (Z(pz + Qi)2> 2 (Z(pz —q;)(pi + qz)> =

2
llp = qll3 - (2 + C) pll3 > llp = qll3 - (Z 2(p} + q?)) > lp—dql3 - (Z(pz + ;) ) (pr —q

)

2 2
2 1
|p—wa(2+0)wm@><§)ﬁ—ﬁ) > (1-g) g =

o= ot > (55 ) - 1918 = vl

K3

On the other hand, we have:

1
Ilp—qll3 = Z pi—q:)® < sz +q; < (1 + C) pli3 = O (llpll3) -

O

Lemma B.3. Assume random variable x is drawn from Poi(X\). If X is at least 1.5 - In(1/c), then
the probability of x being larger than 3 \ is at most 1 — c.

Proof: We use the tail bound for the Poisson distribution we have:

2))2
Pr.[z > A+ 2)\] <exp (—2((2_31))\) <exp(—2)/3)<c
Thus, the proof is complete. O
Lemma B.4. Assume we have n independent random variables x1,xs, . . . , Ty, in the range [0, +00).

Suppose each x; is at least A; with probability p > 0.95 where A; is a fixed number. Then, with
probability at least 0.9, >, z; is at least 0.1 ;| A;.

Proof: We define another set of random variables, y;’s, as follows:

A with probability p
Yi=1 o0 with probability 1-p

Clearly, the expected value of Y " | y; isp- >, A;. Note that we can see y; as A; multiplied by
a Bernoulli random variable with bias p. Thus, the variance of >, y; is:

Varlz yi] ZVar[yl] = ZAQVar[Ber( )] = Z/P

i=1

Now, by the Chebyshev inequality, we can bound the probability of being far from their expectation:
i=1 i=1 i=1 i=1 i=1

Var[ ol w]  _ p(-p) ¥ A7 _p(l-p)
T 092 E[XL wil? T 0.92p2- (300, A)° T 0.97p?

>09-E

<0.1.

Observe that y;’s are defined such that the probability of Z _1x; > a for any number a is at least
the probability of Zz:l y; > a. Thus, we have:

Pr inzO.lei] ZPrlZyizo'lei >0.9.
i=1 i=1 i=1 i=1
Hence, the proof is complete. O
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Lemma C.4. Let x1,xo,...,2, be n non-negative random variables. Suppose there exist two
constants c and p, both at most one, such that for each random variable x;, we have:

Pr(z; <c-E[z;]] <p,
Then, one can show:

P sz <o Blu]] 10

Proof: At a high level, we expect each random variable z; to “contributes” to the sum of x;’s by
E[z;]. If a random variable z; is at least ¢ E[x;], it is contributing “enough” to the sum. While
otherwise, the sum “misses" a contribution of amount E[x;]. The main idea is to show that total
amount that the sum misses is not too large.

More Formally, for each ¢, we define an auxiliary random variables y; as below. Roughly speaking
1; indicates how much the sum is missing due to a low z;:

| E[z] ifz; <c E[z]
Yi=3 o0 otherwise

First, we claim that the sum of y;’s is not too large since we have:

ElZyll = ZE[$Z] -Pr[z; <c-E[z;]] < pZE[xl] .

Using Markov’s inequality, the sum of y;’s cannot be larger than 0.9 - ZZL:I E|[x;] with probability
more than 10p/9. Hence, with probability 1 — 10 p/9, we may assume >, y; is at most 0.9 -
Now, we show that the sum of z;’s cannot be too small when the sum of y;’s is less than 0.9 -

> E[x;]. Too see this, let I be the set of indices i for which z; > ¢ - E[z;]. Then, one can
obtain:

Zm,>2xz>c ZE[xz]—c ZE[%]—ZE[%

i€l el il

(mted- ) e (LEter- o)

il
> ¢ Zi:l E[z;]

- 10 9
which concludes the lemma. O
Lemma D.2. Assume x is binomial random variable with n trials and bias p. Then, the following
is true.
1 1
E, <min | ——,1
x+1 p-(n+1)
Proof:

z=0

Ew[xil] T (n1+1)zi:

+1/n 41 _
x 1_p)n—=
+1()p (I-p)
)n+1

n
X
1 n+1\ , _ 1—-(1-p
= 1 — p)(nth-vy —
p-(n+1) Zl< y >p( ?) p-(n+1)

= min (p-<+1>’ 1)
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Lemma D.3. Assume x is binomial random variable with n trials and bias p. Then, the following

is true.
1 . 1
Em[(iﬂ+2)(3€+1)] = <p2-(n+1)(n+2)’1>
Proof:
1 _ 1 = (n+2)(n+1) n xr+2 n—x
[(x+2)(x+1)] P2'(n+1)(n+2)§)(x—|—2)(x+1)(gs>p+(1 P)

< min (pz (n +11)(n +2)’ 1)
]

Lemma D.4. Suppose we have a bin with m balls where exactly t of them are red. We draw balls
from the bin without replacement. Let X be the number of red balls in the first s trials and let Y be
the number of red balls in the next k trials. Then, we have:

] o (o)

Proof: We write the expectation explicitly:

[Y+1] Zzb Pr[X = a] - Pr[Y = b] zzzbajl . (Z)(b)(gt;jb)

t

2a(a—1) ()G (T) () (755
B (;2%: b+ 1 R ts Z b+ 1 (™

2a(a—1) () ) (7)) () (755
e wo i

k+1) (mfsfk) k+1) (ntl:ls:bk)

b+1 t—a—b S (b+1
- ey e M0

a>2 b t

We define the two sums in the last line as A and B:
k+1) (m—s—k) k+1 (m 55— k)

A a 2 (b+1 t—a—>b , B b+1 t—1—b
Sy ey 2

a>2 b

We claim A and B are two probabilities of the following randomized processes, so we can bound
them. Suppose we have an urn with m — 1 balls, ¢ — 1 of them are red. A is the probability that
we get at least one red ball if we draw & + 1 balls from the bin without replacement. Let Z be the
number of red balls we draw after £ 4 1 draws. Using Markov’s inequality, we get:

A=Pr(Z > 1] < min(1, B ) < min (1, =0

Furthermore, we can define B as the following probability: Assume we have an urn of m balls
including ¢ red balls. If we draw (s — 1) 4+ (k + 1) balls from the urn without replacement. B is the
probability that non of the s — 1 draws are red, and there is at least one red draw in the next k + 1
draws. This is clearly smaller than the probability of seeing at least one red ball in the k& 4 1 draws.
Thus, similar to the above, we have:

B <min (1,750

m
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Now, putting all these together, and using the fact that s < m, we obtain:

E[Y):—Ql] < min <2((k84:11))t’2t2> +t.

946 (]
Lemma D.5. Assume X is a random variable drawn from HG (m,t, k), then

] = (o i)

947 Proof: Clearly, the expectation cannot be larger than one since X > 0. For the other term, by the
948 definition, we can achieve the following bound:

1 min(t,k) mft) 1
E[] — Y HG(mk)- fz i)
z+1 z=max(0,k—(m—t)) z+1

_y o mil O > mt 1 .(;ii)(iziﬁ’:(‘;ﬂ;)
~ Dk () t+1)(k+1) (7

k+1

m+1 m+1
_ H 1; 1, 1 1 _
NSNS Z Glt+bLm+Lt+Lk+1) s oy

949 where the last line is true because the sum of the probabilities according to a distribution is at most
950 oOne. O

Lemma D.6. Assume X is a random variable drawn from HG(m, t, k), then

1 _ (m +2)(m +1)
X[(X—|—2)(X+ 1)] < min (1’ t+2)t+ 1)k +2)k+ 1)) '

951  Proof: Clearly, the expectation cannot be larger than one since X > 0. For the other term, by the
952 definition, we can achieve the following bound:

1 1
X[(X+2)(X+1)] :ZHG(X;m’t’k)' (X +2)(X +1)

B m t) 1
Z (X +2)(X+1)

e G (et

YDk +2)(k 1) S Ga

_ (m+2)(m+1)

2+ )(k+2)(k+ 1) ZHGmm+2t+2k+2)
(m+2)(m+1)

T (t+2)t+ D) (k+2)(k+1)

953 where the last line is true, because the sum of the probabilities in a distribution is at most one. O
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